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NOMINATION OF LIEUTENANT GENERAL
JAMES CLAPPER, JR., USAF, RET., TO BE

DIRECTOR OF NATIONAL INTELLIGENCE

TUESDAY, JULY 20, 2010

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 2:43 p.m, in Room
SDG-50, Dirksen Senate Office Building, the Honorable Dianne
Feinstein (Chairman of the Committee) presiding.

Committee Members Present: Senators Feinstein, Wyden, Mikul-
ski, Feingold, Nelson of Florida, Whitehouse, Levin, Bond, Hatch,
Snowe, Chambliss, Burr, Coburn, and Risch.

OPENING STATEMENT OF HON. DIANNE FEINSTEIN,
CHAIRMAN, A U.S. SENATOR FROM CALIFORNIA

Chairman FEINSTEIN. The hearing will come to order. This room
is on the cool side, probably the coolest place in Washington today.
But I'd like to welcome everyone to this hearing. We meet today
in open session to consider President Obama’s nominee to be the
nation’s fourth Director of National Intelligence, General James
Clapper. So welcome, General Clapper.

The position of the DNI, as we call him, the Director of National
Intelligence, is the senior most intelligence position in the govern-
ment. The DNI is by statute, the head of the 16 different intel-
ligence offices and agencies that make up the intelligence commu-
nity, the principal advisor to the President on intelligence matters,
and the official in charge of developing the intelligence budget.

As has been made clear over the first five years of the existence
of the position, the true extent of the director’s authority and the
exact nature of the job he is supposed to do are still a matter of
some debate. As the articles yesterday and today in The Wash-
ington Post have made clear, the DNI faces major management
challenges caused by the enormous growth throughout those intel-
ligence agencies and other parts of the government’s national secu-
rity complex since 9/11.

The articles raised several issues such as the high infrastructure
expansion of buildings and data systems. Yesterday’s article spe-
cifically names—and I won’t read them out, but one, two, three,
four, five, six—seven, huge new buildings, all of which, as was
pointed out, will obviously have to accommodate individuals and all
kinds of support services and positions.

o))
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The article also describes a contractor number that now reaches
approximately 28 percent to 30 percent of the entire intelligence
workforce and carries out inherently governmental functions, con-
trary to policies of the Office of Management and Budget. The au-
thors count 1,271 government organizations and 1,931 private com-
panies that work on programs related to counterterrorism, home-
land security and intelligence.

Under the past two DNIs and CIA directors, the number of con-
tractors has been coming down slightly. And I'm pleased that they
are no longer being used to conduct interrogation. Nonetheless, the
use of contractors needs to continue to decrease substantially, and
I intend to keep pushing on this point until contractors are not
used for any inherently governmental purpose.

Our original fiscal year 2010 intelligence authorization bill con-
tained a requirement that would have reduced the number of con-
tractors across the community by 10 percent from 2009 to 2010.
But because of the delay in passing the bill, this cut has not gone
into effect.

Like the Post’s articles, this committee has found, as evidenced
by our report on the Christmas Day plot, that intelligence growth
has not always led to improved performance. Growth in the size
and number of agencies, offices, task forces and centers has also
challenged the ability of former Directors of National Intelligence
to truly manage the community.

As a sponsor of the first legislation calling for the creation of the
position, I have long believed that the DNI needs to be a strong
leader and have real authority. Clearly there is need for a strong,
central figure or the balkanization of these 16 agencies will con-
tinue.

However, this cannot be just another layer of bureaucracy. The
DNI must be both a leader as well as a coordinator of this increas-
ingly sprawling intelligence community. But the DNI must also be,
at times, more than that. He must be able to carry out Presidential
direction and shift priorities based on national security concerns
and emerging needs.

In actual practice, the DNI is constrained from directing 15 of
the 16 elements of the community because they reside in various
federal departments. And the Intelligence Reform and Terrorism
Prevention Act of 2004 states that, in carrying out his responsibil-
ities—and this is the rub—the DNI may not abrogate the statutory
responsibilities of the Secretaries. This is often interpreted in real
life to prevent centralized direction. The 16th agency, the CIA, is
not housed within a department, but it, too, has demonstrated its
ability to thwart the DNI’s directives it dislikes by importuning the
White House.

We understand from former officials in the DNI’s office that both
problems have greatly frustrated past DNIs’ ability to lead. Every
day of every week, month by month, the DNI must assure coordi-
nation between intelligence agencies to eliminate duplication and
improve information sharing. And, when necessary, he must put an
end to programs that are not working and avoid redundancy and
overlap. I increasingly believe that this is becoming a major issue.

The 2010 Intelligence authorization bill reported out, again
unanimously, in revised form last week, which the White House
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has approved and the House intelligence committee supports, con-
tains 10 provisions that would strengthen or add management
flexibilities for the DNI. Eight of those 10 were requested by this
or prior administrations. I urge the House to pass this bill.

The primary mission of the DNI is to make sure that the intel-
ligence community produces information that enables policymakers
to make informed decisions. This mission includes ensuring that
the Department of Defense and military commanders have the in-
formation they need to carry out military operations and force pro-
tection. Yet it also covers the full range of national security, foreign
policy and homeland security information needs.

I want to make sure that General Clapper, if confirmed, will
wear the mantle of the Director of National Intelligence, not just
the hat he wears today as Director of Defense intelligence, and that
he will have the necessary broad, strategic focus and support that
this position requires.

So I will be interested in continuing to discuss with our nominee
the proper role of the DNI, what the mission should be and how
strong the authority should be to carry out that mission.

Not in question is General Clapper’s vast experience or dedica-
tion to public service. He has served his country for more than 40
years in a variety of capacities, 32 of those 40 years in active duty
in the United States Air Force, retiring in 1995 as a lieutenant
general. He has led two of the larger intelligence agencies, the De-
fense Intelligence Agency and the National Imagery and Mapping
Agency, since renamed the National Geospatial-Intelligence Agen-
cy, or NGA. And he is currently the Under Secretary of Defense for
Intelligence, a position he has held since 2007, meaning that he is
one of the few national security officials to serve under both the
Bush and Obama administrations.

In short, this nominee has as much experience in intelligence as
any serving or retired official. So, General Clapper, I want to be
clear that we do not question your service, your knowledge or your
capability. We only ask that you clearly indicate your vision and
commitment to head the intelligence community this afternoon and
work to give it direction and prevent sprawl, overlap and duplica-
tion.

Before I turn to our distinguished Vice Chairman, I understand,
General, that you have family and friends with you today. If you'd
like to introduce them at this time—well, I think I'll change this
and ask the ranking member to go ahead, if that’s agreeable, then
ask you to introduce your family, and then I know Senator Mikul-
ski would like to say a few words, I suspect, on your behalf. I call
on the Vice Chairman.

Mr. Vice Chairman.

OPENING STATEMENT OF HON. CHRISTOPHER S. BOND, VICE
CHAIRMAN, A U.S. SENATOR FROM MISSOURI

Vice Chairman BoND. Thank you, Madam Chair, and as usual,
I agree with your opening statements, and I join you in welcoming
General Clapper to the committee for consideration of his nomina-
tion to serve as the Director of National Intelligence.

The outgoing Director of National Intelligence, Admiral Dennis
Blair, deserves our thanks for his many years of service to the na-
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tion, including his work as the previous DNI. Admiral Blair faced
a number of unfortunate challenges during his tenure, as other ad-
ministration officials increasingly assumed greater control over in-
telligence community activities. The next DNI must have the polit-
ical clout, the willpower to ensure that our intelligence agencies are
able to get their vital work done without being micromanaged by
the Department of Justice or the National Security Council.

It is my hope that the next DNI will assert this needed leader-
ship over the intelligence community. Something the George W.
Bush administration got right in this area was placing key people
in the jobs who were responsible to the Congress. For example,
there was no question that John Negroponte, and then, most nota-
bly, Admiral Mike McConnell, were the President’s principal intel-
ligence advisors, as they should be under United States law. At
that time, the public did not even know the names of intelligence
staffers on the National Security Council. Today, the paradigm has
been reversed. We have a staffer on the National Security Council,
who most people in the intelligence community believe acts as the
DNI.

He calls the shots and even goes on national television to pitch
the administration’s viewpoint. A June 6 Washington Post article
was spot on in describing his role in today’s intelligence. This is not
good for the country and is contrary to Congress’ intent for the IC.
If the President would like him to act as his principal intelligence
advisor and head of the intelligence community, then I'll be happy
to co-host his confirmation hearing with the Chair. But if not, then
this template needs to change.

Turning to you, General Clapper, as the Chair has already men-
tioned, you've served our nation well. You have a long background
in very demanding leadership roles in the military and the intel-
ligence community, and I think we all thank you for an impressive
46 years of service to our nation in the field of, primarily, intel-
ligence. But you know that I have concerns about whether you will
be able to do what Director Blair could not.

You've talked about leaving federal service for some time, yet you
are now seeking one of the hardest jobs in Washington, one fraught
with maximum tensions. Frankly, today I ask you to tell us why?
Our nation is at a critical point. We're six years into this experi-
ence of intelligence reform, and I'm afraid we have a long way to
go. The recent Washington Post top secret series highlights what
I and others on the committee have been saying for a long time.
The intelligence community is lacking effective oversight. And
today, I hope we can focus on whether you, General Clapper, will
have the horsepower needed in the White House to use the DNI
as the position for reform and management it needs to be.

The DNI, in the next round, will need to be a fire in the gut guy
who is willing to break paradigms and trends against business as
usual. He needs to be someone who is not reluctantly accepting the
job, but is willing to take on the old guard and change broken ways
of going about intelligence. We don’t need our top spy chief to be
a figurehead who cedes authority to the Justice Department. In-
stead, we need a DNI who can oversee our nation’s terror-fighting
policy.
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We need a DNI who will push the envelope on his authorities
and advance the institution’s ability to lead our intelligence agen-
cies. Just as important, we need someone who can throw some el-
bows and take back control of our intelligence agency from DO,
White House bureaucrats and even the DOD. Also, he must estab-
lish a clear chain of command between the CIA and the DNI.

While the 2004 intelligence reform bill was certainly a step for-
ward in our efforts to reform the intelligence community, it fell
well short of what I hoped Congress would achieve—namely, as I've
said many times and said to you, the DNI was given a load of re-
sponsibility without the authority or all the tools needed truly to
lead our intelligence agencies.

The arm wrestling that took place between DNI Blair and the
CIA director over who would appoint the DNI’s representatives
overseas was a clear sign to me that we do not yet have the right
balance, but we have to get it right if we hope to meet the national
security challenges ahead.

Now, previously you've been inconsistent in whether the DNI
should be granted additional authorities to lead our intelligence
agencies. While some have rationalized this wavering as an exam-
ple of the old adage, “Where you sit is where you stand”—in other
words, you protect the turf of whatever institution you lead—I
don’t take much comfort in that explanation. That’s not the hall-
mark of the sort of leader that we need at the head of the intel-
ligence community.

You reference in your prepared opening statement that a number
of Members have raised concerns about your affiliation with the
Department of Defense. Well, I think that is a valid concern. When
the President called the Chair and me to inform us of your nomina-
tion, his first selling point was that you were strongly supported
by the Defense Secretary and the Senate Armed Services Com-
mittee.

I have to tell you, General, that’s not the best way to put you
forward to this committee as the next leader of the intelligence
community. We're happy that the Defense Department and Armed
Services Committee love you, but frankly, that’s not what we’re
looking for.

Now, I am a big supporter of the Defense Department. And as
I said, my son was in Iraq and three of my staff on the committee
voluntarily took leaves of absence over the past two years to serve
in harm’s way in uniform in Iraq and Afghanistan, and we appre-
ciate their service like all of the members of the armed services.

But at the strategic level, an overemphasis on DOD within the
intelligence community can be counterproductive. We've seen this
problem with the State Department, and it’s struggled to regain
the lead from the Pentagon in smart power activities.

This is one reason the memo from your office to the Senate
Armed Services Committee a few weeks ago, which criticized 13
specific provisions in this committee’s authorization bill, was not
well received here. You said you felt obligated to afford the Armed
Services Committee the opportunity to hear your criticisms of the
bill. We would have appreciated that same courtesy being extended
to this committee, first and foremost, since you are dual-hatted as
under our structure.
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It is our bill; you are the DNI, Director of National Intelligence.
The memo is something that I believe you should have addressed
to us upfront, and on the record at the end of your opening state-
ment today I would hope you might reference it.

We have to get the relationship between the IC and its overseers
right. Congressional oversight is instrumental in advancing the
DNT’s leadership of the intelligence community. Through such over-
sight Congress can ensure that not only the DNI understands the
expectations of his position but that other agencies recognize the
DNTI’s leadership.

General, too much of your previous contact with this committee
has been too reluctant and reactive. We have to have a DNI who
works proactively to meet his obligations under the law, to keep
the Senate Intelligence Committee fully and currently informed.
And that requires a good and open working relationship.

Today is your opportunity to instill in this committee the con-
fidence that you’re up to the task of leading the intelligence com-
munity while complying with your statutory obligations to work
with this committee. And I wish you the very best, sir.

Madam Chair, we’ve had far too many DNI confirmation hear-
ings in our time together on the SSCI. I believe this high turnover
rate is a symptom of the inadequate authorities that the IRTPA in-
vested in the DNI. If we are unable to address those legislative
shortcomings in the remaining time in this Congress, then I hope
this is something you and the next ranking Republican will begin
to address next year in the new Congress.

And I thank you, Madam Chair and General.

Chairman FEINSTEIN. Thank you very much, Mr. Vice Chairman.

Senator Mikulski, it’s my understanding you have a few com-
ments you’d like to offer.

OPENING STATEMENT OF HON. BARBARA A. MIKULSKI, A U.S.
SENATOR FROM MARYLAND

Senator MIKULSKI. Thank you, Madam Chair. I'm going to be
very brief, because I know we want to get quickly to the hearing.

I'm one of the people that’s worked hands-on with Mr. Clapper.
And I would like to just say to the committee, first of all, like you,
I know we’ve been through four DNI confirmations, four DNIs. And
if there is a failure in or questions about the authority and the
functionality of the DNI, then it’s incumbent on Congress to look
at the legislation, but not necessarily fault the DNI nominee for the
failures of the legislative framework.

But let me just say this about Mr. Clapper: One of the things—
look, you all know me as straight-talking, plain-talking, kind of no-
nonsense. And one of the things in working with Mr. Clapper as
head of the NGA was, again, his candor, his straightforwardness,
his willingness to tell it like it is—not the way the top brass want-
ed to hear it—I thought was refreshing and enabled us to work
very well.

I think that in his job he will be able to speak truth to power—
which God knows we need it—and he will speak truth about power,
which we also need. And I would hope that as we say, oh, gee, we
don’t know if we want a military guy chairing or heading the DNI,
Mr. Clapper left the military service in 1995. He’s been a civilian.
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He doesn’t come with the whole extensive, often military staff that
people bring with them when they take a civilian job. And I think
in my mind he’s probably the best qualified to do this job, because
he’s not only been a night hawk standing sentry over the United
States of America, but he’s actually run an intelligence agency and
he’s actually had to run a big bureaucracy. And he’s had to run
with sometimes very inadequate leadership at the top.

So we ought to give him a chance and I think we ought to hear
what he has to say today. I acknowledge the validity of the ques-
tions the Chair and the ranking member have raised, but I think
we would do well to approve General Clapper.

Vice Chairman BOND. Madam Chair, if I may thank my friend
from Maryland for helping me get my voice back and wish her a
very happy birthday.

Chairman FEINSTEIN. Happy birthday, Senator. We did this in
caucus and gave her a rousing verse.

Senator MIKULSKI. I thank you for your gallantry, but sometimes
state secrets ought to be kept state secrets.

[Laughter.]

Vice Chairman BOND. I didn’t mention any years or anything.
Just the date.

Senator MIKULSKI. Well done.

Chairman FEINSTEIN. Clapper, if you would like to introduce
your family, please, we’d like to welcome them and then proceed
with your comments.

STATEMENT OF LIEUTENANT GENERAL JAMES CLAPPER, JR.,
USAF, RET. DIRECTOR OF NATIONAL INTELLIGENCE-
DESIGNATE

General CLAPPER. I'd like to introduce my family and friends who
are with me today. First, my wife of 45 years, Sue, who herself is
a former NSA employee, my daughter Jennifer and her husband
Jay. She is a principal of an elementary school in Fairfax County
and Jay is a high school teacher; my brother Mike from Illinois,
and my sister, Chris, who just moved to North Carolina; and a
close friend of ours who is with us today.

Chairman FEINSTEIN. We welcome you all.

General CLAPPER. Chairman Feinstein, Vice Chairman Bond and
distinguished members of the committee, it is indeed a privilege
and an honor for me to appear before you today as President
Obama’s nominee to serve as the fourth Director of National Intel-
ligence. Additionally, I want to thank Senator Mikulski for your in-
troduction. It was very thoughtful and touching to me personally.

Being nominated for this position for me was an unexpected turn
of events. I'm in my third tour back in the government. My plan
was to walk out of the Pentagon about a millisecond after Sec-
retary Gates. I had no plan or inkling to take on another position.
But as in the past, I've always been a duty guy at heart, and so
when approached by Secretary Gates, followed by the President of
the United States of America, both of whom I have the highest re-
spect for, I could not say no. I'm honored that President Obama has
expressed confidence in my abilities and experience by this nomina-
tion.
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I've submitted a longer statement for the record, subject to your
concurrence. If I can deliver one message to you here today, it is
this: I've served over 46 years in the intelligence profession in
many capacities—in peace, in crisis, in combat, in uniform, as a ci-
vilian, in and out of government and in academe. I've tried hard
to serve in each such capacity with the best interests of our great
nation first and foremost. Should I be confirmed as Director of Na-
tional Intelligence, I can assure you that will continue to be my
central motivation.

We have the largest, most capable intelligence enterprise on the
planet. It is a solemn sacred trust to the DNI to make that enter-
prise work for the sake of this nation and its people. Intelligence
is a team endeavor and the DNI is in the unique and distinctive
position to harness and synchronize the diverse capabilities of the
entire community and make it run as a coherent enterprise.

I want to repeat something here today publicly that I've said to
many of you privately. I do believe strongly in the need for congres-
sional oversight, and if confirmed, I would continue to forge an
even closer partnership with the oversight committee.

It’s the highest distinction in my professional career to have been
nominated for this extremely critical position, particularly in this
difficult time throughout the world.

This concludes my formal statement. I'd be prepared to respond
to your questions, or Madam Chairman, if you'd like, I can respond
now to your commentary as well as that of the Ranking Member.

[The prepared statement of General Clapper follows:]

PREPARED STATEMENT OF LIEUTENANT GENERAL JAMES R. CLAPPER, JR., DIRECTOR
OF NATIONAL INTELLIGENCE-DESIGNATE

Madam Chairman, Vice Chairman Bond, and distinguished Members of the Com-
mittee, it is a privilege to appear before you today as the President’s nominee for
Director of National Intelligence: I am truly honored that the President has con-
fidence in my ability to lead our Intelligence Community. My deepest appreciation
goes out to him for the nomination, and. my sincere thanks to all of you, the over-
seers of our nation’s intelligence services, for the opportunity to address you and an-
swer your questions here today.

When President Obama asked me to lead this organization he said he wanted
someone who could build the Intelligence Community into an integrated team that
produces quality, timely, and accurate intelligence; be his principal intelligence ad-
visor; be the leader of our Intelligence Community; and be someone who would tell
policymakers what they needed to know, even if it wasn’t what they wanted to hear.
Lastly, he needed someone who knew how to get things done in a bipartisan, profes-
sional manner.

While humbled by the nomination, I reflect upon my 46 years of experience in the
intelligence business and find confidence in my ability to serve diligently and com-
petently in the position of Director of National Intelligence, should I be confirmed.

have heard expressions of concern about my independence; as a long-time den-
izen of the Department of Defense, and whether I might be too beholden to it, and,
thus, skew things in favor of the military. I have been out of uniform for almost
15 years, over six of which were completely out of the government. The former Sec-
retary of Defense ended my tenure as Director of NGA three months earlier than
originally planned, because I was regarded as too “independent.” I am a “truth to
power” guy, and try always to be straight up about anything I'm asked.

Having said that, I feel my experience in the military—starting with my two tours
of duty during the Southeast Asia conflict—provided a wealth of experience in intel-
ligence which has been expanded and honed by the things I've done since retiring
from military service in 1995. Thus, I have been a practitioner in virtually every
aspect of intelligence.

Over the course of my career, I served as a Commander in combat, as well as a
Wing Commander and Commander of a Scientific and Technical Intelligence Center.
I have also served as a Director of Intelligence (J-2) for three war-fighting com-
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mands and led two intelligence agencies. I learned every aspect of intelligence col-
lection, analysis, operations, planning and programming, and application and in all
other disciplines—HUMINT, GEOINT, MASINT, Foreign Material, Counter-intel-
ligence, and other more arcane forms of technical intelligence. I have been widely
exposed to the workings of the entire U.S. Intelligence Community around the globe.

I have also worked as a contractor for four companies, with intelligence as my pri-
mary focus. This gave me great insight into the roles as well as the strengths and
limits of contractors, how the government looks from the outside, and what drives
a commercial entity as it competes for, wins, and fulfills contracts.

I served on many government boards, commissions and panels over my career.
Specifically, I served as Vice Chairman of a Congressionally mandated Commission
chaired by former Governor of Virginia, Jim Gilmore, for almost three years. Based
on this experience I learned a great deal on how issues are perceived at the State
and local levels, and helped formulate recommendations, which, in part, presaged
the subsequent formation of the Department of Homeland Security.

As the Under Secretary of Defense for Intelligence, I helped exercise civilian con-
trol over the military, served as Program Executive for the Military Intelligence Pro-
gram, and developed and promulgated standards and policy across the entire range
of the intelligence, counter-intelligence, and security dimensions of the Department
of Defense.

Apart from all this functional experience, I have lived the history of the Intel-
ligence Community for that same time span. I think the amalgam of this experi-
ence—the breadth, depth, and scope—equips me to deal with the demands of the
DNI—a position which demands extensive knowledge of the entirety of the US intel-
ligence enterprise.

I think, too often, people assume that the Intelligence Community is equally adept
at divining both secrets (which are theoretically knowable) and mysteries (which are
generally unknowable) . . . but we are not. Normally, the best that Intelligence can
do is to reduce uncertainty for decision-makers—whether in the White House, the
Congress, the Embassy, or the fox hole—but rarely can intelligence eliminate such
uncertainty.

But in order to provide the best intelligence support to our nation, our leaders
and decision-makers, the DNI can and must foster the collaboration and cooperation
of the Intelligence Community. Intelligence is a team effort. Given the complexity
and diversity of the Intelligence Community—we must view it as an enterprise of
complementary capabilities that must be synchronized. To be specific, the DNI will
need to serve the President and work with all members of the community and the
Congress as well as with many others, to be successful in fulfilling the President’s
vision.

Madam Chairman, Mr. Vice Chairman, if confirmed, I pledge not only to follow
the law, but to go a step further and endeavor, as best as I am able, to build upon
and increase the trust between Congress and DNI. That’s not to say we’ll always
see things the same way. And that’s not to say you won’t question us and hold us
accountable where appropriate—I expect nothing less. But our objective ought to be
the same: to give the Intelligence Community all that it needs to succeed, consistent
with our laws and values. If confirmed, I believe I can do that. I have had very posi-
tive discussions with CIA, FBI, and other leaders across the Intelligence Commu-
nity, and I am quite encouraged by their commitment to making this team work
should I be confirmed.

Additionally, keeping this Committee “fully and currently” informed is not an op-
tion. It is the law, and it is our solemn obligation. I was a young Air Force officer
at NSA in the seventies, and watched the Church-Pike hearings, which led to,
among other things, the establishment of the intelligence oversight committees in
both Houses of Congress. I am a strong believer in the need for an informed Con-
gress. I say this not only as an intelligence-career professional, but as a citizen. I
have interacted with the intelligence oversight committees since the mid-eighties in
several capacities. If confirmed, I would seek to forge a close partnership with the
oversight committees.

Moreover, I would observe that the Congress will be hugely influential in ensuring
the DNI succeeds. The Congressional DNI partnership is crucial in all respects, and
this is one of the most important—keeping Congress fully and currently informed
of intelligence activities and receiving your feedback, support, and oversight. Indeed,
it is my conviction that, partly through the Congress, the DNI has a great deal of
authority already; the challenge is how that authority is asserted. I believe my expe-
rience in the community would serve me, and the position, well.

Finally, the men and women of the Intelligence Community are courageous, smart
and patriotic; if confirmed, it would be my honor to lead them in support of our na-
tion’s security. Thank you and I look forward to your questions.
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Chairman FEINSTEIN. Well, that is up to you, General. If you
would like to, proceed; otherwise we can take that up in questions.
It’s up to you.

General CLAPPER. Well, we have Members here waiting to ask
questions, so I would suggest we go ahead with that, and then per-
haps I'll get to these points, or if not later, I will get to them subse-
quently.

Chairman FEINSTEIN. All right. We will begin with 10-minute
rounds, and we will proceed in order of seniority and we will alter-
nate sides. I hope that’s acceptable.

General Clapper, as I mentioned in my opening statement, I be-
lieve that the DNI must be able to be a strong leader as well as
a coordinator. In the Oxford Handbook of National Security Intel-
ligence from February 2010, you wrote, “I no longer believe as
strongly as I once did in greater centralization of intelligence activ-
ity or authority, and I realize that the individual needs of each de-
partment for tailored intelligence outweighs the benefits of more
centralized management and control.”

Secondly, in answer to the committee’s initial questionnaire, you
wrote that the responsibilities of the DNI entail “supervision and
oversight,” which to me seems weaker than “direction and control.”

Here’s the question: If you were confirmed as DNI, in what way
specifically will you be the leader of the IC as opposed to simply
a coordinator of the 16 agencies that make up its parts? And can
you give specific examples of where you see more forceful leader-
ship is necessary?

General CLAPPER. Well, Madam Chairman, I think first that
with all of the discussion about the lack of authority or the per-
ceived weaknesses of the Office of the Director of National Intel-
ligence, I believe it already does have considerable authority, either
explicit in the law, the IRTPA, or implicit, that can be exerted. It’s
my belief that the issue, perhaps, in the past has been the art form
by which that authority has been asserted.

And it would be my intent to push the envelope, to use your
phrase, on where those authorities can be broadened. And I refer
specifically to programming and financial management, since that’s
the common denominator in this town, as one area where, having
been a program manager twice in the national intelligence program
as well as the program executive for the military intelligence pro-
gram, I think I know how those systems work and how that can
be leveraged.

When I speak of centralization, I don’t think that everything has
to be managed and run from the immediate confines of the office
of the Director of National Intelligence. I think Director of National
Intelligence authorities can be extended by deputizing or dele-
gating, if you will, to various parts of the community things that
can be done on the DNTI’s behalf but which do not have to be done
viflithin the confines of the DNI staff. So I would want to clarify
that.

I would not have agreed to take this position on if I were going
to be a titular figurehead or a hood ornament. I believe that the
position of Director of National Intelligence is necessary, and,
whether it’s the construct we have now or the Director of Central
Intelligence in the old construct, there needs to be a clear, defined,
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identifiable leader of the intelligence community to exert direction
and control over the entirety of that community, given its diversity
and ictls heterogeneity, if you will, the 16 components that you men-
tioned.

Chairman FEINSTEIN. Given our present budget problems, this
growth of the entire community, which has doubled in budget size
since 9/11, is unlikely to continue. We’ve all had occasion to discuss
this with recent heads of individual departments. It’s my belief
that everybody is well aware of that. In fact, the budget may actu-
ally end up being decreased in coming years.

So here’s the question: Has this growth, in your view, as you've
participated at least at DIA and other areas, been managed cor-
rectly? Are there areas where you believe work remains to be done
to consolidate and better manage prior growth?

General CLAPPER. Madam Chairman, I think, with particularly
the publication of the two articles in the Dana Priest series, that
it would seem to me that some history might be a useful perspec-
tive. And I go back to when I served as Director of DIA in the im-
mediate aftermath of the Cold War where we were under a con-
gressional mandate to—the entire intelligence community was—
under a mandate to reduce the community by on the order of 20
percent. And put another way, that meant that one out of every
five employees that we then had on the rolls had to be removed
from those rolls.

The process started before I left active duty in 1995 and contin-
ued through the 1990s. I left the government, was away for six
years, came back to then NIMA, later NGA, took over there two
days after 9/11. And that downward profile was then in progress.
And we were constricting facilities, fewer people, then 9/11 oc-
curred. We put the brakes on, screech, and then we had to rejuve-
nate and re-expand the intelligence community.

And of course, the obvious way to do that, to do it quickly, was
through contractors. That certainly happened in my case when I
vx;as director of NGA for five years in the immediate aftermath of
9/11.

And so I think the questions that are raised in the article that
you point out about the profligate growth of contractors and attend-
ant facilities and all this sort of thing is, in my view, part of a his-
torical pattern here, a pendulum that is going to swing back and
we are going to be faced, I think, with a somewhat analogous situa-
tion as we faced after the fall of the Wall when the charge was to
reap the peace dividend and reduce the size of the intelligence com-
munity.

With the gusher, to use Secretary Gates’s very apt term, of fund-
ing that has accrued particularly from supplemental or overseas
contingency operations funding, which, of course, is one year at a
time, it is very difficult to hire government employees one year at
a time. So the obvious outlet for that has been the growth of con-
tractors.

Now, if you go back even further in history, at least in my mind,
you think back to World War II where we had the arsenal of de-
mocracy, which turned out ships and planes and trucks and jeeps
in unending numbers and that’s actually how we won the war. In
a sense, were doing somewhat the same thing analogously today;
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it’s just a different war. It’s much more of an information-driven
war, where intelligence, instead of being as it was in my day, my
first tour in Vietnam in 1965, where intelligence was a historical
irritant, it now drives everything.

So it’s not surprising, in my view, that intelligence is so promi-
nent and that we have so many contractors doing so many things.
I think the article today is in some ways testimony to the inge-
nuity, innovation and capability of our contractor base. That’s not
to say that it’s all efficient; it isn’t. There’s more work that needs
to be done there. I think this is a great area to work with the over-
sight committees.

What is lacking here are some standards. Should there be limits
on the amount of revenue that would accrue to contractors? Should
there be limits on the number of full-time equivalent contractors
who are embedded in the intelligence community? And I think
those are issues that I would propose we work together on if I'm
confirmed as the DNI. And I would start, frankly, with the Office
of the DNI, which in my sensing, at least, I think has got a lot of
contractors and we ought to look hard at whether that’s appro-
priate or not.

With respect to the buildings that have accrued, most of the
buildings that—and NGA is a case in point, a $2.1 billion facility
that will go in at Springfield, Virginia, at the former engineering
proving ground at Fort Belvoir. I was very instrumental in that
and that, of course, came about because of the BRAC, the base relo-
cation and consolidation round that occurred in 2005.

So the NGA facility, the consolidation of the central adjudication
facilities at Fort Meade, the consolidation and then the co-location
of the counterintelligence facilities at Quantico, at DISA, going to
the Defense Information Support Agency at Fort Meade, all came
about because of the BRAC rounds.

In the case of NGA, what the business case was, we got out of
leased facilities which over time cost more than a government-
owned facility, not to mention the quality of life working conditions
that will demonstrably improve for NGA.

Chairman FEINSTEIN. One last quick question. It’'s my under-
standing that a contractor costs virtually double what a govern-
ment employee does and has cost that. We have set as a mark 10
percent reduction a year. I don’t know that that’s quite achievable.
I know the CIA has tried to do 5 percent.

What is your view on this as to what would be a practical and
achievable number to aim for the reduction of contractors, assum-
ing they’re 28 percent to 30 percent of the entire workforce today?

General CLAPPER. Well, ma’am, I think that we need to try to
come up with some organizing principles about where the contrac-
tors are appropriate and where they are not, since there are wide
variances in terms of the percentages and prevalence of contractors
in various parts of the community. In the case of the military serv-
ices, with the exception of perhaps right now of the Army, which
I think is understandable, it’s a fairly low percentage of contractors
that are working in intelligence. In the case of the intelligence
agencies, the percentage is higher and, of course, one agency in
particular, the NRO, which has classically, traditionally been heav-
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ily reliant on contractors, not only for acquisition, but for oper-
ations.

So I think I’'d want to try to come up with some organizing prin-
ciples, some standards that would determine—some formulas, if
you will, that would determine where contractors are appropriate
and where they are not rather than just keying on a fixed percent-
age, which could, in some cases, be damaging or not.

So I certainly agree with, again, it’s time for that pendulum to
swing back as it has historically. I'm just reluctant to commit to
a fixed percentage because I'd want to see what the impact was in
individual cases.

Chairman FEINSTEIN. Well, we will ask you for that assessment
as soon as you're confirmed.

Mr. Vice Chairman.

Vice Chairman BoND. Thank you, Madam Chair.

General, let me pose a hypothetical that has some base in reality.
Let’s pretend you are the DNI and you worked for years with the
oversight committees to produce an intelligence authorization text.
It’s safe to say the administration’s OMB director writes to the
committees saying the President will sign the text, and let’s pre-
tend that an Under Secretary of Defense, Intelligence—in a sense,
it would be your successor—sends a discussion draft to the majority
staff of the Armed Services Committee alerting them to provisions
in the text that need modification because they conflict with long-
standing authorities of the Secretary of Defense.

Let’s also pretend that you did not clear this, the Under Sec-
retary did not clear it with you, the DNI, or the intelligence over-
sight committees.

How would you view this action of your dual-hatted Under Sec-
retary of Defense, Intelligence? And how would you view his med-
dling in this operation? And how do you think you as the DNI
would react to the USD/I doing this?

General CLAPPER. Well, I probably would have chastised him for
not having provided a copy of the staff paper that was exchanged
in response to requests from the House Armed Services Committee
staff. And in retrospect, it would have been better had I seen to it
that a copy of that went to the two respective intelligence commit-
tees. That happened anyway at the speed of light without my tak-
ing any action, but that would probably have been the more appro-
priate course.

I have been for the last three years the Under Secretary of De-
fense for Intelligence and I considered it my responsibility and my
obligation to defend and protect the Secretary’s authorities and
prerogatives to the maximum extent I could. If I were confirmed
as the DNI, I will be equally assiduous in ensuring that the DNI’s
prerogatives and authorities are protected and advanced.

Vice Chairman BoOND. Well, we would hope so. Now, in our dis-
cussion—we had a good discussion last week—I believe you said
that the Senate Intelligence Committee should have jurisdiction
over the Military Intelligence Program budget, which is currently
under the jurisdiction of the Armed Services Committee.

Would could you clarify that for me? Do I understand that cor-
rectly?
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General CLAPPER. Well, I'm probably risking getting in trouble
with the Senate Armed Services Committee, who apparently likes
me Nnow, so

Vice Chairman BOND. You used up a chit or two there.

Senator LEVIN. I’d continue to worry if I were you, General Clap-
per.

[Laughter.]

General CLAPPER. It would be better, frankly, and I guess I don’t
want to get into jurisdictional gun battles here between and among
committees, but from my viewpoint, having done this in several in-
cumbencies, it would be better if the oversight were symmetrical.
In the House, the House Intelligence Committee does have jurisdic-
tion over the Military Intelligence Program, and it’s a different sit-
uation here in the Senate. And I will leave that

Vice Chairman BOND. That’s very clear and I appreciate that,
and you have, as anyone around here knows, entered into the most
deadly minefield in Washington, D.C.

General CLAPPER [continuing]. Yes, sir.

Vice Chairman BOND. So step carefully, but we appreciate you
taking that step.

A very important question about habeas. A number of habeas de-
cisions have resulted in release of Guantanamo Bay detainees, gov-
ernment-conceded in some cases; in others, the government argued
against the release and recently the government won a case on ap-
peal.

We know the recidivism rate for Gitmo detainees is now above
20 percent. Do you agree with the public statement of the national
security staffer who said that a 20 percent recidivism rate with ter-
rorists isn’t that bad?

General CLAPPER. He was comparing it, I believe, to what the re-
cidivism rate is here in the United States. I think in this case a
recidivism rate of zero would be a lot better. That would be a great
concern. I think it is incumbent on the intelligence community in-
stitutionally to make the soundest, most persuasive, authoritative
and accurate case possible when these cases are addressed, when
decisions are being made to send people back to host countries.

A particular case in point in Yemen, as we discussed in February
at a closed hearing when Steve Kappes and I appeared before you,
that’s something you have to watch very carefully in Yemen be-
cause their ability to monitor and then rehabilitate anyone is prob-
lematic at best. And these decisions were made, as we also dis-
cussed, sir, this is an interagency thing, a process in which intel-
ligence is an important but not the only input to that decision.

Vice Chairman BoOND. Would you agree that the committee
should be given the intelligence assessments on Guantanamo Bay
detainees which we have not fully received yet?

General CLAPPER. As far as I'm concerned, yes, sir, you should
have that information.

Vice Chairman BoOND. I have some concerns, and I would like
your views on having the DNI sit in a policymaking role for the
purposes of voting on the disposition of Guantanamo detainees. Is
that over the line of intelligence gathering and getting into a policy
area?
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General CLAPPER. I don’t know the exact mechanics of how those
meetings work, but I would say as a general rule I don’t believe
intelligence should be in a “policymaking” role. I think intelligence
should support policy. It should provide the range of options for
policymakers, but I do not believe intelligence—other than for in-
telligence policy, but not broader policy—should be involved.

Vice Chairman BOND. But I assume you would not hesitate if the
intelligence agencies’ conclusions point to a different direction than
the ultimate policy decision, that you would share your honest as-
sessments with the oversight committee in our confidential delib-
erations.

General CLAPPER. Yes, sir, I would.

Vice Chairman BOND. All right. One of the questions we have is
whether there should be a statutory framework for handling terror-
ists’ habeas corpus challenges, a redefinition under the new cir-
cumstances of the law of the war, because we are in a different
kind of battle than we have been. Do you think we need a new law
on habeas with terrorists who don’t belong to any nation’s army?

General CLAPPER. Sir, that’s one I think I would need to take
under advisement. It’s kind of a legal issue, a little out of my do-
main. Off the top of my head, I'm not sure I can answer that.

Vice Chairman BOND. If you’re confirmed, we would ask that you
work with your legal counsel and with us to see if something is ap-
propriate, if you would have any recommendations.

In your meeting with me last week you said that the Department
of Justice, in my words, meddling in our intelligence agencies was
not an acute problem. I respectfully disagree.

The DOJ prevented IC agencies from complying with their statu-
tory responsibility to share intelligence with the committee on the
Times Square attack, and the DOJ did not defer to the IC in deci-
sions about whether to Mirandize terrorists. I think those are
acute.

If you are confirmed, what input do you expect to have over the
decision whether or not to Mirandize a terror suspect?

General CLAPPER. Well, we hope to be consulted and in the deci-
sionmaking process if such a situation arose.

Vice Chairman BOND. Have you ever had an opportunity to dis-
cuss these issues with the Attorney General?

General CLAPPER. I have not.

Vice Chairman BOND. What do you think ought to take prece-
dence—making sure defendants’ statements can be used in court,
or obtaining needed intelligence to thwart future attacks?

General CLAPPER. Well, obviously my interest, or the interests of
intelligence institutionally, is in gaining information. How the de-
tainee is treated legally, that’s another decision that I don’t make,
but my interest is in procuring the information.

There is some commonality here between a straight intelligence
interrogation, say done by the military or agency, versus interroga-
tions done by the FBI, in that in both cases the interrogator is try-
ing to achieve or develop rapport with the detainee or the person
being interrogated. That is a major factor for the FBI, for example,
when they are interrogating, even in preparation for Mirandizing
somebody. So again, I think the interest of intelligence is in gain-
ing the information.
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Vice Chairman BOND. Do you believe there are legitimate rea-
sons for Department of Justice instructing entities within the DOJ
or elsewhere in the intelligence community not to share intelligence
information otherwise under the jurisdiction of this oversight com-
mittee?

General CLAPPER. Sir, I'm not sure I understand the question.
I'm sorry.

Vice Chairman BOND. Are there situations, do you see any situa-
tions in which the Department of Justice can or should say to an
intelligence entity, or even to the FBI, don’t share that intelligence
with the intelligence committee?

General CLAPPER. I can’t think of a situation like that, or some-
thing I wouldn’t be very supportive if that were the case.

Vice Chairman BOND. I can’t either. Thank you very much.

Chairman FEINSTEIN. Thank you, Mr. Vice Chairman.

Senator Wyden.

Senator WYDEN. Thank you very much, Madam Chair.

Mr. Clapper, it is well known that the world of counterterrorism
and homeland security is a sprawling enterprise. Yet yesterday the
Washington Post made what I believe is a jaw-dropping assertion,
and I would like to get your comment on it. It is a really extraor-
dinary assertion of fact, and they said here, “No one knows how
much money it costs, how many people it employs, how many pro-
grarlr{ls exist within it, or exactly how many agencies do the same
work.”

Now they made this as an assertion of fact. Do you agree with
that?

General CLAPPER. Well, no, sir, I really don’t. The statement im-
plies that this is completely out of control, and I believe that it is
under control because in the end the common denominator for all
this is the money that is appropriated, whether it’s intelligence or
for other purposes. The money is appropriated with fairly specific
strings attached. There are allocations on a program-by-program
basis. I know I've been the recipient of that.

And in the end the intelligence community can do many things,
but printing more money is not one of those things we can do. So
that does serve, I think, as a means of control over the allegedly
profligate intelligence activities.

Senator WYDEN. Let’s take the various judgments made in that
assertion. Is it clear how many people are employed?

General CLAPPER. We can certainly count up the number of gov-
ernment employees that we have, absolutely. Counting contractors
is a little bit more difficult.

I was a contractor for six years, after I left, in the interval after
I left active duty.

And when you have—I would sign off, depending on which com-
pany I was working for, I might charge to four or five different con-
tracts. So you have different parts of people, if you will, so it gets
to be a little more difficult to actually count up, on a head count,
on a day-by-day basis, exactly how many contractors may be doing
work, all or in part, for a contract in intelligence.

Senator WYDEN. I have to cover a lot of ground here. So the an-
swer to that is, it’s not clear how many people are employed.

Is it clear how many agencies do the same work?
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General CLAPPER. Well, again, this is a determination that Dana
Priest made, that agencies

Senator WYDEN. I'm asking for your

General CLAPPER [continuing]. I don’t believe that, sir. I don’t be-
lieve, as a general commentary. There are cases, as there have
been in the history of intelligence, where there has been a con-
scious decision to have some duplication. One man’s duplication is
another man’s competitive analysis. So there is a certain amount
of that that does go on, which I do think is a healthy check and
balance.

That’s not to say, sir, and I would not assert that this is com-
pletely efficient and that there isn’t waste. There is. And, you
know, the community does work to try to eliminate that.

Senator WYDEN [continuing]. Let me ask you about another im-
portant area to me, and that’s the relationship between the director
and the Central Intelligence Agency.

And let me use a hypothetical—a short one—to get your assess-
ment of how you’d deal with it. Supposing a particular foreign gov-
ernment has solid intelligence on al Qaeda but has refused to share
it with the United States. You've dealt with the government before,
and in your professional judgment, the best way to get the coopera-
tion is to fly there, confront them directly, insist that they share
the information.

And let’s suppose, just for purposes of this hypothetical, the CIA
disagrees with your judgment: They would say, “No, Clapper, that’s
not the way to do it. The best way to get the foreign government’s
cooperation is to be patient and wait six months before asking for
the information.” What would you do, so that we can get some
sense of how you would see your job interacting with the CIA?

General CLAPPER. If I felt, for whatever reason, that the only
way to secure that information would be for me personally to en-
gage with that foreign government, I would do so. I would cer-
‘&aigly, though, consult and discuss that with the director of the

IA.

Senator WYDEN. But ultimately do you believe that you would
have the authority to overrule the CIA director?

General CLAPPER. I do.

Senator WYDEN. The third area I want to ask you about, Mr.
Clapper, involves the contractor issue. We've talked about it in a
variety of ways.

One of the areas that I have been most concerned about is that
I think that this is a real magnet for conflicts of interest. Often
you've got a situation where one of the biggest potential sources of
conflicts is when you have expertise on a particular topic residing
mostly in the contractor base rather than the government work-
force, and you get into a situation where the contractors are being
asked to evaluate the merits of programs that they’re getting paid
to run.

I'd like your judgment as to whether you think this is a serious
problem, and if so, what would you do about it?

General CLAPPER. It is a problem, sir, that you have to be on
guard for.

When I served as director of NGA for almost five years, half the
labor force at the time, of NGA, was contractors. And you do have
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to safeguard against—you have to have a mechanism for watch-
dogging that to prevent this conflict of interest, where you have
contractors who can gain an unfair advantage, in terms of com-
peting for more work and this sort of thing. So you must be on the
look-out for it. I don’t think it is a widespread thing, but it does
happen and you must have the management mechanisms in place
to ensure that doesn’t happen.

And to me, that’s the crux here on contractors and their manage-
ment, is the maintenance of a cadre of government employees who
do have the expertise to assess and evaluate the performance of the
contractor. And when youre in a situation where the contractor
has a monopoly of knowledge and you don’t have a check and bal-
ance in your own government workforce, you’ve got a problem.

Senator WYDEN. I think you're going to find that it is a more
widespread problem than you see today. But I appreciate the fact
that you've indicated that you understand that there are conflicts
there, and you want to be watchful for it.

The last area I want to get into is the question of declassification
abuse. And it just seems to me that so often the classification proc-
ess, which is supposed to protect national security, really ends up
being designed to protect political security, and you and I have
talked about this on the phone.

And I would just like to get your assessment about how you
would weigh the protection of sources and methods with the
public’s right to know. Because as far as I can tell, there really isn’t
a well-understood process for dealing with this. And in the absence
of well-understood process the political security chromosome kicks
in—and everything is just classified as out of reach of the public
and the public’s right to know is flouted.

So how would you go about trying to strike that balance?

General CLAPPER. Well, first, I agree with you, sir, that we do
overclassify. My observations are that this is more due to just the
default—it’s the easy thing to do—rather than some nefarious mo-
tivation to, you know, hide or protect things for political reasons.
That does happen too, but I think it’s more of an administrative
default or automaticity to it.

And in the end it is the protection of sources and methods that
always underlie the ostensible debate about whether to declassify
or not. Having been involved in this, I will tell you my general phi-
losophy is that we can be a lot more liberal, I think, about declas-
sifying, and we should be.

There is an executive order that we are in the process—we, the
community—are in the process of gearing up on how to respond to
this, because this is going to be a more systematized process, and
a lot more discipline to it, which is going to also require some re-
sources to pay attention to to attend to the responsibilities we have
for declassification.

Senator WYDEN. Would you be the person—and this is what I'm
driving at—who we can hold accountable? Because I think in the
past there has been this sense, on classification issues, it’s the
President’s responsibility. Then you try to run down who at the
White House is in charge.

I want to know that there is somebody who’s going to actually
be responsible. I appreciate your assessment that——
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General CLAPPER. If it is for intelligence. Now, classification——

Senator WYDEN [continuing]. On intelligence issues.

General CLAPPER [continuing]. Yeah, exactly, because it’s broader
than just intelligence. But certainly if it’s intelligence, yes, I believe
ultimately the DNI, if I'm confirmed, is the guy in charge.

Senator WYDEN. Thank you, Madam Chair.

Chairman FEINSTEIN. Thank you very much, Senator Wyden.

Senator Hatch.

Senator HATCH. Well, thank you, Madam Chairman.

General Clapper, I want to thank you for your long years of serv-
ice to this country. You have really an impressive experience in the
intelligence world, experience that I think you can draw on to help
you in this job, and I think there’s no question that we’re grateful
that you’re willing to serve again.

Now, I appreciated your courtesy call last week. When I asked
my first question, why you could possibly want this job, you re-
sponded, two points: First, you said I was not the first to ask that;
and second, you said you were taking the job out of a sense of duty.
So I personally appreciate it.

Another thing I believe you told me in our meeting was that you
had no intention of shaking up the DNI structure, that you in-
tended to make it work as it is. Recognizing the weak authorities
and large responsibility of your office, you told me that the DNI
can enhance its authority if it has the support of the oversight com-
mittee, and you're certainly right about that.

And to have our support, you're going to have to spend a lot of
time here sharing with us your problems and propose solutions.
Chairman Feinstein initiated a series of meetings with your prede-
cessor, and I was always grateful for that participation. I know
Vice Chairman Bond would agree with me that one of the reasons
we managed to pass the FISA Amendments Act—a politically
prickly piece of legislation—was because of the long hours that
then-DNI McConnell had dedicated to the passage of it. Now,
you’re only the fourth DNI, but there are lessons that I know that
you have learned from your predecessors, and I appreciate it.

Now, reform and transformation has as much to do with new
ways of thinking as it does with new boxes in an organization
chart. Congress is good at legislating new boxes, but it’s much
harder to legislate cultural change within organizations.

We've seen that new ways of thinking about threats, capabilities,
doctrine and training are hard to adapt in well-established bureau-
cratic cultures. You need leadership at the IC to do this, and that
of course means you. Do you believe that organizational culture is
important in the IC? And how do you define intelligence culture?
And along with that, do you believe that cultural change is impor-
tant? And how would you address that?

General CLAPPER. Great question, sir. If I may sir, clarify some-
thing that I may not have made myself clear on before

[Pause.]

Chairman FEINSTEIN. There we go.

General CLAPPER [continuing]. First of all, Senator Hatch, I prob-
ably should clarify, if I didn’t make clear when I said that no intent
to shake up the DNI, that actually I do have that intent.
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What I meant to say or to clarify that remark is that I don’t—
I am in the mode of making the model we have work rather than
going through the trauma of yet another reorganization, whether
it’s to some other structure. And I believe that the model that we
have, with all its flaws and the legal ambiguities in the IRTPA can
be made to work. And that’s certainly my intent, and I wouldn’t
have taken this on at my age and station in life if I didn’t think
that were the case.

Senator HATCH. Well, that’s the way I took it, anyway.

General CLAPPER. A very important point—and Senator Bond al-
luded to this in his opening remarks; I'd like to get back to that—
is that—and I have said this to the President, and we spoke again
about it this morning—is the fact that the manner in which the
DNI relates to the oversight committees, the manner in which the
DNI relates to the President are very important. And both the optic
and the substance of those relationships can do a great deal to
compensate for the ambiguities of the law and the perceived weak-
nesses of the position.

That’s why I'm so intent on forging a partnership relationship
with the oversight committees, because you play a huge role. You
play a huge role in compensating for those ambiguities. And so it
would be incumbent upon me as the DNI, if I'm confirmed, or any-
one else who serves in that capacity to ensure there is that con-
structive partnership relationship with the oversight committees.
So I do want to make that point clear.

The President again assured me—and I asked him specifically—
about his support for the position as the leader of the intelligence
community. And he affirmed that when we spoke this morning on
the phone.

Cultural change, I have some experience with that, particularly
at NGA. I was brought on specifically to implement the mandates
that the NIMA commission, a commission which did great work,
mandated by the Congress, on reorienting and refocusing and
bringing the vision to life of what the original founding fathers and
mothers of NIMA had in mind.

And so I learned a great deal the hard way about how to forge
cultural change in a large bureaucratic institution in intelligence,
which is the case with NGA. And I'm very proud of the way NGA
has evolved and how it has turned out as an agency. And I think
it’s moving to the new campus here in another year or so will fur-
ther bring that cultural change about.

There is, indeed, a unique culture in the intelligence community,
and there are in fact subcultures very much built around the
tradecraft that each of the so-called “stovepipes” foster.

And that term is often used pejoratively, whether it’s the SIGINT
stovepipe or the GEOINT stovepipe or the HUMIN stovepipe. Well,
that’s also the source of the tradecraft which allows us to conduct
those very important endeavors. The trick, of course, is to bring
them together and to synchronize them, mesh them, and to bring
together the complementary attributes that each one of those skill
sets bring to bear.

So there is an important dimension. And you’re quite right. It’s
one thing to enact laws, draw wiring diagrams, but the cultural as-
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pects, I think, are quite important. And that’s where I think leader-
ship is huge, and that’s something that you cannot legislate.

Senator HATCH. Well, that’s great. Have you read the July 2004
report by this committee cataloging and analyzing the Iraq WMD
intelligence prior to 2002? Did you have a chance to read that?

General CLAPPER. Yes, sir. I'm very familiar with that, and I'm
also very familiar with the WMD National Intelligence Estimate.
My fingerprints were on it. I was then a member of the National
Intelligence Board, so I'm very familiar with what were the flaws
in that NIE. I believe there have been substantial process improve-
ments to preclude, hopefully, such an event from occurring again.

But I will tell you that was an indelible experience for me in how
we did the country a great disservice with that National Intel-
ligence Estimate.

Senator HATCH. What do you believe explains the failure of the
intelligence community in assessing the presence of WMD in Iraq
in 2002? And do you believe the lessons from these failures have
been learned inside the intelligence community? And if you do, why
do you believe that?

General CLAPPER. Well, sir, I think that had a profound impact
on the intelligence community at large. I think we have learned
from that. The whole process used with the NIEs today is quite dif-
ferent. These were actually improvements that started under
George Tenet’s time when he was still the DCI, and they’ve contin-
ued to this day.

And so I think one of the first things we do, which we didn’t do
with that NIE, was that the standard practice when you meet to
approve an NIE is to first assess the sources that were used in the
NIE, which was not done in the case of the infamous 2002 WMD
report.

The use of red-teaming; the use of outside readers, with their
input included in the NIE; the use of other options; what if we're
wrong; confidence levels; the degree of collection capability gaps or
not—all of those features are now a standard part of national intel-
ligence estimates drawn primarily from the egregious experience
that we had with that particular NIE.

And I thought the report you did laid out exactly what went
wrong. I can attest, since I was there, it was not because of
politicization or any political pressure. It was because of ineptness.

Senator HATCH. Well, thank you.

And now, General Clapper, the administration and the previous
one made great efforts to explicitly state that our response to global
terrorism was not against Islam. In my opinion, the fact that the
vast majority of adherents to Islam are nonviolent would certainly
underscore that point.

Now, do you believe that ideas and ideology have a role in moti-
vating violent extremist terrorism? And, if so, do you believe that
we have adequately analyzed the ideological component? And one
last thought, do you believe that closing down Guantanamo would
undermine terrorist ideology in any way. And if so, why?

General CLAPPER. Well

Senator HATCH. That’s a lot of questions, I know.

General CLAPPER [continuing]. On the first issue of the ideolog-
ical dimension here, I think that’s a very important one. My experi-
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ence there most recently was my involvement in the aftermath of
the Fort Hood shootings. And the question that has certainly been
a challenge, a huge challenge, for the Department of Defense is the
discernment of self-radicalization, when people take on an ideology,
internalize it and use that for radical purposes.

And I will tell you, sir, in my view, we have a challenge there
in how to discern that, how to explain that to others, particularly
a 19- or 20-year-old soldier, sailor, airman or Marine. How do you
discern if before your very eyes someone is self-radicalizing, and
then what do you do about it.

I think with respect to the second question on a closure of Gitmo,
I think that will—when we get to that point, I think that probably
vsiould help the image of the United States, if in fact we’re able to
close it.

Senator HATCH. Okay. I think my time is up.

Chairman FEINSTEIN. Thank you very much, Senator Hatch.

Senator Mikulski.

Senator MIKULSKI. Madam Chairwoman, first of all, I want you
to know, I've really enjoyed listening to the questions raised by you
and the Ranking and the other members. Once again, we’re learn-
ing from each other.

Senator Feinstein, I would just like to suggest to you, with the
presence of Senator Levin—presuming you’re in charge in Novem-
ber, but whoever is—that the first area of reform has to be with
Congress. My concern is that DNI, whoever he is—and I hope it’s
General Clapper—appears before so many committees and so many
subcommittees—I think by my count, it’s over 88 different commit-
tees and subcommittees between the House and the Senate—that
the oversight—that’s one thing.

And the other, that we really press for the reform of the 9/11
Commission that we establish the Intelligence Appropriations Sub-
committee. I think Mr. Clapper makes a great point, that it does
come in appropriations. I have it in the FBI; Inouye has DOD. It’s
not the subject of this conversation here, but I think we need to
just get together among ourselves and discuss how reform starts
with us, meaning the Senate and the House.

Chairman FEINSTEIN. If I might respond, with respect to the Ap-
propriations Committee, the three of us that serve on it—yourself,
Senator, Senator Bond and myself—we have all supported that.
The problem is, we're only three out of a couple dozen members,
and it’s those couple dozen members that need to be convinced.

Senator MIKULSKI. Well, I think they will be.

But, picking up, General Clapper, Dana Priest has done her se-
ries, and I believe that once again she’s done a great service to the
nation. It was Ms. Priest who brought to the public’s attention the
terrible stuff going on at Walter Reed. Secretary Gates and the
President responded, and we dealt with it. 'm not saying there is
a scandal within the intelligence community, but it has grown.

And my question to you, if confirmed, will you look at the series
in the Post and others that have raised similar ones, for a review
of the allegations, flashing yellow lights, about the growth and du-
plication, et cetera, and make recommendations to the executive
and legislative branch for reform?

General CLAPPER. Yes, ma’am.
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Senator MIKULSKI. Well, and thank you, because I think it would
give us an important guidepost.

The second is, I'd like to go to the issue of cybersecurity. As you
know, you and I have worked on signals intelligence, but cyberse-
curity is a—we’re part of a task force chaired by Senator White-
house, Senator Snowe, and myself. And we've looked at four
issues—governance, technology, technology development, maintain-
ing our qualitative edge in that area, workforce, and the beginning
of civil liberties and privacy.

Governance has befuddled us. Governance has befuddled us. We
know how to maintain our technological qualitative edge. We're
making progress on how to have an adequate workforce. But what
we see is overlapped turf warfare, turf confusion. And I wonder, as
DNI, what role do you have, and what role will you assume in real-
ly straightening out this governance issue?

Congress has the propensity to create czars. We've got czars and
we've got czars by proxy. You know, a czar—we have a White
House now on cyber, a very talented and dedicated man. We have
you as the DNI; you're a czar by proxy. But we don’t give those
czars or czars by proxy any power or authority. Now, we get into
cybersecurity, and I think the governance structure is mush.
There’s no way for clarity, there’s no answer to who’s in charge,
and there’s no method for deconflicting disagreements or turf war-
fare. Do you have a comment on what I just said.

General CLAPPER. Well, first, I think I'll start with, the com-
mentary about NSA—I know an organization near and dear to your
heart. NSA must serve, I believe, as the nation’s center of excel-
lence from a technical standpoint on cyber matters. I think the
challenge has been how to parlay that capability, the tremendous
technical competence that exists at NSA, in serving the broader
issue here of support, particularly to supporting the civilian infra-
structure.

The Department of Defense’s response has been to establish
Cyber Command by dual-hatting the Director of NSA, General
Keith Alexander, as the commander. So in a warfighting context in
the Department of Defense, that’s how we organize to do that.

I think we need something to fill that void on the civilian—if you
will—the civil side. Now, there’s some 35 pieces of—there are legis-
lative proposals, as I understand it, throughout the Congress right
now. I think the administration is trying to figure out what would
be the best order of march or combination.

I think, though, the bill that Senator Bond and Senator Hatch
have sponsored, without speaking specifically, but it certainly gets
to what I would consider some sound organizing principles and
having somebody in charge, having a budget aggregation that——

Senator MIKULSKI. But what will your role be in this, as DNI?

General CLAPPER [continuing]. Well, I think the role of the DNI
is to ensure that the intelligence support for cyber protection is
provided and that it is visible to the governance structure, what-
ever that turns out to be. I do not believe it is the DNI’s province
to decide what that governance structure should be, but rather to
ensure that it gets sufficient and adequate and timely intelligence
support.
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Senator MIKULSKI. But what advisory role do you play to the
President? There’s Howard Schmidt, a great guy. We've met with
him and so on, but he has no power. So we have what has been
stood up with the United States military—excellent. I think we all
recognize that. But when it gets to the Department of Homeland
Security, when it gets to the FBI, when it gets to the civilian agen-
cies, and also it gets—what gateways do the private sector have to
go to who to solve their problems or to protect them, it really gets
foggy.

General CLAPPER. Well, one solution, I believe, is in the legisla-
tion that has been proposed by Senators Bond and Hatch on this
committee.

Senator MIKULSKI. I'm not asking for your comment on legisla-
tive recommendations. I'm asking what is the role of the DNI to
help formulate, finally, within the next couple of months, the an-
swer to the question, who is in charge? What is your role? Who do
you think makes that decision? I presume you’re going to say the
President.

General CLAPPER. Well, I guess——

Senator MIKULSKI. How is the President going to get to that? Is
he going to be having, you know, coffee with Brennan? Is it going
to be you? Is it Howard Schmidt? Is it what?

General CLAPPER [continuing]. I do not believe it is the DNI who
would make the ultimate decision on the defense for cyber—and
particularly in the civil sector. I don’t believe that is a determina-
tion or decision that should be made by the DNI. I think I should
play a role there.

Senator MIKULSKI. Again, what role do you think you should
play, with whom?

General CLAPPER. For the provision of adequate intelligence sup-
port, what is the threat posed in the cyber domain, to this nation.
And I think that is the oversight responsibility of the DNI, to en-
sure that that is adequate.

Senator MIKULSKI. I think maybe we’ve got a little—well, then
let’s go to the role of the DNI with the civilian agencies, the FBI
and the Department of Homeland Security. What authority do you
have in those domains?

General CLAPPER. Well

Senator MIKULSKI. And bringing them in more, now, particularly
the FBI, which has, I think, done a great job. In fact, I think it’s
all been great, because here it is 2010, July 20th, and there’s not
been an attack on the homeland.

General CLAPPER [continuing]. I think the FBI has done great
work, and I spent some time with them in the last week or two.
And I think the transformation that they are effecting to become
an effective part of the intelligence community has been actually
very—is very impressive. I think they have a rigorous management
process to ensure that this takes place at the field.

They too have a cultural challenge that we spoke of earlier in the
preeminence of the law enforcement culture in the FBI, which is
still important, and how they bring along their intelligence arm
and their intelligence capabilities to match that in terms of its
prestige and stature within the FBI; that is a work in progress,
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and they acknowledge that. But I think they’ve made great head-
way.

And I think the conversations that I've had with Director
Mueller, who’s been marvelous and very supportive of making the
DNI function work. The FBI is one of the elephants in the intel-
ligence living room, if I can use that metaphor. It has a huge re-
sponsibility and a huge contribution to make, and I intend to work
with the FBI closely if I'm confirmed.

Senator MIKULSKI. Very good.

Madam Chair, I think my time is up.

Chairman FEINSTEIN. Thank you very much, Senator Mikulski.

Senator Snowe.

Senator SNOWE. Thank you, Madam Chair, and welcome, Gen-
eral Clapper.

You certainly bring an illustrious career and qualifications to
bear on this particular position, and it certainly comes at a critical
juncture, once again, for this position and for this office that we
continue to struggle with in terms of its definition and the type of
leadership that should be brought to oversee the intelligence com-
munity.

And that’s what I'd like to explore with you this afternoon first
and foremost on an issue that I have been advocating, actually,
even since before we passed the legislation that created the posi-
tion for which you have been nominated and even before the 9/11
commission report, and that was to have a community-wide Inspec-
tor General. Because I think that one of the issues that has evolved
from all of this in creating this vast department is being able to
look across the spectrum

And one of the things that’s developed in all this and the number
of reports that have been issued by this committee, and of course
most recently, which was the scathing review of what happened on
the Christmas Day attempted attack and the systemic breakdown
both in terms of policy, follow-through, information-sharing, tech-
nology, to name a few, across the agencies. And clearly, it is some-
thing that I think underscores the serious and fundamental prob-
lems that we continue to have, and obviously we’ve got an unwieldy
bureaucracy before us with this department.

In addition, of course, with The Washington Post series that was
written by Dana Priest this week, I think it’s also a manifestation
of many of the problems that continue to exist. And certainly we’ve
had many definitions of the type of leadership that has been
brought to bear in this position, whether it’s an integrator, a coor-
dinator, a facilitator, and whether or not we should have a strong
acknowledged leader that oversees all of these agencies who’s going
to exert that leadership.

And so I would like to explore with you today in terms of wheth-
er or not you would support a community-wide Inspector General.
That is pending in the current legislation between the House and
Senate. It’s in conference at this point. I have fought tooth and nail
for it in the past because I happen to think that it could initiate,
conduct investigations and, frankly, could produce the types of re-
ports that were put forward by The Washington Post this week in
illustrating the redundancies, the inefficiencies, and also producing,
I think, the type of information that is sorely lacking because you
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cannot reach across the spectrum across all agencies in terms of
ascertaining what types of problems have emerged and how you
solve them. And that’s where this Inspector General could come in
and play a critical role.

That’s what I argued from the outset because I do believe it will
break down the barriers and stovepipes and the parochial concerns
and the turf wars that have evolved and emerged. I mean, I think
that that’s indisputable. And so I believe that you would find this
as a tremendous asset in having someone that can conduct an over-
view and examine those issues independently and to give you I
think the vantage point of seeing the forest through the trees, and
many of the issues that arose in this Washington Post series and
other problems that have emerged and certainly in the problems
that have been identified in the Christmas Day terror bomb plot
that was identified by this committee in its very extensive analysis
certainly could have been averted if we had somebody at hand who
was looking across the spectrum.

So I would like to have you respond to that, because I noticed
in your pre-hearing questions you said that you support a strong
and independent Inspector General and will ensure the Inspector
General has access to appropriate information and cooperation
from the Office of DNI personnel. But you limit it by virtue of the
wording of your statement to imply that the access only would be
accorded to the 1,500 or so personnel that reside within that office,
as opposed to all the other agencies and most notably the Depart-
ment of Defense that obviously has the preponderance of the per-
sonnel and certainly the overwhelming majority of the budget.

General CLAPPER. Well, Senator Snowe, first of all, I guess at
some risk, but I would refer to my military background in having
served as a commander and used IGs. I think they are a crucial
management tool for a commander or a director. The two times I've
served, almost nine years as director of two of the agencies, DIA
and NGA, I considered an IG crucial. So I feel similarly about a
community-wide IG.

My only caveat would be to ensure that I use the IG who—they
have limited resources as well—would do systemic issues that
apply across more than one agency, and using the agency IGs or
the department IGs, in the case of those that don’t have large
agencies, to focus on agency- or component-specific issues. But I
think there’s great merit in having a communitywide Inspector
General.

Senator SNOWE. So, in the responses that you submitted to the
House Armed Services Committee in which you said that a commu-
nity-wide IG would overlay the authority for the IG for the entire
community over all matters within the DNI’s responsibility and
with similar authority of the DOD and the IG of the Armed Serv-
ices and certain DOD combat support agencies, that, obviously, you
were suggesting that it would duplicate those efforts.

General CLAPPER. No. What I'm saying now is that I do think
there is merit in having an ODNI IG, a community-wide IG, who
can look across intelligence as an institution for systemic weak-
nesses and problems and identify those.

All T would try to foster, though, is a complementary relationship
rather than a competitive one with either agency IGs, particularly
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in the case of DOD, or the DOD IG, which also has an intelligence
component.

So I would just try to use—marshal—manage those resources ju-
diciously so they’re not stepping on one another, but I think there
is great value in having a community-wide Inspector General to ad-
dress community-wide issues.

Senator SNOWE. Well, I appreciate that because I think that that
would be critical and a useful tool to ferret out a lot of the ineffi-
ciencies, anticipate the problems before they actually occur, and,
obviously, redundancies and the waste.

Was there anything that surprised you in The Washington Post
series this week?

General CLAPPER. No, ma’am.

Senator SNOWE. No? I mean, they saw the redundancy in func-
tions and so on. Do you think——

General CLAPPER. I didn’t agree with some of that. I think there
was some breathlessness and shrillness to it that I don’t subscribe
to. I think she’s extrapolated from her anecdotal experience in
interviews with people.

I must say I'm very concerned about the security implications of
having—you know, it’s great research, but just making it easy for
adversaries to point out specifically the locations of contractors who
are working for the government, and I wouldn’t be surprised,
frankly, if that engenders more security on the part of the contrac-
tors which, of course, the cost will be passed on to the government.

Senator SNOWE [continuing]. Well, are you going to evaluate this,
though, on that basis? I just think it is disturbing to think in terms
of the number of agencies and organizations of more than 1,200, for
example. I mean, nothing disturbs you in that article from that
standpoint?

General CLAPPER. Well, it depends on what does she mean by an
agency. It’s like in the Army. You know, an organization can be a
squad or a division. So, you know, I think she’s striven for some
bit of sensationalism here. That’s not to say that there aren’t ineffi-
ciencies and there aren’t things we can improve.

Threat finance is a case in point. She cites, I think, some 51 dif-
ferent organizations that are involved in threat finance. That is a
very important tool these days in counternarcotics, counterter-
rorism, weapons of mass destruction because it is, in the end, the
common denominator of how money works and how money sup-
ports these endeavors. If I'm confirmed, that’s one I would want to
take on with Leslie Ireland, the new Director of Intelligence for the
Department of Treasury, because it’s my view that Treasury should
be the lead element for threat finance. So that’s one area I will
take to heart.

But I think the earlier discussion is germane to the number of
contractors and what contractors are used for, and this article cer-
tainly brings that to bear.

Senator SNOWE. Well, I just hope that you won’t dismiss it out
of hand.

General CLAPPER. No.

Senator SNOWE. Because I always think that it’s worthy when,
having other people who are doing this kind of work at least to ex-
amine it very carefully, very thoroughly, obviously. I mean, I think
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just given the mega bureaucracy that has been developed, we cer-
tainly ought to be looking at it, and certainly, this committee as
well. So I hope that you are going to give it that kind of consider-
ation it deserves.

One other question. On the April paper, the response that you
gave to House Armed Services Committee and the information
paper, you mentioned these grants of unilateral authority, referring
to the Intelligence Authorization Bill, that it was expanding the au-
thority to the DNI are inappropriate, especially for personnel and
acquisition functions. You said that some intelligence community
efforts could be decentralized and delegated to the component.

I'm just concerned, on one hand, that you would subscribe to sort
of embracing some of the cultural and territorial battles that we’re
trying to overcome. When you're using words such as “infringe” or
“decentralize” to all of the other agencies, to have them execute
many of those functions, it concerns me at a time in which I think
that your position should be doing more of the centralizing with re-
spect to the authorities.

So I'm just concerned about what type of culture that you will
inculcate as a leader, if you're suggesting decentralizing, infringing
upon other agencies’ authority at a time when, clearly, you should
be moving in a different direction to break down those territorial
barriers.

General CLAPPER. I agree with that, but I do not think that ev-
erything in the entire intelligence community has to be run within
the confines of the office of the Director of National Intelligence. I
do think there are many thing that can be delegated to components
in the intelligence community that can be done on behalf of the
DNI and with the visibility of the DNI, but does not have to be di-
rectly executed by the DNI at its headquarters staff, which I be-
lieve is too large.

Senator SNOWE. Thank you.

Chairman FEINSTEIN. Thank you very much, Senator Snowe.

Senator Whitehouse, you're next.

Senator WHITEHOUSE. I yield to Chairman Levin.

Chairman FEINSTEIN. Please go ahead.

Senator LEVIN. Madam Chairman, first, we thank Senator
Whitehouse for that courtesy, as always.

General, let me ask you first about information sharing. In your
answers to the committee’s prehearing questionnaire, you state
that you believe obstacles remain to adequate information sharing.
You said that the obstacle was cultural. Our congressional inves-
tigations by a number of committees of recent terrorist attacks re-
veal, for instance, the CIA will not share its database of oper-
ational cables with the DOD’s Joint Intelligence Task Force for
Counterterrorism or with the NSA’s counterterrorism analysts and
watch center.

NSA itself feels it cannot allow non-NSA personnel to access the
main NSA signals intelligence databases on the grounds that these
personnel cannot be trusted to properly handle U.S. persons’ infor-
mation. Can you comment on that question, on information sharing
among agencies?

General CLAPPER. Well, sir, it continues to be a problem. I think
we’ve got a challenge, I guess. It’s better than it was. It’s better
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than it was before 9/11, but it needs improvement. I think NSA is,
understandably, very conscientious about the protection of poten-
tial data on U.S. persons. They’re very, very sensitive to compliance
with the FISA, as they should be. So that does, that is one inhib-
itor to full and open and collaborative sharing that we might like.
That’s an area that I intend to work, if I'm confirmed.

Senator LEVIN. You also said that you'll achieve progress in in-
formation sharing by the “disciplined application of incentives, both
rewards and consequences.” Why do we need incentives? Why don’t
we just need a directive from the President by executive order, for
instance, or otherwise? Why do we need incentives, rewards and
consequences?

General CLAPPER. Well, that’s one way of inducing change in cul-
ture, is to provide rewards for those who collaborate and, I sup-
pose, penalties for those that don’t.

Senator LEVIN. Should they be needed?

General CLAPPER. And obviously, directives are effective, too.

Senator LEVIN. Should they be needed? In this kind of setting,
where this has been going on so long, should——

General CLAPPER. Yes, sir. That’s an area, if I'm confirmed, I'll
certainly look at to see if there is a need for further direction, or
what other remedy there might be.

Senator LEVIN [continuing]. Now, you also indicated, relative to
a related subject which has been very much on our minds here in
the Congress, the need for a single repository of terrorism data.
Your statement in the prehearing questions is the following. “An
integrated repository of terrorism data capable of ingesting ter-
rorism-related information from outside sources remains necessary
to establish a foundation from which a variety of sophisticated
technology tools can be applied.” I gather that does not exist now?

General CLAPPER. I think, sir, and I, at least, this is my own ob-
servation watching from somewhat afar, the Christmas bomber
evolution. And I believe what is needed, and this is from a tech-
nology standpoint, is a very robust search engine that can range
across a variety of data and data constructs in order to help con-
nect the dots. I think we still are spending too much manpower to
do manual things that can be done easily by machines. And if con-
firmed, that’s an area I would intend to pursue.

Senator LEVIN. Do you know if it’s true that NCTC analysts have
to search dozens of different intelligence databases separately, that
they cannot now submit one question that goes out to all of them
simultaneously? Is that true, do you know?

General CLAPPER. I don’t know the specifics, but that’s certainly
my impression, and that’s why I made the statement in response
to your previous question. I think what’s needed here is a very ro-
bust, wide-ranging search engine or search engines that can do
that on behalf of analysts so they don’t have to do that manually.

Senator LEVIN. I want to go to some structural issues now. The
Intelligence Report and Terrorism Prevention Act says that the di-
rector of the CIA reports to the DNI. Is that your understanding?

General CLAPPER. Yes, sir.

Senator LEVIN. Is that clear enough? Is that the reason for some
complications in this area?
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General CLAPPER. Well, I think it’'s—yes. That language is clear,
but there’s also language in there about, for example, the govern-
ance of foreign relationships, which are the province of the director
of the Central Intelligence Agency, and they are to be “overseen”
by the DNI, and so that is an area of ambiguity, I think.

Senator LEVIN. Is section 1018 of the Act, which says that the
President shall issue guidelines to ensure the effective implementa-
tion and execution within the executive branch of the authorities
granted to the Director of National Intelligence, and these are the
key words, in a manner that respects and does not abrogate the
statutory responsibilities of the heads of departments, have those
guidelines now been—were they issued by President Bush?

General CLAPPER. Well, yes, sir, they were essentially promul-
gated in the revision to Executive Order 12333. And in that, Sec-
retary Gates and I and Admiral McConnell, at the time, worked to
attenuate some of the ambiguities created by the famous section
1018. The specific case in point is the involvement of the DNI in
the hire and fire processes involved with intelligence leaders who
are embedded in the Department of Defense.

Senator LEVIN. And are you satisfied with those guidelines?

General CLAPPER. I am at this point. Yes, sir. My view may
change, if 'm confirmed.

Senator LEVIN. Do you know in advance that your view is going
to change?

General CLAPPER. No, I don’t.

Senator LEVIN. But as of this time, you're satisfied with those
guidelines?

General CLAPPER. Yes, sir, I am.

Senator LEVIN. Now, in answer to our committee’s prehearing
questionnaire regarding the DNI’s role with respect to the DIA,
NGA, NSA and NRO, you said that the DNI supervises their per-
formance, sets standards and formulates policies governing these
agencies and ensures that they fulfill their missions. You noted
multiple times that three of those agencies are combat support
agencies, which means that they provide critical wartime support
to the combatant commands.

And my question is the following: Do you believe that that au-
thority which you mention is a shared authority with those agen-
cies or is this exclusive in the DNI?

General CLAPPER. You mean the combat support agency?

Senator LEVIN. Those agencies, yes. Do you believe, for instance,
that they must ensure that they fulfill their missions, that they su-
pervise their performance? Is this a shared responsibility or are
you, if you're confirmed, exclusively responsible for those functions
of supervision and ensuring that they

General CLAPPER. I believe that is a shared responsibility. I
think obviously the Secretary of Defense has obligations and re-
sponsibilities both in law and executive order to ensure that the
warfighting forces are provided adequate support, particularly by
the three agencies who are designated as combat support agencies.
Obviously the DNI has at least a paternal responsibility to ensure
that works as well.

Senator LEVIN. Was that word “fraternal”?

General CLAPPER. “Paternal.”

VerDate Nov 24 2008  10:51 Feb 14, 2011 Jkt 063996 PO 00000 Frm 00034 Fmt6633 Sfmt6601 C:\DOCS\63996.TXT SHAUN PsN: DPROCT



31

Senator LEVIN. Paternal, not fraternal.

General CLAPPER. Institutional obligation. I'll amend what I said.

Senator LEVIN. All right. Now, in your current position have you
taken a look at the Haqgani network? Have you determined wheth-
er or not they have engaged in terrorist activities that threaten
U.S. security interests and, if so, do you support them being added
to the State Department’s list of foreign terrorist organizations?

General CLAPPER. Sir, I'd rather not answer that off the top of
my head. I'll take that under advisement and provide an answer
for the record.

Senator LEVIN. All right. Now, during the previous administra-
tion, we got conflicting prewar intelligence assessments from the
intelligence community and the administration said in public and
what the intelligence community was willing to assert in private.
Do you believe that the importance of Congress as a consumer of
intelligence products and advice is no less than that of senior offi-
cials of the administration? Do you owe us? Do you owe us, if
you’re confirmed, all of the unvarnished facts surrounding an issue,
not just the facts that tend to support a particular policy decision,
and do you believe that Congress, as a consumer of intelligence
products, is entitled, again, to no less than that of senior officials
of an administration?

General CLAPPER. I believe that and not only that, but it’s re-
quired in the law. The IRTPA stipulates that the DNI is to attend
to the proper intelligence support to the Congress.

Senator LEVIN. On an equal basis.

General CLAPPER. Yes, sir.

Senator LEVIN. Thank you. Thank you, Madam Chairman.

Chairman FEINSTEIN. Thank you very much, Senator Levin. Sen-
ator Chambliss.

Senator LEVIN. Thank you.

Senator CHAMBLISS. Thanks, Madam Chairman. And welcome,
General. As I told you in our telephone conversation after the
President nominated you, I'm not sure why you want to come back
before this committee again for this job because, as you stated in
your article you wrote recently, this is probably the toughest job in
the intelligence community, and your willingness to serve, particu-
larly with your background in the intel community, says an awful
lot about you, and we’re fortunate to have you.

Obviously, though, General, there’s some problems out there
within the office of the DNI, within the community itself that are
going to have to be addressed. And these issues are very serious.
They’re not just matters of the size of the bureaucracy and I'm not
sure what all they are. But again, as you and I talked, there are
going to have to be some major changes. We just can’t afford for
another Christmas Day situation or a New York Times bomber sit-
uation to occur because we were fortunate there and it was not
necessarily the great work of the intelligence community that pre-
vented a very serious situation occurring within the United States.

You do bring a wealth of intelligence background to this job, but
so did the three predecessors to this job. You probably have more
experience than all of them. But still, you have been involved. And
these are friends of yours. They’re individuals you have worked
with, you've associated with and somewhere along the line there
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have been some apparently systemic failures that are going to have
to be addressed to individuals that you have worked with. So it’s
not going to be any easier for you than for any of your prede-
Cessors.

My question is, knowing that we can’t afford for another situa-
tion like Christmas Day or the New York Times Square situation
or the Fort Hood situation to occur where we had an awful lot of
signs and where nobody connected the dots in spite of the statute
being very clear as to who is to connect those dots, and that’s going
to be under your jurisdiction, what specific changes do you know
now that you think need to be made as we go forward to make the
community better, to make the office of the DNI stronger and to
make the colleagues that you’re going to be working with on a day-
to-day basis more responsive to you as the chief intelligence officer
of the United States?

General CLAPPER. Sir, first of all, thanks for your introductory
comment. I appreciate that. I think that I—or at least I would hope
I can bring to bear this experience I've had over the last 46 years
of having run a couple of the agencies, having been a service intel-
ligence chief, having spent two years in combat getting shot at,
what the value of intelligence is, that understanding of the intel-
ligence community institutionally and culturally, that I can bring
about a better working arrangement.

I think, in my book at least, to be very candid, I think our most
successful DNI to this point was Admiral Mike McConnell precisely
for the same reason, because he had some experience in the busi-
ness. He had run an agency, NSA, and had done other things in
intelligence. And I think that does give one an advantage, an un-
derstanding where the problems are, where the skeletons are, if
you will, and where the seams are and how to work those issues.

I think that is in fact the value added, potentially, of the DNI,
is to get at those seams and to work those issues where I perhaps
don’t require a lot of time learning the ABCs of intelligence. So I
can’t at this point list you chapter and verse. I certainly will want
to get back—if I'm confirmed—get back to the committee on specific
things. I do have some things in mind but some of the people af-
fected don’t know what those are and I certainly didn’t want to pre-
sume confirmation by announcing those ahead of time. But cer-
tainly, if confirmed, I'd want to consult with the committee on what
I would have in mind.

Senator CHAMBLISS. And have you, as a part of your communica-
tion and conversation with the President, prior to your nomination
and maybe subsequent there to, engaged him in the fact that there
are some changes that are going to need to be made and you’re
going to have to have the administration’s support.

General CLAPPER. Yes, sir, and I had done that in writing before
I was nominated. Whether it was me or someone else as DNI, at
Secretary Gates’ suggestion, I wrote a letter to the President and
made that point clear.

Senator CHAMBLISS. And you mentioned that letter to me and
that you had hoped that the White House would at least share that
with the Chairman and Vice Chairman. Do you know whether
that’s been done?

VerDate Nov 24 2008  10:51 Feb 14, 2011 Jkt 063996 PO 00000 Frm 00036 Fmt6633 Sfmt6601 C:\DOCS\63996.TXT SHAUN PsN: DPROCT



33

General CLAPPER. I don’t know, sir. I don’t know that actually
the request has been made to the White House.

Senator CHAMBLISS. Okay. Well, General, I've known you for a
long time, seen you operate, and you are certainly well-qualified for
this job. It is going to be a tough job, but I hope you know and un-
derstand that this committee’s here to help you and we want to
make sure from an oversight standpoint that you've got the right
kind of policy support and political support from this side of Penn-
sylvania Avenue. And we know soon that it will be there from the
other side. So we look forward to working closely with you.

General CLAPPER. Sir, I appreciate that. And that is absolutely
crucial. I don’t believe oversight necessarily has to be or implies an
adversarial relationship. And I would need—if I'm confirmed, I
would need the support of this committee to bring about those
changes that you just talked about.

Senator CHAMBLISS. Well, thanks for your willingness to continue
to serve. Madam Chairman, I don’t know whether we’ve formally
requested that, but I think certainly we should.

Vice Chairman BOND. I would join with Senator Chambliss if we
can make that request.

Chairman FEINSTEIN. Fine. Certainly can. Thank you. Thank
you, Senator Chambliss.

Senator Feingold.

Senator FEINGOLD. Thank you, Madam Chair. Congratulations
again, General Clapper, on your nomination to this critically impor-
tant position. I agree you are clearly well qualified for this.

Madam Chair, I'd like to put a statement in the record.

[The prepared statement of Senator Feingold follows:]

PREPARED STATEMENT OF SENATOR RUSSELL FEINGOLD

General Clapper’s nomination comes at a critical moment for the Intelligence
Community and for our national security. Reform—of the IC and of congressional
oversight—is long overdue. To save taxpayer dollars, I have supported in this com-
mittee, and incorporated into my own Control Spending Now bill, provisions requir-
ing reporting on long-range budget projections for the IC, the costs of acquisition
systems, cost overruns, and the risks and vulnerabilities of intelligence systems. We
must also ensure that the GAO has access to the IC and that there is accountability
for impediments to auditing.

At the same time, we cannot afford so much overlap and redundancy when there
are still parts of the world, as well as emerging threats, about which we know very
little. This is why the Senate has approved, as part of the intelligence authorization
bill, legislation I proposed to establish an independent commission that will address
these gaps by recommending how to integrate and make best use of the clandestine
activities of the IC and the open collection and reporting of the State Department.

Intelligence reform also requires reform of the oversight process. That is why I
have introduced a bipartisan resolution to implement the recommendation of the 9/
11 Commission to grant appropriations authority to the Intelligence Committee, as
well as a bipartisan effort to declassify the top-line intelligence budget request, a
requirement if there is to be a separate intelligence appropriations bill as called for
by the 9/11 Commission. Finally, we must eliminate once and for all the “Gang of
Eight” briefings that leave the full committee in the dark.

Since our meeting last week I hope you had a chance to review
the congressional notification requirements in the National Secu-
rity Act. Have you had a chance to do that?

General CLAPPER. I have, sir.

Senator FEINGOLD. And do you agree that the so-called Gang of
Eight notification provision applies only to covert action and not to
other intelligence activities?
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General CLAPPER. Sir, you're quite right. Section 502 and 503 of
the National Security Act of 1947 do only call out covert action as
requiring more limited notification. In the opening statement, how-
ever, of Section 502, it does allude to the protection of sources and
methods, which I think in the past has been used to expand the
subject matter beyond covert action, which would require a limited
notification.

That all said, I will be a zealous advocate for full notification and
timely notification to the Congress.

Senator FEINGOLD. I appreciate the statement and the spirit of
it. I just want to point out that when you refer to that preliminary
language, that language is in both sections, but the additional lan-
guage about the Gang of Eight notifications in the section on covert
action means, in my view, that limited notifications were not in-
tended for other intelligence activities.

General CLAPPER. Yes, sir, but as I say that, that opening ver-
biage has been interpreted to expand that and I'll tell you what my
personal attitude is, but at the same time I don’t feel it’s appro-
priate to preempt what the President might want to decide. So TI’ll
tell you my attitude again is I will be a zealous advocate for timely
and complete notification.

Senator FEINGOLD. And I appreciate that. I just want to say for
the record, I think that is an incorrect interpretation, but obviously
you’re not alone in your view that that can be done. But I really
feel strongly that’s incorrect.

Senator FEINGOLD. While many of the operational details of in-
telligence activities are justifiably classified, I believe the American
people are entitled to know how the intelligence community, the
Department of Justice and the FISA Court are interpreting the
law. Do you agree with that general principle?

General CLAPPER. Yes, sir, in general, I do.

Senator FEINGOLD. And I have identified a number of areas in
which I think the American people would be surprised to learn how
the law has been interpreted in secret. As you consider these types
of requests for declassification, will you keep this principle that you
and I just agreed upon in mind?

General CLAPPER. Yes, sir, I will.

Senator FEINGOLD. One of the issues that has arisen in the con-
text of your nomination is the Department of Defense’s perception
that provisions of the intelligence authorization bill may be in ten-
sion with the secretary’s authorities, but I want to focus for the mo-
ment on the reason these are in there in the first place and why
I've incorporated them into my own bill, which I call my control
spending now legislation. They would improve accountability and
help save taxpayer dollars.

General, at our meeting last week, you told me that not all prob-
lems require statutory solutions. So how as DNI would you go
about fixing the cost overruns and other problems that this legisla-
tion is designed to address?

General CLAPPER. Well, I would continue to support the manage-
ment mechanisms that have been established, specifically an agree-
ment on acquisition oversight signed by, I think, then-Director
McConnell and Secretary Gates. That said, of course, acquisition is,
in general, a huge challenge, whether it’s in intelligence or else-

VerDate Nov 24 2008  10:51 Feb 14, 2011 Jkt 063996 PO 00000 Frm 00038 Fmt6633 Sfmt6601 C:\DOCS\63996.TXT SHAUN PsN: DPROCT



35

where. And so I don’t have any magic silver bullets here to offer
up because if I did, I wouldn’t be here to solve these significant ac-
quisition problems.

It does require systematic program reviews. It requires, I think,
integrity on the part of program managers to ensure that they are
honestly reporting out their problems and identifying issues early
enough so that remedies can be afforded.

Senator FEINGOLD. The intelligence authorization bill would also
establish an independent commission that would recommend ways
to integrate the intelligence community with the U.S. government
personnel, particularly State Department personnel who openly col-
lect information around the world. This reform was first proposed
by Senator Hagel and myself and I think it’s critical if we’re going
to anticipate threats and crises as they emerge around the world.

Would you be open to a fresh look and a set of recommendations
on this issue from this commission?

General CLAPPER. I would.

Senator FEINGOLD. In responding to yesterday’s Washington Post
story, Acting Director Gompert defended overlap and redundancies
in the intelligence community. But given finite resources and budg-
et constraints, to what extent should we be prioritizing efforts to
understand parts of the world and emerging threats that no one is
covering?

General CLAPPER. Well, you raise a good point, sir, and we did
discuss earlier that in some cases one man’s duplication is another
man’s competitive analysis. So in certain cases, I think, as it was
during the Cold War, when you have an enemy that can really
damage or mortally wound you, that’s merited.

I think in many cases what was labeled as duplication, a deeper
look may not turn out to be duplication; it just has the appearance
of that, but when you really look into what is being done particu-
larly on a command-by-command basis or intelligence analytic ele-
ment on a case-by-case basis, it’s not really duplication.

I think the important point you raise, though, sir, has to do with
what about the areas that are not covered, and that has been a
classic plague for us. I know what the state of our geospatial data-
bases were on 9/11 in Afghanistan, and they were awful, and it’s
because at the time the priority that Afghanistan enjoyed in terms
of intelligence requirements.

So we can’t take our eyes off the incipient threats that exist in
places, an area that I know you're very interested in, for example,
Africa, which is growing in concern to me, personally.

Senator FEINGOLD. Thank you, General. What is your view of
GAO access to the intelligence community?

General CLAPPER. Well, sir, the GAO—in several incumbencies
over my time the GAO has produced very useful studies. I would
cite as a specific recent case in point the ISR road map that we're
required to maintain and the GAO has critiqued us on that. I've
been very deeply involved in personnel security clearance reform.
The GAO has held our feet to the fire on ensuring compliance with
IRTPA guidelines on timeliness of clearances and of late has also
insisted on the quality metrics for ensuring appropriate clearances.

So I think the GAO serves a useful purpose for us.
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Senator FEINGOLD. I appreciate your attitude on that as well.
Meaningful intelligence reform is also going to require some reform
of the oversight process. Is it time for the Senate to grant appro-
priations authority to this committee, as the 9/11 commission rec-
ommended? For that to work, however, there has to be an unclassi-
fied topline intelligence budget request that would allow for a sepa-
rate appropriations bill.

Would you support the declassification of the President’s topline
intelligence budget request?

General CLAPPER. I do support that. It has been done. In fact,
I also pushed through, and got Secretary Gates to approve, revela-
tion of the Military Intelligence Program budget. I thought, frank-
ly, we were being a bit disingenuous by only releasing or revealing
the National Intelligence Program, which is only part of the story.
And so Secretary Gates has agreed that we could also publicize
that, and I think the American people are entitled to know the to-
tality of the investment we make each year in intelligence.

And sir, I was cautioned earlier by members about delving into
congressional jurisdiction issues. I prefer not to touch that with a
10-foot pole other than to observe that it would be nice if the over-
sight responsibilities were symmetrical in both houses.

I've also been working and have had dialogue with actually tak-
ing the National Intelligence Program out of the DOD budget since
the reason, the original reason for having it embedded in the de-
partment’s budget was for classification purposes. Well, if it’s going
to be publicly revealed, that purpose goes away. And it also serves
the added advantage of reducing the topline of the DOD budget,
which is quite large, as you know, and that’s a large amount of
money that the department really has no real jurisdiction over.

So we have been working and studying and socializing the notion
of pulling the MIP out of the department’s budget, which I would
think also would serve to strengthen the DNI’s hand in managing
the money in the intelligence community.

Senator FEINGOLD. Thank you for all your answers, and good
luck.

Thank you, Madam Chair.

Chairman FEINSTEIN. Thank you very much, Senator Feingold.

Senator Burr.

Senator BURR. Thank you, Madam Chairman.

General, welcome. We're delighted to have you here, and I think
you'll be the next DNI, hopefully sooner versus later—and I say
that for the Chair and the ranking member. I hope we’ll move this
as expeditiously as we can. And, as I've publicly said, I think that
you bring to this position a rich experience that many have cov-
ered, as well as yourself, that benefits one’s ability to be successful,
and our intelligence community needs that desperately right now.

I've got to say, as it relates to the members’ references to The
Washington Post article—or articles, plural—it pains me, because
I don’t believe that what happens within the intelligence commu-
nity is something that needs to be as public as it sometimes is. It
disturbs me as we promote Unmanned Aerial Vehicles on TV, and
we do it with the full knowledge of knowing that we give away
something every time we do it. I think the American people under-
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stand that if you have sufficient oversight in place, you trust the
individuals that you’ve chosen to put in those roles.

So I see this explosion of publicity about what happens within
our intelligence community really as a blow to us, the oversight
committee, and the inability for us to work effectively with those
within the community. So I hope you understand, at least from my-
self, that I believe the committee has to be robust in our oversight.

It’s not a reflection of the leadership of our committee, I might
say to the Chair and ranking member. I think it’s an overall level
of cooperation between the intelligence community and the com-
mittee, and I hope that we will work as partners to make sure that
the trust of the public, but also the trust of our colleagues, is en-
trusted in this committee, that we’re doing our job and that we’ve
got our eye on the right thing.

Now, you said earlier that the DNI needs to be a leader of the
intelligence community and provide direction and control. Can you
define direction and control for me in this context?

General CLAPPER. I think what’s intended in the term “direction
and control” is that the DNI, I think, is ultimately responsible for
the performance of the intelligence community writ large, both the
producers of intelligence and the users of intelligence which are
represented in those 16 components.

And I believe that under the, obviously, the auspices of the Presi-
dent, who I believe intends to hold the DNI—whether it’s me or
somebody else—responsible for that performance, and that that
therefore empowers the DNI to direct the intelligence chiefs as to
what to do; what the focus should be; what the emphasis should
be, or, if that should change; if there needs to be—if we need to
establish ad hoc organizations to perform a specific task; if we need
to have studies done, whatever it takes.

I believe that inherent in the DNI—at least the spirit and intent
of the IRTPA legislation—was that he would, he or she would di-
rect that and be responsible for it.

Senator BURR. Do you believe there will be times where the DNI
has to be a referee?

General CLAPPER. I think there could be times when—yes, I do.

Senator BURR. This has already been covered, General, but I've
got to cover it just one more time. I believe that this committee is
to be notified quickly on any significant attempt to attack, once an
attack’s carried out, or there is a significant threat that we have
credible evidence of.

Do I have your commitment today that you will, in a timely fash-
ion, or a designee by you, brief this committee on that information?

General CLAPPER. Absolutely, sir. Of course, it carries with it the
potential of it not being exactly accurate, because my experience
has been most critics are wrong. But I believe that what you ask
is entirely appropriate and reasonable.

Senator BURR. And General, do you have any problem if this
committee asks for a level of raw data to look at on pertinent
threats or attempts—at sharing that raw data with us?

General CLAPPER. I don’t have a problem with it philosophically,
sir. Just that I would want, as the DNI, if I'm confirmed for that
position, would want to ensure that at a given time, to give you the
most complete picture I can, which is as accurate as possible. And
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oftentimes with raw—so-called raw material, it’s erroneous or in-
complete or misleading. So, with that caveat, I don’t have a prob-
lem with it, but I just want you to understand what you're getting
when you get that.

Senator BURR. I accept that caveat, and I think most members
would. I think that the raw data is absolutely essential for us to
do the oversight role that we’re charged with. It’'s certainly not
needed on every occasion, but on those that it might play a role,
I hope you will, in fact, provide it.

Now, you covered the history of the intelligence community, espe-
cially as it related to the 1990s, and how that affected our capabili-
ties post-9/11. Would we have been able to meet the intelligence
community needs had we not had contractors we could turn to,
post-9/11?

General CLAPPER. No, sir.

Senator BURR. Do you believe that we’ll always use some number
of contractors within the intelligence community?

General CLAPPER. Yes, sir, I do.

Senator BURR. And I know this has been a focus of a lot of mem-
bers about downsizing the contractor footprint, and I'm fine with
that. But there’s a big difference between downsizing and elimi-
nating. And there’s a tremendous talent out there that, thankfully,
we were able to tap into.

I would hate to see us become so adverse to the use of contrac-
tors that we would sacrifice potential. And I applaud the effort to
try to downsize the footprint of them, but hope that we leave the
flexibility to use them where it’s appropriate.

General CLAPPER. Absolutely sir. I couldn’t agree with you more.

And I worked as a contractor for six years myself, so I think I
have a good understanding of the contribution that they have made
and will continue to make. I think the issue is, what’s the mag-
nitude? And most importantly, regardless of the numbers of compa-
nies, the number of contractor employees, is how the government,
and specifically the intelligence community, how do we manage
them; how do we ensure that we’re getting our money’s worth?

Senator BURR. Lastly—and it’s covering ground already dis-
cussed—you indicated that not all of the intelligence community ef-
forts need to be exclusively managed out of the ODNI, that they
can be decentralized and delegated where appropriate.

Do you have any concerns that that might undercut the author-
ity of the DNI?

General CLAPPER. No, sir, I don’t. And I'll give you a specific case
in point:

When I came into this job, early on—in fact, in May of 2007—
and I prevailed upon both Secretary Gates and then-DNI McCon-
nell to dual-hat me as the Director of Defense Intelligence, a posi-
tion on the DNI staff, as a way of facilitating communication and
bridging dialogue between the two staffs. And I think the record
will show that we’ve worked very well together.

I would propose to—Director Blair, to his great credit, I thought,
breathed life, great life into that concept—and I would propose, if
I'm confirmed, to do the same, and have the same relationship with
my successor, if I'm confirmed for this—as USD/I, if I'm confirmed
for DNI. And I think that same approach can be used in other rela-
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tionships, perhaps with the Department of Homeland Security, just
to cite an example off the top of my head.

All 'm saying is, I don’t think that everything has to be executed
from within the confines of the Office of the Director of National
Intelligence, that there are things that can be delegated and done
on behalf of the DNI, as long as they are visible to, and with the
approval of, the DNI.

Senator BURR. General, I thank you for your candid answers.

In our telephone conversation, I said to you that your tenure as
DNI would determine whether the structure we set up actually can
work, will work, or whether we need to rethink this. I believe that
we’ve got the best chance of success with your nomination, and I
look forward to working with you.

Thank you, Madam Chair.

General CLAPPER. Thank you, sir.

Chairman FEINSTEIN. Thank you, Senator Burr.

And finally, Senator Whitehouse. Thank you for your courtesy to
your colleague, too.

Senator WHITEHOUSE. Thank you, Madam Chair.

Welcome, General Clapper. Near the bitter end.

I'd like to go back to cybersecurity and ask you about five topic
areas within it.

The first is the information that the public has about cybersecu-
rity. Are you comfortable that the public is adequately aware of the
?cope? and severity of the cybersecurity threat that the country
aces?

General CLAPPER. Candidly, no, sir. I don’t think there is a gen-
eral appreciation for the potential threat there.

I think there is widespread knowledge in the cyber community,
meaning the cyber industry, if you will. I think there’s a less acute
awareness, perhaps, out there in what I'll call the civil infrastruc-
ture. But I think the general public is not aware of the potential
threat, no.

Senator WHITEHOUSE. The reason that I ask that is that it’s dif-
ficult in a democracy to legislate in an area where the public is not
adequately aware of the threat.

So I hope that, as we go forward through the 35, 40, 45 pieces
of legislation that are out there, that you will help us bring to the
attention, in a—you said we do over-classify, I think we particu-
larly over-classify here—that in areas where it really doesn’t ad-
versely affect national security, there’s a real advantage to getting
this information out to the public. And I hope you’ll cooperate with
us in trying to do so, so that we’re dealing with a knowledgeable
public as we face these legislative questions.

General CLAPPER. I will, sir. And I believe that it is, in fact, in-
cumbent on the intelligence community to help provide that edu-
cation to the maximum extent possible without the undue revela-
tion of sources and methods.

Senator WHITEHOUSE. The basic sort of protective hardware that
is out there right now could protect the vast majority of cyber in-
trusions that take place. Do you agree that trying to establish and
monitor basically what I would call rules of the road for participa-
tion in our information superhighway is an area that could stand
improvement?
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General CLAPPER. If you mean, if I understand your question, sir,
sort of conventions or rules that, in order to participate, this is
what was required, and at sort of minimum levels of security. Is
that——

Senator WHITEHOUSE. Yes. For ordinary folks who are getting on,
to be aware that their laptop, for instance, is compromised, and
willing to do something about it, and that we put a structure in
place so that you can’t do the cyber equivalent of driving down the
road with your headlights out, your tail lights out, your muffler
hanging, at 90 miles an hour.

General CLAPPER [continuing]. Well, I personally agree with that.
I think there’ll be a sales job, a marketing job required to get peo-
ple to buy into that.

Senator WHITEHOUSE. And in terms of if you sort of step it up
to America’s business community, do you feel that the private sec-
tor or the business community is adequately situated with respect
to their own independent self-defense against cyber attack? Or does
the networking of private business, say by industrial sector, and
the relationship with government need to be improved so that our
major businesses can protect their critical infrastructure better?

General CLAPPER. Sir, I'm not technically fluent here, but my
general sensing is that, given the sophistication of some of our
major adversaries, nation-state adversaries, I'm not sure that,
given the rapidity with which new ways of accessing computers,
I'm not sure that they're as current on that—those sectors to which
you refer are as current as they could or should be.

Senator WHITEHOUSE. And if we're to the point where a private
business which provides critical American infrastructure—a major
bank, a major communications entity, an electric utility, some
other form of infrastructure upon which American lives and prop-
erty depend—were to be the subject of a sustained and damaging
cyber attack, are you confident that, at the moment, we have ade-
quate authorities for the government to be able to step in and do
what it needs to do in a clear way to protect American lives and
property?

General CLAPPER. Again, I'm not expert on this, but my general
sensing is, no, we're not. I think the whole law on this subject is
a work in progress. It’s still an issue, frankly, even in a warfighting
context.

Should we have a declaratory policy or not on what we would do?
I would be concerned about the rapidity of response and—which I
think is the key, and I think if you speak with General Alexander
about that, who I do consider an authority, that he would raise
that same concern.

Senator WHITEHOUSE. And lastly on this subject, are you con-
fident that the rules of engagement for our covert agencies in ad-
dressing attacks and intrusions that take place on our cyber infra-
structure are adequate and fully robust for the challenge that we
face, or is that another area of work in progress?

General CLAPPER. Yes, sir. It's a work in progress, and I think
perhaps best left for detailed discussion in a closed session.

Senator WHITEHOUSE. I won’t go any further than that in this
session, but I did want to get your general perspective on that.
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I've only been in the Senate for three years. You are my fourth
Director of National Intelligence already. You gonna stick around?

General CLAPPER. Yes, sir. I will. I wouldn’t take this on without
thinking about that.

And I do think my experience has been that it does take time to
bring these changes about. When I was asked to take NIMA in the
summer of 2001, I was specifically asked would I be willing to stay
for five years, and I agreed to do that. Didn’t quite last that long;
ran afoul of the previous Secretary of Defense. But I believe that
kind of commitment is required.

I also would be less than forthright if I said that I'm going to sit
here and guarantee that the intelligence community is going to bat
a thousand every time, because we’re not. And I think I am reason-
ably confident I can make this better. I don’t think I'm going to be
able to cure world hunger for intelligence, just to be realistic.

Senator WHITEHOUSE. And I'm not going to hold you to this. It’s
not intended to be a question of that variety, to pin you down; it’s
intended to be a question to sort of illuminate the areas that you’re
most focused on.

Going into this job now, and knowing what you know now, when
it comes time for you to go—and let’s hope it’s five years from
now—what now would you think would be the most important
things that, at that later date, you would like to look back on as
having accomplished?

General CLAPPER. I think, for starters, that I kept the nation
safe. I think, obviously, this is somewhat a high-wire act with no
safety net. And I think that’s probably the thing that will keep me
up at night, is worrying about that. So, for whatever my tenure is,
if the intelligence community has at least contributed to preserving
the safety of the nation and its people, then I think that would be
the main thing I'd worry about.

Senator WHITEHOUSE. Well, I wish you well. You've got a hell of
a tough job in front of you, if you're confirmed. And any support
that we can give you, obviously we’d like to do.

There are significant questions about what the role of the DNI
should be, what its authorities should be to complement that role.
Some of that is a chicken and egg question, that you have to settle
on one to resolve the other. And we really look forward to working
together with you to try to get this settled for once and for all.

General CLAPPER. Thanks, Senator.

Senator WHITEHOUSE. Thanks, Madam Chairman.

Chairman FEINSTEIN. Thank you, Senator Whitehouse.

Senator Nelson.

Senator NELSON. Thank you, Madam Chairman.

Good afternoon, and thank you, General, for your public service.

The Congress created this position in order to try to exert some
control over the multiple intelligence units that were at times going
off in their own directions. And in the compromises that we had to
make in enacting this legislation that creates the post that you
seek, a great deal of control was still left within the Department
of Defense at the insistence of then-Secretary of Defense Rumsfeld.

How can you bring the Department of Defense intelligence oper-
ations in under your orbit so that you can function effectively?

General CLAPPER. Well, sir, I don’t anticipate a problem there.
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I think I know the Department of Defense pretty well, and that
is where roughly two-thirds of the manpower and the money for
the National Intelligence Program is embedded. And I would argue
or suggest, respectfully, that having run two of the agencies in the
Department of Defense and having served as a service intel chief
actually will help empower me to, you know, sustain having I'll call
it a positive relationship with the Department of Defense compo-
nents. I've been there, and done that, got the t-shirt, so I think I
know how to take advantage of that.

Senator NELSON. Well, the old adage, he who pays the piper calls
the tune, and a lot of that Defense intel activity does not have to
report directly to you on the appropriations. How do you get into
that when somebody wants to go off on their own?

General CLAPPER. Well, I would intend to further crystallize the
relationship that Secretary Gates, and then-DNI McConnell estab-
lished in May of 2007 designating the Under Secretary of Defense
for Intelligence as the Director of Defense Intelligence.

I have fostered, with the two DNIs I've served with in this job,
a close working relationship on synchronizing the two programs—
the National Intelligence Program and the MIP. In fact, Director
Blair and I, you know, twice, two rounds, testified together on
those two programs.

We’ve had an aggressive program effort, which has been going on
for a couple of cycles now, to further synchronize and deconflict the
two programs, and to coordinate between the NIP and the MIP.
And I would certainly want to continue that with my successor in
the USD/I job, if I am confirmed to be the Director of National In-
telligence.

I don’t think, frankly, although there’s much made of it some-
times, I think it’s somewhat hyperbole about the strained relation-
ship between the DNI and the Department of Defense. I just don’t
think that that’s—I haven’t seen that. And I have certainly endeav-
ored, working with Secretary Gates, to actually enhance and
strengthen the role of the DNI. The DDI is one such approach. And
certainly Secretary Gates and I worked during the revisions to the
Executive Order 12333 to actually strengthen the position of the
DNIL

Senator NELSON. Why don’t you share, for the record, what you
shared with me privately about your forthcoming relationship with
the Director of the CIA?

General CLAPPER. I'll provide that for the record. Yes, sir.

Senator NELSON. Well, I mean, share it now.

General CLAPPER. Well

Senator NELSON. Basically, you saw the relationship was
strained. There was a little dust-up between the two in the imme-
diate past DNI. How do you intend to smooth that out?

General CLAPPER [continuing]. Well, just to continue, sir, with
my comments earlier, as you know, the intelligence community is,
as you know, composed of 16 components, 15 of which are in some-
one else’s Cabinet department. And actually the most strained rela-
tionship has been with the one component that isn’t in someone’s
Cabinet department, and that is the Central Intelligence Agency.

That has been true regardless of who the incumbents were. It
has nothing to do, really, with the people involved. All of them are
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good people. I have had some excellent discussions with Director
Panetta about this, and I think I'm very, very encouraged and
pleased by his support. He’s been extremely gracious and sup-
portive, and I think he wants to make this arrangement work as
much as you do.

Senator NELSON. Will you participate in the President’s daily
morning brief?

General CLAPPER. I will participate—I plan to participate, yes,
sir. I don’t plan to give it, necessarily, but I plan to participate in
it.

Senator NELSON. Will the Director of the CIA participate as well?

General CLAPPER. He could, depending on the subject matter, I
suppose. But I wouldn’t—I certainly wouldn’t object to that.

Senator NELSON. Do you get the sense that that was a little bit
of contention since suddenly what had been historically the role of
the CIA Director was suddenly not the role once the DNI was es-
tablished?

General CLAPPER. That obviously has been a challenging transi-
tion. It’s my belief and my observation from somewhat an outside
perspective that that is an arrangement that has evolved for the
better, since increasingly more input finds its way into the PDB
from other than the CIA.

The CIA will continue to provide the lion’s share of the finished
intelligence analysis that goes into the PDB. But under the new
structure and the new set-up, under the auspices of the DNI, it is
much more—it’s much broader and involves more of the commu-
nity. I recently reviewed some statistics that bear that out.

Senator NELSON. Recently we’ve had some cases of homegrown
terrorists—the Colorado folks, the Times Square folks, the Fort
Hood person. Do you want to comment for the committee about
what you think ought to be done?

General CLAPPER. Well, I think, sir, this is a very—we did speak
about this earlier—a very serious problem. And I was pretty deeply
involved and intensely involved in the Fort Hood aftermath, par-
ticularly with respect to the e-mails exchanged between the radical
cleric Aulaqi and Major Hasan.

And what it points out, in my view, is a serious challenge that
I don’t have the answer for, and that is the identification of self-
radicalization, which may or may not lend itself to intelligence de-
tection, if you will. And this requires, you know, in the case of the
Department of Defense, some education on how to tell people, or
instruct people, or suggest to people how they discern or identify
self-radicalization that’s going on right in front of them with an as-
sociate.

And to me it’s almost like detecting a tendency for suicide ahead
of time. It’s a very daunting challenge and we cannot necessarily
depend on intelligence mechanisms to detect that self-
radicalization.

Senator NELSON. On page 23 of your testimony, you consider
counterintelligence to be under-resourced. You want to share with
us why and also where you would increase the resources?

General CLAPPER. I think, given the profound threats posed to
this country both by nation-states and others who are trying to col-
lect information against us, and we have some very aggressive for-
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eign countries that are doing this, I'm not convinced that—and this
is more intuitive or judgmental or impressionistic—that we have
devoted sufficient resources to counterintelligence in the Depart-
ment of Defense, certainly, which is a major player in counterintel-
ligence, or with the FBI or CIA which are the three poles, if you
will, involved in counterintelligence.

And this is something I intend to explore to see what we can do
to expand resource investment in counterintelligence. This is par-
ticularly crucial in the case of cyber. We have the same challenge
in cyber for counterintelligence as we do more conventionally.

Senator NELSON. Madam Chairman, are we going to do a classi-
fied session at any point?

Chairman FEINSTEIN. We can if there is a request. We will not
do it today, however.

Senator NELSON. Thank you, Madam Chairman.

Chairman FEINSTEIN. You're very welcome. Thank you, Senator.

General Clapper, let me just say I think you’ve done very well.
I think what comes through very clearly is your expertise in the
specifics of intelligence. I think that’s appreciated and I think it’ll
make your job a lot easier. I do have a couple of questions, and I
know the Vice Chairman has a couple of questions. So I'd like to
just continue this a little bit longer, if I might.

Have you had a chance to take a look at the 13 recommendations
we made on the Abdulmutallab situation?

General CLAPPER. Yes ma’am, I have, and I had an excellent ses-
sion with Mike Leiter last week on this very topic, so he kind of
went over that with me.

Chairman FEINSTEIN. Okay, then the problem clearly is for me,
still, connecting the dots. Huge expenditures in computer pro-
grams, often bought separately by various departments, organiza-
tions, et cetera, can’t connect in certain critical but very simple
areas. I would like to suggest that that be high in your portfolio
and that you take a very careful look at it, because I would think
we are spending billions of dollars on high technology which, can-
didly, doesn’t work nearly as well as it should, particularly in this
area, where an identification can be really critical and one letter
or one number should not make a difference. Do you have a com-
ment?

General CLAPPER. No, I agree with you. As I alluded to earlier,
I think, despite all the huge investments in IT that we’ve made,
that we still depend too much on the minds of analysts to do things
that we ought to be able to harness with our IT to connect those
dots.

Chairman FEINSTEIN. Okay, the second is PREDATOR-REAPER
oversight. I think this is an area that we have been very concerned
about, and this committee is taking that oversight very seriously
and has been very active in seeing that this is carefully done, that
the intelligence is excellent. And I'm one that believes that the CIA
in particular has had a remarkable record, with very good intel-
ligence, and in some ways really the best of what can be. I just
hope that you will have this at a high level for your own oversight.

General CLAPPER. Absolutely.

Chairman FEINSTEIN. Thank you.
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The third is Afghanistan. I read a quote by Major General Mi-
chael Flynn earlier in the year that said—and I'm paraphrasing—
that eight years into the war, the intelligence community is only
marginally relevant to the overall strategy. U.S. intelligence offi-
cers and analysts can do little but shrug in response to high-level
decisionmakers seeking knowledge. Would you take a look at that
and perhaps talk with him and see where we are, if we are in fact
lacking?

General CLAPPER. Well, I already have had extensive dialogue
with Mike Flynn when the article first came out. And a careful
read of it I think is—I think it’s a Pogo article. We weighed the
enemy, and it’s ourselves, because what the article really talks to
is the situation in Afghanistan, much of which is, I think, under
his control.

I think what occasioned the article was the change in our strat-
egy from a classic CT or counterterrorist mission to a much, much
broader counterinsurgency mission. And it’s true. We did not have
the intelligence mechanism there to make that shift that quickly.
I think what he’s really getting to is the cultural, the human ter-
rain—if I can use that phrase—perspective and insight that’s re-
quired to understand the village dynamics down to the very nitty-
gritty level. And so that’s what his complaint was about.

As I told him, if he felt that they had too many intelligence ana-
lysts at the brigade combat, at the BCT level and he needed more
down at the battalion or company level, it’s up to him to move
them. We're certainly not going to sit back here in the confines of
the beltway and orchestrate intelligence in Afghanistan. He’s the
senior intelligence officer; that’s his responsibility, and we back
here will certainly support him.

Chairman FEINSTEIN. Okay, and finally, contractor analysis.
Could you put that high on your agenda? I very much appreciate
what you said. And that was that it all depends on what, where,
the necessity, the type of thing. And I think we need to get that
under control, and we do not currently have it under control. We
need to know where, from an intelligence perspective, contractors
should serve a vital use, and where they do not.

As you know, the cost is about 70 percent more than a govern-
ment employee, so it is a very expensive enterprise as well.

General CLAPPER. Yes, it is. And of course, per our earlier discus-
sion, you know, the reason why we got to where we are and the
sudden re-expansion of the intelligence committee after 9/11 and
intelligence being an inherently manpower-intensive activity, so
the natural outlet for that was contractors, whom we can hire one
year at a time, which you can’t do with government employees. And
you can also get rid of them more quickly, so the expansion or con-
traction.

So, for example, the Army right now has about 6,000 contractor
Pashtu linguists. Well, I'm not sure we want to keep them on as
government employees when the need for Pashtu linguists hope-
fully goes down in the future. So I think rather than rote numbers
or percentages, I think what we need to—and I do intend to get
into this, if I'm confirmed—what are the ground rules, the orga-
nizing principles that govern where it’s proper to use contractors
and where it’s not.
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Chairman FEINSTEIN. Well, we will schedule a meeting in your
ascendancy to come in and brief us on that, so be prepared. But
I'd like just quickly to tell you what my intention is.

I'm going to request that all members submit questions by noon
tomorrow and ask you to answer them as quickly as you can. And
as soon as we receive the answers, Members have a brief oppor-
tunity to digest them, we will schedule a markup. If we can do it
in a week or ten days, that’s fine; hopefully we can. Is that agree-
able with you?

General CLAPPER. Yes, ma’am. I would hope that whatever action
is taken would be taken before the Senate adjourns in August.

Chairman FEINSTEIN. Well, we will certainly strive to do that,
and the questions become a vital part, first of all, of us getting
them, and secondly, your responding. But you’ve been very prompt
in your responses, and I've no reason to believe it would be other-
wise, so we will try to do our best to accommodate that.

Let me just end by saying I think you’ve performed really very
well. And once again, your expertise in this area is very much ap-
preciated and I think will be very well used.

General CLAPPER. Thank you.

Chairman FEINSTEIN. Mr. Vice Chairman.

Vice Chairman BOND. Madam Chair, thank you for making it
clear that we will have more questions for the record. I frankly
have some questions for the record. I'd like to have your fuller ex-
planation because they seem to be inconsistent with previous posi-
tions and some are not clear. I do want to have those.

Madam Chair, if it’s possible, Senator Nelson said that he would
like to have a closed hearing.

I think there are some things that you are interested in that
might be best covered in a classified hearing, and I have a couple
of areas of overlap between military and civilian that I prefer not
to discuss in an open session. So we will do that, and I would join
you saying that the nominee has certainly stayed with it for a long
time. We appreciate that.

Chairman FEINSTEIN. He says he does not need one. But if you
do

Vice Chairman BOND. Well, we might be able to have some clas-
sified questions at least then that we can submit for response, be-
cause there’s just a couple of things that probably I'd prefer not to
discuss in an open session.

But let me go back. A general question you’ll be asked in writ-
ing—and I think it’s good to have on record—will you cooperate
with both the Chair and the Vice Chair, as well as with our staffs,
by promptly responding to written and phone inquiries, sharing in-
formation, being proactive in sharing it with us?

General CLAPPER. Yes. Yes, sir.

Vice Chairman BoND. That’s something we talked about, and I
wanted to—we mentioned that. I wanted to make sure that the
staff knows that on both sides. And we will look forward to your
full answers, but I want to go back—I was going down a road talk-
ing when I ran out of time on the first round.

Talking about Guantanamo detainees and their release, when I
communicated to the national security advisor that members of
this committee had been told that the CIA and the DIA did not
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concur in sending a particular detainee back to Yemen, the na-
tional security advisor told me that those agencies would be re-
minded of the administration’s decision.

Now, as I think we discussed once before, the administration’s
decision is their decision, but if there is an implication that the in-
telligence committee should not be told honestly and frankly of ad-
vice that you give to the policymakers—whether it’s accepted or
not—that troubles me. So will you commit to providing the com-
mittee the honest and forthright recommendations and assess-
ments that you make, regardless of whether they are accepted ulti-
mately by policymakers?

General CLAPPER. Yes, sir, I would. Again, as we discussed be-
fore, this is an interagency process. Intelligence is a very impor-
tant, but not the exclusive, determinant. And it would be my view
that intelligence should be as thorough and accurate as possible on
making such assessments. And I don’t see any problem with, once
we've spoken our piece and if that was ignored, that’s the process.
And I certainly have no trouble—I wouldn’t have any trouble con-
veying that to the committee.

Vice Chairman BOND. Good, because in case you’re advised of the
position, we want the intelligence regardless of what the position
may come up with.

Let me go into another interesting area. You gave a conference
speech in 2008 to GEOINT, which my staff managed to track down.
And you said that at that point, “I hope the next administration
will give some thought, I mean the Congress as well, to maybe an-
other look at the National Security Act of 1947, maybe a Gold-
water-Nichols for the interagency.”

But in the answers to the committee’s questionnaire you said you
had no plan to recommend to the President any dramatic change,
but rather look to improve it. There are some of us that think the
Goldwater-Nichols recommendation was similar to what came out
of the Project on National Security Reform that General Jones,
Susan Rice, Jim Steinberg participated in before they joined the
administration. The administration apparently has not gone along
with that. As your recommendation—did your recommendation
change as a result of the administration’s position, or do you think
we need to take another look at the National Security Act of 19477

General CLAPPER. I think—what has been discussed about it,
and I don’t exactly remember the GEOINT discussion. I think it
had to do with the discussion that was at the time. I remember
specifically former chairman of the JCS, Pete Pace, who was a pro-
ponent for a Goldwater-Nichols for the interagency, which could—
you know, that might have merit.

I do think it’s a different proposition, as Secretary Gates, I think
correctly, points out, that Goldwater-Nichols in its original form, of
course, only applied to one department. So perhaps the principles
of Goldwater-Nichols could be applied perhaps in an interagency
context.

Vice Chairman BOND. Well basically, that’s what the DNI is; it’s
an interagency agency. And that’s maybe—well, we will discuss
that further. But are there any particular aspects of Goldwater-
Nichols you believe should apply to the interagency?
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General CLAPPER. Well, one of the benefits of Goldwater-Nich-
ols—and I was around and was probably part of the legion of peo-
ple that wrote papers in the Pentagon against it at the time in the
early 1980s, but now of course it is the accepted norm. And what
it meant in the department was placing a very high premium on
jointness and on joint duty. And so that is one of the principles
that was taken on, particularly by Director McConnell, which I cer-
tainly agree with.

And we are experiencing a lot of mobility in the intelligence com-
munity so that people get out of their home stovepipe and move to
other parts of the community. So that’s a principle of Goldwater-
Nichols that I think applies in the intelligence community and, for
that matter, could apply in the interagency.

Vice Chairman BOND. You suggest in answers to the committee
questionnaire that the area of greatest ambiguity in IRTPA is the
relationship with and authority of the DNI over the CIA. What do
you think is ambiguous in the law?

General CLAPPER. As I cited earlier, the IRTPA does stipulate
that the Director of CIA—Director of the Central Intelligence Agen-
cy—is in charge of foreign intelligence relationships. And of course,
that’s what gave rise to the dispute between DNI Blair and the Di-
rector of CIA. And I think the law says that the DNI oversees those
foreign relationships, whatever that means. So I think that is an
area of ambiguity.

Vice Chairman BoND. All right. Three changes that I think
might go a long way—I think you’ve addressed at least one of
them—would be giving the DNI milestone decision authority for all
intelligence programs funded 50 percent or more by NIP; two
would be changing the non-abrogation language in section 1018;
and the third is appropriating NIP funds directly to the DNI, rath-
er than through DOD and other departments.

What are your feelings on those three measures—1018, milestone
authority over——

General CLAPPER. Well, I think there is an agreement now,
which took the form of a memorandum agreement that was signed
by Secretary Gates and Director McConnell that governs milestone
decision authority. And of course it is a shared arrangement, de-
pending on the predominance of the funding, whether it’s in the de-
partment or in the NIP.

Non-abrogation, section 1018, was addressed in the revision to
Executive Order 12333. And there was some language appended to
that that basically amplified the process for potential resolution of
disputes, if in fact they had to go to the White House.

So at this point, I'm not prepared—as a nominee, certainly—to
make any recommendations about amending section 1018.

On DOD funding, I have been a proponent for taking the NIP out
of the DOD. Now, that carries with it some baggage, if you will,
in terms of the staffing mechanisms and processing, but I think the
long-term impact of that would be to actually strengthen the DNT’s
authorities over the National Intelligence Program.

Given the revelation of the top line appropriated number of the
National Intelligence Program, the original reason for burying that
number in the Department of Defense budget kind of goes away.
And I have similarly argued—and the Secretary has approved—
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publicizing the Military Intelligence Program for the sake of com-
pleteness, both for the Congress and the public to know the totality
of the investment in intelligence in this country.

Vice Chairman BOND. Finally, you mentioned that you had
looked over the bill that Senator Hatch and I had on setting up a
national cyber center and a cyber defense alliance. Are there any
further thoughts that you have to share about that bill or where
we should be going on cyber?

General CLAPPER. Well, sir, there are, as you know, many—I
think there’s 34, 35 legislative proposals now in play which address
a whole range of cyber, cyber-related issues. So I don’t want to pre-
fllrilpt the administration on picking and choosing which bill they
ike.

I do think, though, there are some appealing features in the bill
that you and Senator Hatch are sponsoring, which is putting some-
one clearly in charge, having an identifiable budget aggregation, co-
location either physically or virtually, I think. So those features—
I have not read the bill itself but I've read about it—I think are
appealing.

Vice Chairman BOND. And the other thing, the importance
that—I think the thing that was different, the cyber defense alli-
ance would be a means for the private sector to come together with
government agencies and each other, protected from FOIA and
antitrust or other challenges, to discuss and share information on
the threats that were coming in. And if you have any further infor-
mation on that, I would appreciate hearing it, either now or later.

General CLAPPER. Sir, I would recommend—if you haven’t al-
ready—some dialogue with the Deputy Secretary Bill Lynne, who
has been very much in the lead for engaging with the civilian sec-
tor, particularly the defense intelligence base, on doing exactly this.
And he’s done a lot of work, given this a lot of thought. So I would
commend a dialogue with him.

Vice Chairman BOND. All right. Well, thank you. And we've
talked with many, many different private sector elements who are
concerned that they don’t feel comfortable, don’t know where to go,
or how to get information and share it. And I think they can be
very, very perhaps helpful to each other and to the government in
identifying the threats that are coming in.

Well, thank you very much, General. As I said, we’ll have some
questions for the record. And I think there may be some classified
questions for that, and we’ll wait to hear a response. And thank
you for the time that you've given us.

Chairman FEINSTEIN. Thank you very much, Mr. Vice Chairman
and General Clapper. I think we've come to the end of the after-
noon.

Again, for all staff, if you can let your Members know, please get
the questions in by noon tomorrow. General Clapper will address
them as quickly as possible. We will then make a decision whether
we need a closed hearing. Perhaps these questions can be asked in
a classified fashion in writing. If not, we will have a closed hearing,
and we will try and move this just as quickly as possible.

So, well done, General, and thank you everybody, and the hear-
ing is adjourned.

[Whereupon, at 5:43 p.m., the Committee adjourned.]
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SELECT COMMITTEE ON INTELLIGENCE
UNITED STATES SENATE

QUESTIONNAIRE FOR COMPLETION BY
PRESIDENTIAL NOMINEES

PART A - BIOGRAPHICAL INFORMATION

I.  NAME: Jjames Robert Clapper. Jr

2. DATE AND PLACE OF BIRTH: 14 March 1941, Ft Wayne, Indiana
3. MARITAL STATUS: Married

4,  SPOUSE'S NAME: Susan Ellen Clapper

5. SPOUSE’S MAIDEN NAME IF APPLICABLE: Terry

6. NAMES AND AGES OF CHILDREN:

NAME AGE
REDACTED
7. EDUCATION SINCE HIGH SCHOOL.:
TITUTION DATES ATTENDED  DEGREE RECEIVED  DATE OF DEGREE
St Mary’s University Aug 64 to May 70 MA. May 70
University of Maryland Sep 39 to Jun 63 B.A. Jun 63

8. EMPLOYMENT RECORD (LIST ALL POSITIONS HELD SINCE COLLEGE. INCLUDING
MILITARY SERVICE. INDICATE NAME OF EMPLOYER. POSITION. TITLE OR DESCRIPTION,
LOCATION, AND DATES OF EMPLOYMENT))

EMPLOYER PCSITIONTF ITLE LOCATION DATES
Department of Defense Under Secretary Of Defense (Intel) Pentagon Apr 07 - Present
DFI International Chief Operating Officer Washington DC Oct 06 - Apr 07
Georgetown University Professor Washington DC  Oct 06 - Dec 06
Department of Defense Director. NGA Bethesda, MD  Sep 01 - Jun 06
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SRA. International, Inc. Vice President, Intel Fairfax, VA Nov 98 — Aug 01
Booz, Allen and Hamilton Principal McLean, VA Mar 97 - Nov 98
Vredenburg Special Assistant to President Reston, VA May 96 — Mar 97
Department of Defense Active Duty USAF officer Various Jul 63 - Sep 95

(2Lt to Lt Gen) Various Positions Locations
Depariment of Defense Inactive Reserve USMC/USAF Enlisted Feb 61 — jun 63

9. GOVERNMENT EXPERIENCE (INDICATE EXPERIENCE IN OR ASSOCIATION WITH FEDERAL,
STATE, OR LOCAL GOVERNMENTS, INCLUDING ADVISORY, CONSULTATIVE, HONORARY, OR
OTHER PART-TIME SERVICE OR POSITION. DO NOT REPEAT INFORMATION ALREADY PROVIDED
IN QUESTION 8):

Served as a member of the NSA Advisory Board from 1998-2001.

Served as Vice Chairman of a Congressionally-mandated commission to
address homeland security issues from 1999-2001. The Gilmore Commission
which was active 1999-Feb 2004, chaired by former Governor of Virginia Jim
Gilmore, was charted to assess domestic response capabilities for terrorism
involving weapons of mass destruction.

Served as head of the intelligence assessment team for the Downing
Commission in 1996. The Commission was charted to examine the facts and
circumstances surrounding the Khobar Towers bombing.

10. INDICATE ANY SPECIALIZED INTELLIGENCE OR NATIONAL SECURITY EXPERTISE YOU HAVE
ACQUIRED HAVING SERVED IN THE POSITIONS DESCRIBED IN QUESTIONS 8 AND/OR 9.

Nearly every position I have held during my 46+ year career has focused on
intelligence — as a collector, analyst, staff officer, commander, or Director —
spanning all phases of the Intelligence cycle. Specifically, I served for 32 years
on active duty in the Air Force, worked in the private sector supporting the
Intelligence Community for 6 years, served for 5 years as a civil servant, taught
intelligence tradecraft at the graduate-level, and most recently, as a political
appointee (Under Secretary of Defense for Intelligence) for over 3 years.

11. HONORS AND AWARDS (PROVIDE INFORMATION ON SCHOLARSHIPS, FELLOWSHIPS,

HONORARY DEGREES, MILITARY DECORATIONS, CIVILIAN SERVICE CITATIONS, OR ANY
OTHER SPECIAL RECOGNITION FOR OUTSTANDING PERFORMANCE OR ACHIEVEMENT):

Defense Distinguished Service Medal (two)
Air Force Distinguished Service Medal
Defense Superior Service Medal

Legion of Merit (three)
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Bronze Star Medal (two)

Defense Meritorious Service Medal

Meritorious Service Medal (two)

Air Medal (two)

Joint Service Commendation Medal

Air Force Commendation Medal

National Intelligence Distinguished Service Medal (three)

National Security Medal (conferred by President Clinton, 1995)

Department of Defense Distinguished Civilian Service Award

U.S. Coast Guard Distinguished Public Service Award

French Republic Ordre national du Mérite (National Order of Merit)
(Commandeur)

Republic of Korea Order of National Security of Merit, Chonsu Medal

Norwegian Fursuarsmedaljen Med Laurb/Ergen Award

Canadian Force Medallion for Distinguished Service

Slovak Memorial Medal of the Military Intelligence Service

Top 100 Information Technology Executives (Federal Computer Week, 2001)

NAACP National Distinguished Service Award

Honorary Doctorate in Strategic Intelligence from Joint Military Intelligence

College (1995)

Baker Award (Intelligence and National Security Alliance-2006)

. ORGANIZATIONAL AFFILIATIONS (LIST MEMBERSHIPS IN AND OFFICES HELD WITHIN THE

LAST TEN YEARS IN ANY PROFESSIONAL, CIVIC, FRATERNAL, BUSINESS, SCHOLARLY,
CULTURAL, CHARITABLE, OR OTHER SIMILAR ORGANIZATIONS):

ORGANIZATION QFFICE HELD DATES

None

. PUBLISHED WRITINGS AND SPEECHES (LIST THE TITLES, PUBLISHERS, AND PUBLICATION

DATES OF ANY BOOKS, ARTICLES, REPORTS, OR OTHER PUBLISHED MATERIALS YOU HAVE
AUTHORED. ALSO LIST ANY PUBLIC SPEECHES YOU HAVE MADE WITHIN THE LAST TEN
YEARS FOR WHICH THERE IS A TEXT OR TRANSCRIPT. TO THE EXTENT POSSIBLE, PLEASE
PROVIDE A COPY OF EACH SUCH PUBLICATION, TEXT, OR TRANSCRIPT):

“The Role of Defense in Shaping U.S. Intelligence Reform,” in Loch K.
Johnson, The Oxford Handbook of National Security Intelligence. Oxford
University Press: New York, 2010, pp. 629-639. Copy attached.

“Fresh Thinking Prepares NGA for Future Intelligence Challenges,” in Earth
Imaging Journal, November/December 2005. Copy unavailable.

10:51 Feb 14,2011 Jkt 063996 PO 00000 Frm 00059 Fmt6601 Sfmt6601 C:\DOCS\63996.TXT SHAUN PsN: DPROCT

Insert offset folio 4 here 63996.004



VerDate Nov 24 2008

14,

56

“America’s Image Issue; Friends Indeed,” Letier to the Editor, /.5, News &
World Report, 23 May 2003,

hup:fwww.useews conmvasnewsfetiers/articles/D305 2 32 Mot bm, accessed 6
June 2010. Copy attached.

Speeches: 1 have made speeches in the course of my employment, but [ do not
use prepared texts, nor do 1 know of any that were transcribed.

PART B - QUALIFICATIONS

QUALIFICATIONS (DESCRIBE WHY YOU BELIE
POSITION FOR WHICH YOU HAVE BEEN NOMINA

I ARE QUALIFIED TO SERVE IN THE

My career spans over 46 years in intelligence: T have been responsible for
operating and managing at all phases and levels in peace and combat, including
32 years on Active Duty in the Air Force. | have served as the Director of two
major Intelligence Agencies (DIA and NGA) for a total of almost 9 years; a
Director of Intelligence for three war-fighting commands; and a Service
Intelligence Chief, 1 have also taught Intelligence at the graduate level and
have worked as a contractor for the IC. At present I serve as the Under
Secretary of Defense for Intelligence and wear a second hat as the Director of
Defense Intelligence for the Director of National Intelligence

PART C - POLITICAL AND FOREIGN AFFILIATIONS

13.

17

(NOTE: QUESTIONS 17A ANDR ’\ :
UNDER THE FOREIGN AGEN
A POSITIVE
UNITED STATE
IN GOVERNME?

CONT I"RKBU T IONS OR \}:RU h
COMMITTEE, POLITICAL ACTION ( i}‘\‘lMﬂ
LAST TEN YEARS):

“TION
L DURING THE

772172000 $1,000 Senator John Warner Commitiee
CANDIDACY FOR PUBLIC OFFICE (FURNISH DETAILS OF ANY CANDIDACY FOR ELECTIVE

PUBLIC QFFICEY

None

FOREIGN AFFILIATIONS

TIONSHIPS REQUIRING REGISTRATION
°T. QUESTIONS 174, B, AND C DO NOT CALL FOR

NTATI \i OR TRANSAUTION WAS AUTHORIZED BY THE

TION WITH YOUR OR YOUR SPOUSE'S EMPLOYMENT

M)I i iM}IFD TR

LIF THE RE PR
; NMENT IN €
\FR\’I{ B

ISPON
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A. HAVE YOU OR YOUR SPOUSE EVER REPRESENTED IN ANY CAPACITY (E.G. EMPLOYEE,
ATTORNEY, OR POLITICAL/BUSINESS CONSULTANT), WITH OR WITHOUT COMPENSATION, A
FOREIGN GOVERNMENT OR AN ENTITY CONTROLLED BY A FOREIGN GOVERNMENT? IF SO,
PLEASE FULLY DESCRIBE SUCH RELATIONSHIP.

No
B. HAVE ANY OF YOUR OR YOUR SPOUSE'S ASSOCIATES REPRESENTED, IN ANY CAPACITY,

WITH OR WITHOUT COMPENSATION, A FOREIGN GOVERNMENT OR AN ENTITY CONTROLLED
BY A FOREIGN GOVERNMENT? IF SO, PLEASE FULLY DESCRIBE SUCH RELATIONSHIP.

No
C. DURING THE PAST TEN YEARS, HAVE YOU OR YOUR SPOUSE RECEIVED ANY
COMPENSATION FROM, OR BEEN INVOLVED IN ANY FINANCIAL OR BUSINESS TRANSACTIONS

WITH, A FOREIGN GOVERNMENT OR ANY ENTITY CONTROLLED BY A FOREIGN
GOVERNMENT? IF SO, PLEASE PROVIDE DETAILS.

No

D. HAVE YOU OR YOUR SPOUSE EVER REGISTERED UNDER THE FOREIGN AGENTS
REGISTRATION ACT? IF SO, PLEASE PROVIDE DETAILS.

No

. DESCRIBE ANY LOBBYING ACTIVITY DURING THE PAST TEN YEARS, OTHER THAN IN AN

OFFICIAL U.S. GOVERNMENT CAPACITY, IN WHICH YOU OR YOUR SPOUSE HAVE ENGAGED
FOR THE PURPOSE OF DIRECTLY OR INDIRECTLY INFLUENCING THE PASSAGE, DEFEAT, OR
MODIFICATION OF FEDERAL LEGISLATION, OR FOR THE PURPOSE OF AFFECTING THE
ADMINISTRATION AND EXECUTION OF FEDERAL LAW OR PUBLIC POLICY.

None

PART D - FINANCIAL DISCLOSURE AND CONFLICT OF INTEREST

19.

DESCRIBE ANY EMPLOYMENT, BUSINESS RELATIONSHIP, FINANCIAL TRANSACTION,
INVESTMENT, ASSOCIATION, OR ACTIVITY (INCLUDING. BUT NOT LIMITED TO, DEALINGS
WITH THE FEDERAL GOVERNMENT ON YOUR OWN BEHALF OR ON BEHALF OF A CLIENT),
WHICH COULD CREATE, OR APPEAR TO CREATE, A CONFLICT OF INTEREST IN THE POSITION
TO WHICH YOU HAVE BEEN NOMINATED.

In connection with the nomination process, I have consulted with the Office of
Government Ethics and the DNI's designated agency ethics official to identify
potential conflicts of interest. Any potential conflicts of interest will be
resolved in accordance with the terms of an ethics agreement that I have
entered into with the DNI’s designated agency ethics official and that has been
provided to this Committee. | am not aware of any other potential conflicts of
interest.
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DO YOU INTEND TO SEVER ALL BUSINESS CONNECTIONS WITH YOUR PRESENT EMPLOYERS,

FIRMS, BUSINESS ASSOCIATES AND/OR PARTNERSHIPS, OR OTHER ORGANIZATIONS IN THE
EVENT THAT YOU ARE CONFIRMED BY THE SENATE? IF NOT, PLEASE EXPLAIN.

N/A

DESCRIBE THE FINANCIAL ARRANGEMENTS YOU HAVE MADE OR PLAN TO MAKE, IF YOU
ARE CONFIRMED, IN CONNECTION WITH SEVERANCE FROM YOUR CURRENT POSITION.
PLEASE INCLUDE SEVERANCE PAY, PENSION RIGHTS, STOCK OPTIONS, DEFERRED INCOME
ARRANGEMENTS, AND ANY AND ALL COMPENSATION THAT WILL OR MIGHT BE RECEIVED
IN THE FUTURE AS A RESULT OF YOUR CURRENT BUSINESS OR PROFESSIONAL
RELATIONSHIPS.

None

DO YOU HAVE ANY PLANS, COMMITMENTS, OR AGREEMENTS TO PURSUE OUTSIDE
EMPLOYMENT, WITH OR WITHOUT COMPENSATION, DURING YOUR SERVICE WITH THE
GOVERNMENT? IF SO, PLEASE PROVIDE DETAILS,

No

AS FAR AS CAN BE FORESEEN, STATE YOUR PLANS AFTER COMPLETING GOVERNMENT
SERVICE. PLEASE SPECIFICALLY DESCRIBE ANY AGREEMENTS OR UNDERSTANDINGS,
WRITTEN OR UNWRITTEN, CONCERNING EMPLOYMENT AFTER LEAVING GOVERNMENT
SERVICE. IN PARTICULAR, DESCRIBE ANY AGREEMENTS, UNDERSTANDINGS, OR OPTIONS
TO RETURN TO YOUR CURRENT POSITION.

None

IF YOU ARE PRESENTLY IN GOVERNMENT SERVICE, DURING THE PAST FIVE YEARS OF SUCH
SERVICE, HAVE YOU RECEIVED FROM A PERSON OUTSIDE OF GOVERNMENT AN OFFER OR
EXPRESSION OF INTEREST TO EMPLOY YOUR SERVICES AFTER YOU LEAVE GOVERNMENT
SERVICE? IF YES, PLEASE PROVIDE DETAILS.

No

IS YOUR SPOUSE EMPLOYED? IF YES AND THE NATURE OF THIS EMPLOYMENT IS RELATED
IN ANY WAY TO THE POSITION FOR WHICH YOU ARE SEEKING CONFIRMATION, PLEASE
INDICATE YOUR SPOUSE'S EMPLOYER, THE POSITION, AND THE LENGTH OF TIME THE
POSITION HAS BEEN HELD. IF YOUR SPOUSE'S EMPLOYMENT IS NOT RELATED TO THE
POSITION TO WHICH YOU HAVE BEEN NOMINATED, PLEASE SO STATE.

No

LIST BELOW ALL CORPORATIONS, PARTNERSHIPS, FOUNDATIONS, TRUSTS, OR OTHER
ENTITIES TOWARD WHICH YOU OR YOUR SPOQUSE HAVE FIDUCIARY OBLIGATIONS OR IN
WHICH YOU OR YOUR SPOUSE HAVE HELD DIRECTORSHIPS OR OTHER POSITIONS OF TRUST
DURING THE PAST FIVE YEARS.

NAME OF ENTITY POSITION DATES HELD SELF OR SPOUSE

None
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27. LIST ALL GIFTS EXCEEDING $100 IN VALUE RECEIVED DURING THE PAST FIVE YEARS BY
YOU, YOUR SPOUSE, OR YOUR DEPENDENTS. (NOTE: GIFTS RECEIVED FROM RELATIVES
AND GIFTS GIVEN TO YOUR SPOUSE OR DEPENDENT NEED NOT BE INCLUDED UNLESS THE
GIFT WAS GIVEN WITH YOUR KNOWLEDGE AND ACQUIESCENCE AND YOU HAD REASON TO
BELIEVE THE GIFT WAS GIVEN BECAUSE OF YOUR OFFICIAL POSITION.)

None

28. LIST ALL SECURITIES, REAL PROPERTY, PARTNERSHIP INTERESTS, OR OTHER INVESTMENTS
OR RECEIVABLES WITH A CURRENT MARKET VALUE (OR, IF MARKET VALUE ISNOT
ASCERTAINABLE, ESTIMATED CURRENT FAIR VALUE) IN EXCESS OF $1,000. (NOTE: THE
INFORMATION PROVIDED IN RESPONSE TO SCHEDULE A OF THE DISCLOSURE FORMS OF THE
OFFICE OF GOVERNMENT ETHICS MAY BE INCORPORATED BY REFERENCE, PROVIDED THAT
CURRENT VALUATIONS ARE USED.)

DESCRIPTION OF PROPERTY VALUE METHOD OF VALUATION

See Attached Schedule A from SF-278. In addition:

Personal Residence $732,000 Recent sales in the neighborhood

29, LIST ALL LOANS OR OTHER INDEBTEDNESS (INCLUDING ANY CONTINGENT LIABILITIES) IN
EXCESS OF $10,000. EXCLUDE A MORTGAGE ON YOUR PERSONAL RESIDENCE UNLESSIT IS
RENTED OUT, AND LOANS SECURED BY AUTOMOBILES, HOUSEHOLD FURNITURE, OR
APPLIANCES. (NOTE: THE INFORMATION PROVIDED IN RESPONSE TO SCHEDULE C OF THE
DISCLOSURE FORM OF THE OFFICE OF GOVERNMENT ETHICS MAY BE INCORPORATED BY
REFERENCE, PROVIDED THAT CONTINGENT LIABILITIES ARE ALSO INCLUDED.)

NATURE OF OBLIGATION NAME OF OBLIGEE AMOUNT
None

30. ARE YOU OR YOUR SPOUSE NOW IN DEFAULT ON ANY LOAN, DEBT, OR OTHER FINANCIAL
OBLIGATION? HAVE YOU OR YOUR SPOUSE BEEN IN DEFAULT ON ANY LOAN, DEBT, OR
OTHER FINANCIAL OBLIGATION IN THE PAST TEN YEARS? HAVE YOU OR YOUR SPOUSE

EVER BEEN REFUSED CREDIT OR HAD A LOAN APPLICATION DENIED? IF THE ANSWER TO
ANY OF THESE QUESTIONS IS YES, PLEASE PROVIDE DETAILS.

No
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LIST THE SPECIFIC SOURCES AND AMOUNTS OF ALL INCOME RECEIVED DURING THE LAST
FIVE YEARS, INCLUDING ALL SALARIES, FEES, DIVIDENDS, INTEREST, GIFTS, RENTS,
ROYALTIES, PATENTS, HONORARIA, AND OTHER ITEMS EXCEEDING $200. (COPIES OF U.S.
INCOME TAX RETURNS FOR THESE YEARS MAY BE SUBSTITUTED HERE, BUT THEIR
SUBMISSION IS NOT REQUIRED.)

2005 2006 2007 2008 2009
SALARIES

FEES
ROYALTIES

DIVIDENDS

INTEREST REDACTED
GIFTS

RENTS

OTHER
(To Capital Gains. |

TOTAL

IF ASKED, WILL YOU PROVIDE THE COMMITTEE WITH COPIES OF YOUR AND YOUR SPOUSE'S
FEDERAL INCOME TAX RETURNS FOR THE PAST THREE YEARS?

Yes

LIST ALL JURISDICTIONS IN WHICH YOU AND YOUR SPOUSE FILE ANNUAL INCOME TAX
RETURNS.

Virginia
HAVE YOUR FEDERAL OR STATE TAX RETURNS BEEN THE SUBJECT OF AN AUDIT,

INVESTIGATION, OR INQUIRY AT ANY TIME? IF SO, PLEASE PROVIDE DETAILS, INCLUDING
THE RESULT OF ANY SUCH PROCEEDING.

No

IF YOU ARE AN ATTORNEY, ACCOUNTANT, OR OTHER PROFESSIONAL. PLEASE LIST ALL
CLIENTS AND CUSTOMERS WHOM YOU BILLED MORE THAN $200 WORTH OF SERVICES
DURING THE PAST FIVE YEARS. ALSO, LIST ALL JURISDICTIONS IN WHICH YOU ARE
LICENSED TO PRACTICE.

N/A
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36. DO YOU INTEND TO PLACE YOUR FINANCIAL HOLDINGS AND THOSE OF YOUR SPOUSE AND
DEPENDENT MEMBERS OF YOUR IMMEDIATE HOUSEHOLD IN A BLIND TRUST? iF YES,
PLEASE FURNISH DETAILS. IF NO, DESCRIBE OTHER ARRANGEMENTS FOR AVOIDING ANY
POTENTIAL CONFLICTS OF INTEREST.

No, however in connection with the nomination process, I have consulted with
the Office of Government Ethics and the DNI's designated agency ethics
official to identify potential conflicts of interest. Any potential conflicts of
interest will be resolved in accordance with the terms of an ethics agreement
that I have entered into with the DNI’s designated agency ethics official and
that has been provided to this Committee. I am not aware of any other
potential conflicts of interest.

37. IF APPLICABLE, ATTACH THE LAST THREE YEARS OF ANNUAL FINANCIAL DISCLOSURE
FORMS YOU HAVE BEEN REQUIRED TO FILE WITH YOUR AGENCY, DEPARTMENT, OR
BRANCH OF GOVERNMENT.

See Attached forms from 2007, 2008 and 2009

PART E - ETHICAL MATTERS

38. HAVE YOU EVER BEEN THE SUBJECT OF A DISCIPLINARY PROCEEDING OR CITED FOR A
BREACH OF ETHICS OR UNPROFESSIONAL CONDUCT BY, OR BEEN THE SUBJECT OF A
COMPLAINT TO, ANY COURT, ADMINISTRATIVE AGENCY, PROFESSIONAL ASSOCIATION,
DISCIPLINARY COMMITTEE, OR OTHER PROFESSIONAL GROUP? IF SO, PROVIDE DETAILS.

No, except for the complaints submitted to the DoD IG described in question
44 below.

I am not aware of any other complaints submitted to a court, administrative
agency, professional association, disciplinary committee, or other professional
group, but for the sake of transparency, I would note that during my
confirmation process in 2007, an anonymous letter was sent to the Senate
Armed Services Committee alerting them to funds spent on my departure
ceremony as Director of the NGA. I had not been involved in the planning of
the event, nor was aware of its total cost until I learned about it during the
confirmation process. I am not aware of any formal complaint or investigation
related to this matter.
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HAVE YOU EVER BEEN INVESTIGATED, HELD, ARRESTED, OR CHARGED BY ANY FEDERAL,
STATE, OR OTHER LAW ENFORCEMENT AUTHORITY FOR VIOLATION OF ANY FEDERAL
STATE, COUNTY, OR MUNICIPAL LAW, REGULATION, OR ORDINANCE, OTHER THAN A MINOR
TRAFFIC OFFENSE, OR NAMED AS A DEFENDANT OR OTHERWISE IN ANY INDICTMENT OR
INFORMATION RELATING TO SUCH VIOLATION? IF 8O, PROVIDE DETAILS.

No

HAVE YOU EVER BEEN CONVICTED OF OR ENTERED A PLEA OF GUILTY OR NOLO
CONTENDERE TO ANY CRIMINAL VIOLATION OTHER THAN A MINOR TRAFFIC OFFENSE? IF
SO, PROVIDE DETAILS.

No

ARE YOU PRESENTLY OR HAVE YOU EVER BEEN A PARTY IN INTEREST IN ANY
ADMINISTRATIVE AGENCY PROCEEDING OR CIVIL LITIGATION? IF SO, PLEASE PROVIDE
DETAILS.

No

HAVE YOU BEEN INTERVIEWED OR ASKED TO SUPPLY ANY INFORMATION AS A WITNESS OR
OTHERWISE IN CONNECTION WITH ANY CONGRESSIONAL INVESTIGATION, FEDERAL, OR
STATE AGENCY PROCEEDING, GRAND JURY INVESTIGATION, OR CRIMINAL OR CIVIL
LITIGATION IN THE PAST TEN YEARS? IF SO, PROVIDE DETAILS.

In May 2000, I appeared as a prosecution expert witness in Federal Trial of 5
Cuban nationals charged with spying against the U.S. in Federal Court in
Miami, Florida. All were found guilty.

HAS ANY BUSINESS OF WHICH YOU ARE OR WERE AN OFFICER, DIRECTOR, OR PARTNER
BEEN A PARTY TO ANY ADMINISTRATIVE AGENCY PROCEEDING OR CRIMINAL OR CIVIL
LITIGATION RELEVANT TO THE POSITION TO WHICH YOU HAVE BEEN NOMINATED? IF SO,
PROVIDE DETAILS. (WITH RESPECT TO A BUSINESS OF WHICH YOU ARE OR WERE AN
OFFICER, YOU NEED ONLY CONSIDER PROCEEDINGS AND LITIGATION THAT OCCURRED
WHILE YOU WERE AN OFFICER OF THAT BUSINESS.)

No

HAVE YOU EVER BEEN THE SUBJECT OF ANY INSPECTOR GENERAL INVESTIGATION? IF SO,
PROVIDE DETAILS.

I am aware that the DOD 1G has received five complaints concerning my
behavior during my long tenure with the Department. Several of these issues
were disposed of so quickly that I was not aware of the complaint at the time,
but became aware only when I was subsequently asked about them during my
FBI Background Investigation in 2007. In each case, the DOD IG concluded
that the complaints were unsubstantiated or without merit.
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¢ In 1994, a complaint wrongly alleged that I had used my government
position to obtain a free hotel accommodation. As best I can tell, the issue
related to a time when I received an upgraded hotel room that I had not
requested. After a preliminary inquiry, the IG closed the matter with no
further action.

* In 1994, a complaint wrongly alleged that I had inappropriately solicited
funds for the Air Force Assistance Fund using my official position. Aftera
preliminary inquiry, the IG found that I was authorized to do so, and closed
the matter with no further action.

s In 1995, a complaint wrongly alleged that my spouse and I had misused a
government laptop computer. Based on the preliminary inquiry, the IG
found no violations of policies or regulations and the matter was closed
with no further action.

s In 1995, a complaint alleged that | had improperly used my position at DIA
and attempted to work as a consultant for the Joint Military Intelligence
College. The IG found that there had been no improper conduct at issue,
and closed the matter with no further action.

¢ [n 2005, a complaint wrongly alleged that I had engaged in an inappropriate
relationship with a female subordinate and that I provided preferential
treatment to that subordinate. Based on a preliminary inquiry, the DoD IG
found insufficient basis for the allegations to warrant an investigation, and
the matter was closed with no further action.

PART F - SECURITY INFORMATION

45. HAVE YOU EVER BEEN DENIED ANY SECURITY CLEARANCE OR ACCESS TO CLASSIFIED
INFORMATION FOR ANY REASON? IF YES, PLEASE EXPLAIN IN DETAIL.

No

46. HAVE YOU BEEN REQUIRED TO TAKE A POLYGRAPH EXAMINATION FOR ANY SECURITY
CLEARANCE OR ACCESS TO CLASSIFIED INFORMATION? IF YES. PLEASE EXPLAIN.

Yes, last polygraph conducted May 2005 as Director, NGA. Previous
polygraphs conducted circa 1987 as J-2 PACOM, and circa 2000, as a member
of the NSA Advisory Board
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47. HAVE YOU EVER REFUSED TO SUBMIT TO A POLYGRAPH EXAMINATION? IF YES, PLEASE
EXPLAIN.

No

PART G - ADDITIONAL INFORMATION

48. DESCRIBE IN YOUR OWN WORDS THE CONCEPT OF CONGRESSIONAL OVERSIGHT OF U.S,
INTELLIGENCE ACTIVITIES, IN PARTICULAR, CHARACTERIZE WHAT YOU BELIEVE TO BE
THE OBLIGATIONS OF THE DIRECTOR OF NATIONAL INTELLIGENCE AND THE INTELLIGENCE
COMMITTEES OF THE CONGRESS RESPECTIVELY IN THE OVERSIGHT PROCESS.

The Congressional committees charged with the oversight of the Intelligence
Community monitor and are cognizant of activities, programs, and policies
executed by the Intelligence Community. The basic obligation imposed by
section 502 of the National Security Act of 1947 is to keep the two intelligence
committees "fully and currently informed” of all U.S. intelligence activities
(excepting covert actions that are covered in section 503), including
"significant anticipated intelligence activities" and "significant intelligence
failures." The oversight process provides a necessary check and balance
structure ensuring that Intelligence Community resources — split between the
National Intelligence Program (NIP) and the Military Intelligence Program
{MIP) — are appropriately aligned with national priorities. The relationship
between the Intelligence Community and its Congressional overseers is
mutually-beneficial; the obligation of the overseers is to ensure the nation's
security, as well as to be vigilant for potential abuses — particularly in the area
of civil liberties.

49, EXPLAIN YOUR UNDERSTANDING OF THE RESPONSIBILITIES OF THE DIRECTOR OF
NATIONAL INTELLIGENCE.

The DNI is responsible to the President for the performance of the entire
Intelligence Community as an enterprise and to ensure, ultimately, that
decision-makers — from the White House to the fox hole — are provided
accurate, timely intelligence. This entails supervision and oversight of all
aspects of the enterprise: substantive analysis, resource management,
intelligence policy development, operational effectiveness, and compliance
with the law. The DNI also serves as the principal intelligence advisor to the
President and is responsible for ensuring that the Congress is able to carry out
its oversight of the Intelligence Community.
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TO THE CHAIRMAN, SELECT COMMITTEE ON INTELLIGENCE:
In connection with my nomination to be the Director of National Intelligence, |

hereby express my willingness to respond to requests to appear and testify before
any duly constituted committee of the Senate.

@2‘5 @Jﬁm«-———
ign T

ature

Date: ] \)UL:Q?, 2010
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CHAPTER 38

THE ROLE OF DEFENSE
IN SHAPING U.S.
INTELLIGENCE REFORM

JAMES R. CLAPPER, JR.

erformance of the U.S. Intelligence Community (IC) prior to the terrorist
s of September 2001 and the invasion of fraq in March 2003 was consistently
tioned and ultimately led to sweeping intelligence-reform legislation in 2004.
e several commissions, national-security think tanks, and Congress weighed in
, this tumultuous period, it was the g/11 Commission that proved to be the
ary catalyst for legislative remedies.!

This chapter will examine the intelligence- -reform movement since 9/11, with a
cular emphiasis on Defense Intelligence reforms. Tt will explore the role of
nse Intelligence in shaping and implementing law and subsequent executive
ance and policy. It also highlights how long-term, trusted relationships among
key intelligence officials in place during 2007-8 were a critical factor in
ing successfully through a number of contentious policy ssues. Finally, the
ter concludes with my views on the work still to be done to bring the full spirit
d intent of the intelligence-reform movement to fruition.

One of the more important commissions investigating imelt‘zgena performance during this
waas the Commission on the Intelligence Capabilities of the United States Regarding

apons of Mass Destruction, which did not publish its report until March 312005, Although
known as the o/u Commission, ity official nzme is The National Commission on Terrorist
chs upon the United States.
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2. THE DRIVE TO REFORM :

The National Security Act of 1947 established & new national-security s
within the United States, including the first components of a national Tnte
Commaunity (1C}2 Inn 1950, a new Director of Central Intelligence (D€ ‘
Walter Bedell Smith, began to shape the nation’s disparate intelligence agenc
something recognizable as an “Intelligence Community,” a term first us
his teniure {Wirner 2001, 6. He maneuvered the Department of State émd
Chiefs of Staff out of clandestine operations and pushed successfully to |
signals-intelligence capabilities of the armed services under civilian com

Since that time, a seemingly endless series of studies has examine
typically prompted by a real or perceived abuse of power or shortfalls
community’s performance.’ The Cuban Missile Crisis drove much of the r
in the 1g6es. Concern over the conduct of covert operations and povern
abuses of Americans civil liberties fostered many of the reforms in the
led to greater oversight in both the legislative and executive branches.® The
ing of Executive Order 12333 by President Ronald Reagan in 1981 was th
new president’s effort to protect the rights of Americans and outline t
and responsibilities of the members of the 1C, particularly the Director of
Intelligence (DCI). Many of the proposed intelligence reforms of the oo
the result of pressure to reap a “peace dividend” by downsizing the 1C a
end of the Cold War®

The executive branch once again found itself under significant press
reform the IC after the 9713 Commission report, refeased just before the 200
dential election. Initially, President George W. Bush's National Security
working with the senior leadership in the IC, publicly responded to th
drafting several new executive orders that strengthened the management
of the DCL® Neither the Congress nor its constituents found them sufﬁ ;
continued to-push for legislation.

* The original members of this sarly intelligence systeny were the Ceratral Inted] hxem
and the Departments of Justive, State, War, and Navy.

* For more information on the history of jmellizence reforms; see DNT Mike MiCon
“Orverhanling Intelligence” in Forefgn Affairs or the ODNT publication, “Six Diecades of 1y
Reform.”

* The Senate Select Commuties on Irmelligence was created in 1976 and the House N
Select Committee on Intelligence followed in oy,

* The House Permanent Select Copumittees Staft Report {217 and the Aspin B
Commission {formally-titled “Preparing for the 215t Century: An Appraisal of US, imelﬁg
are exataples of some of the calls o downsize intelligence.

* President Bush signed four executive orders on August 25, 2000 “Directing the Strep
Management of the Intelligence Community™; “Bstablishing the National Counterternigisn
{NCTC) *Strengthening the Sharing of Terrorisiy fnformation 1o Protect Americans™ an
“Establishing the President's Bosnd on Safeguarding Americans’ Civil Libertiss” ‘
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. The consenisus of those pushing more aggressive reforms, including an assertive

the IC needed stronger, more centralized management and that the current
struct-—a DCI charged with both overseeing the performance of the IC as well
matiaging the day-to-day operations of the Central Intelligence Agency (CIA}—
as unworkable, This was certainly central to the recommendations included in the
1t Commission Report released in July 2004 and echoed in the draft legislation
wproved by the Senate” The proposal to create a strong Director of National
telligence (DN1) was far more contentious within the House of Representatives,
hich advocated a different vision for intelligence reform.

 Despite significant obstacles, the Congress managed to push through, and
resident Bush signed, the Inteli ;gence Reform and Terrorism Prevéntion Act
TPAY in December 2004, The new law created ¢ DNI whose primary responsi-
fes were 1o serve as principal advisor to the president on intelligence matters; to
age and owersee the programs and activities of the sixteen components of the
half of which are statutorily housed within the Department of Defense—and
etermine the National Intelligence Program {Section 102)." While the IRTPA
the DINI strengthened authorities in a number of areas, neither the Congress
¥ the American public were willing to go so far a8 to create & Department of
lligence, a dream of some reformers. At the end of the day, IRPTA did not pro-
de the DNI much more latitude than the DCI had in managing the IC.

The opposition 1o centralizing too much authority in a DN was led by the
epartment of Defense and the members of Congress on the srmed services com-
ees, most notably Representative Duncan Hunter (R-CA) and Senators Carl
n (D-M1), John Warner {R-VA), and Ted Stevens (R-AK). In the fall of 2004, the
gress had worked to a stalemate, and the legislation was in jeopardy. Reform-
ded members of Congress, led by Senators Susan Collins (R-ME}; Toseph
erman (1-CT) and Representative Jane Harman {13-CA); were converned that
is rare opportunity to pass reform legislation might be squandered if they com-
ommised their original positions significantly to ensure passage. This compromise
uded what became a controversial provision—=Section 118,

Section 1018 essentially states that the president shall wsue guidelistes to the DNI
laining how the DNI will manage the components of the 1C without abrogating
: statutory authorities of other members of the executive branch.’ Many in the
nd those who closely follow the IC immediately recognized that Section 1018

" Some in the Senate, notably Senators John MeCain and Arden Specter; had actualty drafied
dslation that would: in essence covate 3 Department of Intelligence.

¥ The National Intelligence Program is & budgetary aggregation straddling sixteen
mponents which supplanted the National Forcign Intelligernce Program. The FYoR top line for
e NIP is §g2.7 billion.

% Section 108 states: “The President shall issue guidelines to-ensure the sfective
plernentation and execution within the exccutive branch of the authorities granted 1o the
rector-of National Intelligence...in a manner that réspects and does not abrogate the stattory
Iesponsibilities of the heads of departments., "
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effectively neutered the legislation. To be a bit more generous, it did, in militay
lance, help promote “unity of effort” within the 1C but did not compel “yyit
mand.” The governance system created by the new law relies on the “coopery
graduate” approach rather than the Clausewitzian “compel one to do vour wil}»
who sought a strong, central authority figure for intelligence were disappointe

Section 1018 was written by defense advocates to protect the Departy
Defense, but it also prevented the DNI from unilaterally making decisi
would affect the intelligence elements of the Department of State, Federal
Investigation, Department of Homeland Security, and others. The Cl14 4
intelligence component other than the Office of the DNI not housed with;
net department and that, by statute, reports directly to the DNT."

Not long after the first DNI, Ambassador John 2. Negroponte, was ap
and the Office of the DNI (ODNI!} established, it became apparent that
reform-minded new policies and programs for the 1C would be difficul
impossible, Whether the topic was personnel management, training, informa
sharing, coordination of activities in the field, or the improvement of 4
Negroponte found that his proposed policies and plans overlapped and oft
tradicted plans and pelicies already in place——many statutorily based—wit
other departments. He quickly learned that the new management paradigm
that much better than the old DCI model, which relied heavily on the good
cooperation of the departments.

While it is true that Department of Defense intelligence and intelligence.
activities are subject to many of the authorities granted to the DNT in the IR]
is the Secretary of Defense who ultimately exercises “authority, direction, an
trol” over the eight DoD elements designated as members of the 1C.* The D
authorities do not extend o operational or tactical control over any Dol) o
nent. Thus, defense intelligence components must achieve a delicate balance bef
supporting the DNI and responding to the priorities he establishes whil
same time delivering the optimal set of capabilities to support the Departm
Defense. .

2.1 The “Dream Team” and its Window of Opportunity : |

After the Republican Party suffered defeat in both houses of Congress in the |
2006, President Bush made a number of changes in his national-security lead
team. By early 2007, he had a new DN, J. Michael McConnell; a new ll)érecmi{

¥ The language from the IRTPA, Sec 104A:“The Director of the Censral ntelligence &
shall report to the Director of National Intelligence regarding the activities of the Cential
Intelligence Agency.”

' Under Section 3141 of the National Security Ac, the following DaD elemenis are
designated as clements of the IC: “NSA, DIA, NGA, NRO, other offices withus the DeD) for d
collection of specialized national intelligence through reconnaissance programs. the ritellip
elements of the Army, the Navy, the Air Force, and the Marine Corps. "
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tral Intelligence Agency (DCIA), Michael V. Hayden; a new Secretary of Defense
obert Gates, and a new Under Secretary of Defense for Intelligence (myself), in
lace. All four of us were intelligence veterans whe had worked wgether for decades.
/e had all been responsible one or more times for managing the day-to-day opera-
ons of a major intelligence agency, We had all been through several rounds of intel-
gence reform in our careers and understood the difficultjob the DNThad undertaken.
oth Mike Hayden and I had advocated for something akin to a Department of
wtelligence during the debate on the IRTPA legislation; which clashed with the views
ur then boss, then Secretary of Defense Domald Rumisfeld.
In early 2007 we all faced significant challenges in our new jobs, but we knew,
1 the loopholes in the law, that the DNI job that Mike McConnell had sccepted
as perhaps the most difficult and thankless, and we all vowed to help him carry
his mandate. We recognized that the viability of the 1C and the safety and secu-
of the American people (and the security of many outside the United States)
pended on our improving the performance of U.S. intelligence,
Director McConnell éxpressed his reservations to President Bush about accept-
the position and told the president he would need his support in order to make
progress on intelligence reform. The president agreed and Secretary Gates
ged his assistance as well. In one of our earliest meetings, I offered to do my part
elp the new DNI, and, with the agreement of Secretary Gates, we created a new
tion-—the Director of Defense Intelligence (DD}, which is dual-hatted as the
Secretary for Intelligence (USD{I 1) reporting to the Secretary of Defense and
he DDI reporting to the DN By doing this, I believed I could use both sets of
legated statutory authorities (the Secretary’s delegated authorities over DoDd
ponents, as well as the DNI's delegated authorities) to further the DNT's objec-
nd work more directly on his behalf. Seevetary Gates and DNI McConnell
kly signed a Memorandum of Agreement (MOA| creating the DDI position in
ooy, “dual-hatting” my position. The DNI and Secretary of Defense later
mwd an annex that elaborated on my duties and responsibilities as the DDL
ccording to the MOA, the DDI serves as the principal advisor to the DNI on
tters concerning DoD) intelligence, counterintelligence, and security-related
The DDI reports to the DNT on three key areds: requirements, intelligence
les, and general “advice and assistance”” As a member of the DNT staff, the DD
in the execution of DNI responsibilities for the oversight of defense intelligence
rs. Under this cotistriset, the DDI will receive direction from the NI and then
ment that direction as the USDI, capitalizing on the authorities delegated by
cretary of Defense to the USDL The DI assists the DNI in bringing greater
ronization across the 1C by establishing policies and plans for the Defense
igence Enterprise that comport with DNT guidance.”

The Defense Intelligence Enterprise consists of the eight Dol comiponents previously cited
s of the 10, s well us all otver imtelligence ¢iaments, including those of the Consbarant
nids, within the Department of Defénse,
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The first test of the viahility of this new concept came with the deve
of the DNTI's new policy on joint-duty sssignments. Joint duty is a ¢
sonnel rotation system aimed at encouraging and facilitating assignment
elements of the 1C.% Joint-duty assignments assist in developing 1C em
and leaders with an enterprise-wide perspective, cultivating cross-organiz,
networks and facilitating information sharing. This is an example o
logical initiative that proved very difficult to implement. As.aresuli o
1018, the IRTPA did not transfer the personnel-manzgement autho
intelligence personnel accorded the Secretary of Defense when it nh«xrg
IINI with establishing this new persannel policy.” Thus DoD wo
to change its personnel policy hefore the new joint-duty policy would
significant effect,

The ides of joint-duty assignments for members of the IC had: he
for more than a decade but was given increased prominence during
Commission debates. Although many believed that the IRTPA created ¢
duty program under the DNI, in fact a similar 1C Assignment Program
in place under the DCI since the mid-gos. It foundered, as vear after
agencies sent their best and brightest out on rotation and many pu
“waivers” that would allow them to create their own rules on what ¢o
rotational assignment,

Although 1 supported both the spirit and intent of the joint- duw ass
program, I quickly learned in my new job as USD(Li the difhiculties it wou
within the DoD. Military intelligence officers could not be governed by
civilian intelligence officers were managed under DoD rules. Wearing my
I warked to create rules within the Defense Civilian Intelligence Personi
that would support the joint-duty program while at the same time not
the Secretary’s authorities. After many months, my staff and 1 finally ¢
through the Department, but not without great difficuity.

This was the first of many seemingly intractable policy ssues tha
other members of the [C Executive Committee grappled with as the
tinued to push for reforms.’* On many occasions, as 1 developed inte
policy for DoD, and the DNI developed national intelligence poli y
larger IC, we found ourselves at legal impasses as a result of Section 10
our desire to work toward a reasonable solution, we were informed t
again that legally we could not compromise. We were advised the 3
Defense could not legally cede bis authority to anyene outside of Dol
he wanted to do so.

* The militasy has had & similar svstem in plade since the passage of the Goldwat
Act in 1986, A seminal work on the Goldwater-Nichals Act and the joint duty concaptie
miitary is Locher {zo02)

¥ See o US, Code 83

& The EXCOM is composed of the heads of the sixtern compornents of the I am%
USDHI :
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636 INTELLIGERG)

which President Bush signed on July 30, 2008, Few believed th
accomplished before the end of the administration. But McCan
and | recognized that we had only a narrow window of time for uy
of the lessons learned subsequent to the enaciment of the TRT
alignment of experienced senior officials. ‘
A few deeply felt issues came close to scuttling the entire e
nificant of these issues for the Department of Defense was the ¢chal
how Section 1018 was to be interpreted and implemented. On
recognized that Section 1018 preserved the authorities and r
Secretary of Defense in the world of national inte

the war fighter during times of conflict. Not only did many ofh
strongly about the necessity of preserving these authorities
committees felt strongly as well. On the other hand, we recogn
hamstrung the DNI in his efforts at reform. Finding some n
clearly necessary.

The DNI felt strongly that he needed the executive order to
“presumption” would be that he was not abrogating the authorit
department heads, unless the departments could prove otherwise
den of proving he was violating their authorities rested with the de
the DNT'would be free to exercise his authorities up until he wa
violation. This was objectionable to all of the departments, bat it wy
to devise the argument opposing this language, as well as to help craft
native language, ‘

After manyweeks of hagglingover thislanguage, Hadley, Gates.a
personally crafted language that would sufficiently explain how Sect
be interpreted and applied. In essence, the new language in the exe:
“presumption clagse” still maintains that the DNI may not abroga
tal authorities. Howewer, there is an important codicil. It now state
tives issued and actions taken by the Director in the exe
authorities and responsibilities” shall be implemented by the eleme
It adds that any department head who believes that a directive o
DNI violates the requiremients of Section 1018 of the IRTPA mast bri
to the attention of the DNI, NSC, or the president for resolution.
seem convoluted and nuanced, the EQ language makes clear that 3
pents must isnplement what the DNI tells them to implement.
potential conflicts with departmental directives. It also creates
wheéreby departments can bring any potential viclations of Section
attention of the DNI, and if necessary up the chain of command all the
president. In the end, the DNI felt the EQ language gave him the |
“cover” he needed to push his policies through. Historians may some
why so much intellectual energy and effort was put into addressing thi
but only such effort is necessary to reach consensus in the world of higl
policy negotiations.
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s the debate over the presumption clause was underway, Secretary Gates and
 obligated to represent Dal)s institutional viewpoint and remind all parties
he Congress had not been willing to more strongly centralize the DNI'sauthor-
Dol also wanted to ensure that we honored an agreement made between Vice
ent Dick Cheneyand the House and Senate Armed Services Committees dus-
e IRTPA debate to inform the committees of any presidential guidelines that
d affect Section 1018, [n a somewhat unprecedented decision, DoD, DNI, and
stakeholder departments agreed to brief Congressional oversight committees
e actual language of EO 12333 prior to the president’s signature,

espite what were at times heated debates, in the end, we all were satisfied that
vised executive order represented a “good government” compromise, and the
age that clarified Section 1018 would help the DNI promulgate new policies
abrogating existing authorities of the department heads. That said, with-
e trust and mutual respect established over decades among the president’s
intelligence team, T believe the successful revision of BO 12333 would have
n doubt,

3. WHERE WE Go FroM HERE

ue, systemiic intelligence reform to take place, both internal and external pres-
miust be consistently applied for the IC 1o change its culture, its practices, its
res; its deeply held beliefs about itself and its rale in a changing world.” As
otions of how to conduct the business of intelligence in a democratic soclety
with a serious domestic threat are explored, the DNI should have the where-
to implement good ideas quickly, and if warranted, institutionalize them in
stutes and policies.

Good policy is the key to getting things done in Washington. Although burcau-
and unglamorous, the IRTPA and EO 1z3as—including subsequent DNTand
ntelligence policy directives that will follow—are the legal and policy under-
ngs of the current intelligence reform movement. While revising EO 12333 was
portant step in bolstering the DNI's ability implement lasting policies, it does
nd really cannot—resolve all of the IRTPA's ambiguity. | have come to believe
will not see legislation that gives the DN unambiguous authority in the
- termy nor do [ believe much more authority is warranted.

0o longer believe as strongly as I once did in greater centralization of intelli-
e activity or authority, and have changed my views on the establishment of a
artment of Intelligence. Intelligence has become an integral function within
t national-security organizations, and I realize that the individual needs of each

Ser Barger {2003 and Gill, Marrin, snd Phythian (2009}
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department for tatlored intelligence outweighs the benehts of more centr
management and control. Five years after signing IRTPA, the time has
professionals both within as'well as outside the 1C to reengage in the debat
how much centralized management of intelligence is prudent.

Regardless of the outcormie of that debiate, 1C still has much work to do m ‘
the ambiguous lanes-in-the-road issues, which often lead to turf battles, pa
larly within the area of homeland defense. We need to find less expensive by
tive ‘ways to collect data, analyze it quickly, and make that analysis releva
notion, adopted by the DNI, of intelligence providing a “decision advantag
apply not only to the policymaker but to the soldier in Baghdad or Kabul w
needs to have the right intelligence allowing him to react faster than the enemy
nieed to share niore and hoard less information especially with our domesti
local, and tribal governments, and with our international partners. .

1 will end with two final thoughts on the future of U5, intelligence. First
DN1 to achieve truly meaningful intelligence reform, the DNI cannot afford u
for Congress to clarify IRTP;\, rather the DNI must rely on the willingness .
Department of Defense to carefully balance the DNI's national intelligence p
ties with the burgeoning requirements within Defense for timely, relevan|
actionable intelligénce: This cannot be done unless the Secretary of Defense
DNI work in full partnership to accomplish the nation's security objective
Secretary Gates and Director McConnell have done.

Second, people matter. The makeup of the intelligence leadership team
be chosen carefully, not only for thelr years of experience and knowledge, |
their ability to be team players. Five years after the passage of IRTPA and
than a year after revising EO 12333, the new administration and the ing
intelligence team inherit an Intelligence Community that is in a state of tra
mation, and the individuals leading the IC will still have a unigue opportus
continue the initial reform efforts; While the [C has made great strides si
in improving information sharing, for example, there is still work 1o be
Based on my experience within the IC and Defense Intelligence Enterpri
following should be among the pricrities of the IC in the new administy
reforming intelligence acquisition, investing in analytical tradecraft, con
security-clearanice reforms. strengthening security and counterintelligence
ties, maximizing community collaboration, and forging closer intelligen
tionships with foreign partners. Bach of these areas will require strong lea
and interagency collaboration to develop and implement policies thar will's
long-term reforms.

¥ As described by Jenmifer Sims.*. the key to inrelligence-driver: victories may not be
collectiors of abjective ‘truth’ so maich as the gaining of in information edge or competitive
sdvantagé over an adveresry. Such an seeantage con dissolve s deciion-maker's quandary an
allow hirey to-act. This ability o labricate choice is the real objective o¥ intelligence” For more
information, see the DNT's Vi ision ze13, htpedwwwdnigod Viston_soigpdfand Stms (3000
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Friends Indeed

"Help Wanted: A Spy Chief Liked By All" [White House Week, May 9] got it half right. Tt
is true that when asked at a recent National Geospatial-Intelligence Agency town hall
meeting if I was leaving, I told my staff nothing official had been said to me about
staying at NGA or going elsewhere. It is not true that Defense Intelligence Agency head
Vice Adm. Lowell Jacoby and I don't like each other. We have an oceasional professional
disagreement, but we are personal friends and maintain an excellent relationship.

LT. GEN. JAMES R. CLAPPER JR. USAF (RET.)

Director

National Geospatial-Intelligence Agency

Bethesda, Md.

This story appears in the May 23, 2005 print edition of U.S. News & World Report.
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SELECT COMMITTEE ON
INTELLIGENCE

UNITED STATES SENATE

Additional Prehearing Questions for
James R. Clapper, Jr.
Upon his nomination to be

Director of National Intelligence
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Responsibilities of the Director of National Intelligence

1. What is your understanding of the following responsibilities of the Director of
National Intelligence (DNI)?

8. As the head of the Intelligence Community (IC).

b. As the principal adviser to the President, the National Security
Council, and the Homeland Security Council for intelligence matters
related to the national security.

¢. In overseeing and directing the implementation of the National
Intelligence Program.

d. In managing the Office of the Director of National Intelligence (ODNI).

As head of the intelligence community, the DNI not only develops policies
and procedures to guide the work of U.S. intelligence agencies, but also oversees
their performance to ensure compliance with these policies and procedures. The
DNI’s ultimiate objective, pursuant to the Intelligence Reform and Terrorism
Prevention Act, is to create a unified intelligence effort at the national level that is
both effective and efficient. A significant part of this responsibility also includes
representing the interests and positions of the intelligence community to the rest of
the Executive branch, the Congress, foreign governments, and the public.

As principal intelligence adviser to the President, the DNI ensures that the
President and senior government officials receive the substantive intelligence
support they require to carry out their responsibilities. This entails keeping them
apprised of current, ongoing developments around the world; having intelligence
analysis prepared to meet short-term needs, preparing longer-term assessments to
support longer-term policy decisions; and responding to questions they have about
intelligence they have received. In short, the DNI, as the head of the entire
intelligence community, including both its collection and analytical capabilities,
serves as the President’s focal point for the provision of substantive intelligence.

The DNI’s responsibility for the National Intelligence Program (NIP) entails
building and shaping the NIP and monitoring the activities undertaken by elements
of the intelligence community to ensure that appropriated funds are, in fact,

1
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allocated and spent in accordance with the National Intelligence Program budget,
and that they are achieving objectives. Should elements of the community wish to
allocate and spend funds that have been appropriated for a different purpose, the
DNI must approve such transfers or reprogramming in accordance with applicable
law. If the DNI should find that appropriated funds are not being allocated or spent
as provided by the National Intelligence Program, it is his responsibility to address
such failures with the head of the department or agency concerned, and, if a
suitable resolution of the matter cannot be found, to report the matter to the
President and Congress.

Managing the ODNI requires clearly setting priorities and direction so that
ODNI staff can assist the DNI in leading the IC. The National Intelligence
Strategy provides an overall roadmap for the direction of the IC, and the ODNI
assists in monitoring the IC’s achievement of NIS mission and enterprise
objectives. The ODNI contributes by concentrating on areas where issues cannot
be resolved by individual agencies, as well as areas where intelligence agencies
must be better integrated and more collaborative to produce better intelligence.

2. Please reflect on specific experiences you have had in your profession in
intelligence—in the military, private sector and civilian leadership of the DoD—to
illustrate how your background and experience will enable you to serve effectively
as the head of the IC. With respect to the different aspects of your career and the
positions you have held, please identify within your response a description of the
issues relevant to the leadership of the IC that you see based on your background
and experience.

I feel my experience in the military — starting with my two tours of duty
during the Southeast Asia conflict — provided a wealth of experience in intelligence
which has been expanded and honed by the things I've done since retiring from
military service in 1995. I have been a practitioner in virtually every aspect of
intelligence. I was trained as a SIGINT officer, and worked in SIGINT collection
and analysis. During my tour in Vietnam, I was a warning watch officer, all-
source analyst, and briefer. Following this tour, I was selected to be the Aide-de-
camp to two successive commanders of the Air Force Security Service, which was
an invaluable "leadership laboratory,” as I observed these senior officers lead a -
world-wide enterprise, with thousands of people, engaged in (at the time) very
complex and demanding missions. I learned early on the attributes of command, '
leadership, and executive skills required of such leaders. I later served in a similar

2
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capacity as Military Assistant to two Directors of NSA, and was able to observe,
and draw lessons learned for later in my career when I was in similar positions as
Director of two of the major intelligence agencies.

Over the course of my military career, I served as a Commander in combat,
(flying 72 combat support airborne radio direction finding missions over Laos and
Cambodia) as well a Wing Commander, and Commander of a Scientific and
Technical Intelligence Center. Also, I have served as a Director of Intelligence (J-
2) for three war-fighting commands (US Forces Korea, Pacific Command, and the
then Strategic Air Command). I learned every aspect of intelligence collection,
analysis, operations, planning and programming, and application and in all other
disciplines — HUMINT, GEOINT, MASINT, Foreign Material, Counter-
intelligence, and other more arcane forms of technical intelligence. I have been
widely exposed to the workings of the entire U.S. Intelligence Community around
the globe.

As Director of the Defense Intelligence Agency in the early 1990s, I led a
major effort to essentially re-shape the Agency, prompted by a mandated reduction
of approximately 20%, to help reap "peace dividend" savings by virtue of the
demise of the Soviet Union. This required an alternative organizational scheme, a
reduction and re-orientation of the work-force, while minimizing negative morale
effects. I orchestrated the founding of the Defense HUMINT Service, which
moved all strategic HUMINT resources from the Military Services to DIA —a
transformation fraught with controversy and opposition, as well as absorbing into
DIA two formerly self-standing organizations — the Army Missile and Space
Intelligence Center (MSIC), and the then Armed Force Medical Intelligence Center
(AFMIC) (now the National Center for Medical Intelligence).

After retirement from active duty in the United States Air Force, I worked as
a contractor for four companies, with intelligence as my primary focus. This gave
me great insight into the roles as well as the strengths and limits of contractors,
how the government looks from the outside, and what drives a commercial entity
as it competes for, wins, and fulfills contracts. As the first civilian Director of
NGA, I accordingly was able, I think, to deal much more effectively with
contractors as a part of the work force.

During the six year interval after I retired from the Air Force in 1995 and
before I became Director of NGA in 2001, I served on many government Boards,

3
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Commissions, and Panels. Notable among them was service as the lead
intelligence and counter-intelligence investigator for the Downing Assessment
Task Force, which investigated the bombing of the Khobar Towers Air Force
facility in Saudi Arabia on June 25, 1996. This was an epiphany experience for
me, since I learned directly of the horrific effects of an 1mprov18ed explosive
device planted by terrorists.

I also served as Vice Chairman of a Congressionally mandated Commission
chaired by former Governor of Virginia Jim Gilmore for almost three years. The
purpose was to study the potential for a weapons of mass destruction attack on the
Homeland, to recommend what should be done to prevent such attacks, and how to
respond to them should they bappen. Governor Gilmore and I briefed the Vice
President in May of 2001 on the Commission's findings, and warned him that it
was not a question of whether we would be attacked, but when. Because of this
experience I learned a great deal about such issues as perceived at the state and
local levels, and helped formulate recommendations which in part presaged the
subsequent formation of the Department of Homeland Security.

Additionally, I participated in a study led by former Deputy Secretary of
Defense John Hamre on the intelligénce and counter-intelligence capabilities and
shortfalls in the Department of Energy.

1 became Director of the National Geospatial Intelligence Agency (then the
National Imagery and Mapping Agency, NIMA) two days after 9/11. NIMA was
then generally considered the most dysfunctional component of the IC. It had
failed to live up to the vision of the original founders of the Agency to meld
mapping, charting, and geodesy on one hand, with imagery and imagery
intelligence on the other. Using a very useful report produced by the
Congressionally-chartered NIMA Commission as a “roadmap”. 1led the
metamorphosis into the now well recognized intelligence discipline of Geospatial
Intelligence (GEOINT), and the symbolically important change in the Agency's
name. Now, NGA stands as a productive, efficient, and mature component of the
IC.

I concurrently gained the experience of serving for almost nine years as
manager of two of the major programs in what is now the National Intelligence
Program — the General Defense Intelligence Program (GDIP), and the National
Geospatial Intelligence Program (NGP), as well as serving as the Executive for the

4
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Military Intelligence Program in my current capacity as USD(I), for over three
years.

As the Under Secretary of Defense for Intelligence, I helped exercise
civilian control over the military, served as Program Executive for the Military
Intelligence Program, and developed and promulgated standards and policy across
the entire range of the intelligence, counter-intelligence, and security dimensions
of the DoD. I have taught intelligence at the graduate level at the then Joint:
Military Intelligence College and, briefly at Georgetown University. I have also
worked with the Intelligence Oversight Committees of the Congress since the early
1980s.

I bave traveled widely to dozens of countries, and am familiar with their
intelligence capabilities, and know many senior foreign intelligence leaders
personally. Ihave known and worked for and with all Directors of Central
Intelligence and Directors of National Intelligence for the last two decades. I have
accordingly participated at the highest levels of intelligence decision making on
allocating scarce resources, determining priorities, approving critical intelligence
judgments as a member of the National Foreign Intelligence Board/National
Intelligence Board, and briefed senior national security officials both in the United
States and overseas.

Apart from all this functional experience, I have lived the history of the
intelligence community for that same time span. 1 think the amalgam of this
experience — the breadth, depth, and scope — equips me to deal with the extreme
demands of the DNI — a position, which demands extensive knowledge of the
entirety of the US intelligence enterprise.

3. Based on your professional experience, and in particular your experience as the
Under Secretary of Defense for Intelligence (USD(I)), what is your view of the
role of the DNI in overseeing the 16 agencies of the intelligence community and
integrating them into an effective intelligence enterprise? Please answer separately
for the following:

a. The DoD (DoD) intelligence components.

b. The Central Intelligence Agency (CIA).
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¢. The intelligence agencies that reside in other departments of the federal
government.

d. If confirmed as DNI, what steps will you take to improve the
integration, coordination and collaboration of the agencies of the
Intelligence Community (IC)?

With respect to the four intelligence agencies in the Department (DIA, NSA,
NGA and NRO), the DNI plays a crucial role in supervising their performance and
output. The DNI allocates resources in the National Intelligence Program, and
monitors the intelligence agencies’ operations and production. The DNI sets
standards, and formulates policies governing these agencies, and insures they
fulfill their missions. Each has unique missions, requiring unique insights and
understanding.” Three of them are also Combat Support Agencies, so the DNI, with
the support of the USD(I), must also see to their performance in that capacity —
striking balance between their national and defense missions. The service
intelligence components for the Army, Navy, Air Force, and Marine Corps also
play unique and distinct roles for their services, as well as for the national
intelligence community. I served as Chief of Air Force Intelligence, so 1
understand this domain as well, from personal experience. Having served as a
Director for two of these agencies (DIA and NGA), and having spent a great deal
of time in NSA, both on.active duty, and, subsequently after retirement on the NSA
Advisory Board, I believe I have a thorough understanding of the distinct roles
each of these organizations play both in the Department, as well as in the IC. 1
tried to use the "double-hat" I wore as the DNI's Director of Defense Intelligence,
as a "bridging" capacity, to help the DNI manage the DOD intelligence
components.

While I have never been assigned to the CIA, I have worked closely with it
over a period of almost 30 years. I believe it is a national treasure, and a crown
jewel of the IC. I feel the DNI does have both a partnership and oversight role to -
play in relation to the CIA. It has unique capabilities, and unique responsibilities
which must be synchronized with the other components of the IC.

The intelligence components of four of the other cabinet departments (State,
Homeland Security, Treasury, Energy) generally are not "agencies” within those
departments, but provide unique staff support to their respective cabinet heads,
and, in turn, unique capabilities and perspectives for the larger IC. The FBI, in the

6
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Department of Justice, represents a unique combination of intelligence and law
enforcement responsibilities. Most recently, I worked very closely with the FBI in
the aftermath of the Ft Hood shootings. Also in the Department of Justice, the
DEA provides unique contributions to the Intelligence Community.

The DNI must understand the complementary contributions of each of these
unique components, lead them with a "unity of effort" perspective, and forge a
sense of teamwork among their leaders.

If confirmed as DNI, I will continue the efforts of the previous DNIs to
"work the seams" between and among the 16 components, to eliminate policy
barriers (which have always been more formidable than the technological barriers).
I also believe that all such efforts do not have to be exclusively managed within the
Office of the DNI, but can be de-centralized and delegated to the components, to
act as "executive agents" on behalf of the DNI ~ thereby extending the reach and
authority of the DNL

4. Based on your four decades of professional expérience, do you believe the
current organizational structure of U.S. intelligence is the best structure to support
the military and national intelligence needs?

1. If not, what changes would you recommend to the current structure?

2. What is your current view of the concept of setting up a cabinet-level
Department of Intelligence composed of the major intelligence agencies?

I have either been a part of, or in fact led, many re-organizations throughout
my career in intelligence — some successful, some not so. I have become
convinced that there is no such thing as the perfect wiring diagram. I can't say that
the current organizational construct is the "best", any more than I can commend
some other structure as "better”. The current arrangement obviously has its
drawbacks, but so did its predecessor, the DCI. I am more from the school of
trying to make what we have work better, rather than advocating yet another
organizational upheaval — which, too, would incur the law of unintended
consequences. I think what we have today provides the best intelligence support to
national and military users in our history — and we dwarf the rest of the nations of
the world in this respect. ’
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At this point, I have no plan to recommend to the President any dramatic
change to what we have today — but, rather, ‘would work to improve it.

I do not believe a "Department of Intelligence" is a viable alternative. I
think such a construct could potentially jeopardize civil liberties. If such a cabinet
department were organized, the donor organizations — to include the DoD - would,
over time, simply re-generate the resources lost to such an intelligence monolith.

Moreover, the upheaval and disruption this would cause would be highly
problematic and profoundly disruptive to the intelligence mission.

5. The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) was a
significant reform effort intended to improve the management and coordination of
the U.S. IC to meet the national security challenges of the 21* century.

a. Based on the experience of the last five years under IRTPA, do you
believe additional legislation, beyond what has been included in
intelligence authorization bills passed by the House or Senate, is
needed to either clarify or strengthen the authorities of the DNI? If so,
what legislation would you recommend?

b. Do you believe new or revised executive orders, beyond the 2008
amendments to Executive Order 12333, are needed to clarify or
strengthen the authorities and responsibilities of the DNI with respect
to the IC? If so, what would you recommend to the President?

¢. It has been reported that prior to your nomination you sent the
President a letter or memorandum with your views of what the role of
the DNI should be and how the IC should function. Please provide a
copy of this document or provide an answer that covers the full
substance of the views you expressed.

d. One possible means of strengthening the DNI’s authorities may be
through granting the position more statutory administrative (vice
operational) control over the national intelligence agencies. What are
your views on the benefits of using such a statutory approach to clarify
the current ambiguity in the law about the DNI’s authority over

intelligence information technology (IT) systems?
8

.
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e. Do you believe that granting the DNI more control over the
intelligénce agencies’ personnel and training programs would
accelerate the integration of the IC and break down the cultural and
bureaucratic walls between agencies?

I believe the area of greatest ambiguity in the IRTPA is the relationship with
and authority of the DNI over the CIA. I would be in a better position to judge
this, if I am confirmed as DNI, and have some practical, first-hand experience.

The recent amendments to Executive Order 12333 were an important step in
the Intelligence Community reform effort. Like the IRTPA, which provided the
foundation for the recent intelligence reform efforts, the amending of Executive
Order 12333 was another step in the process that includes, among other things,
ongoing development and issuance of Intelligence Community policies
implementing the Order. As the IC’s implementation of the Executive Order
progresses, and if confirmed, I will be in a better position to assess whether to
advise the President on any need for executive action to clarify or strengthen the
authorities and responsibilities of the DNI.

I have shared with the President my views on the role of the DNIL. I believe
in the importance of the relationships between and among the White House, the
CIA, and the DNI, and the importance of clarity as to roles and missions. I have a
philosophical "model" for the DNI, and I believe it is important for anyone serving
in this position to be a "truth to power” DNI .

With specific respect to the DNI's authorities over Information Technology
systems, I think the DNI already has considerable authorities in this area — whether
explicit in the law, or implicitly. I am not in position to assess how well this
function is being carried out at this time; if confirmed, I would intend to look into
this, and then would be in a better position to respond more thoughtfully to this
question.

At this time, I do not feel that more authority over Cabinet Department
personnel and training is necessarily required. There are many common challenges
(e.g. language training and proficiency), but I believe the DNI should focus on
"outputs” rather than providing exquisite management of "inputs.” Again, if
confirmed, I would certainly assess this area, and then would be in a better position
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to judge whether I would recommend to the President that legislation is needed to
enhance the DNI's authorities.

Keeping the congressional intelligence committees fully and currently informed

6. What is your understanding of the obligations of the DNI under Title V of the
National Security Act of 19477

a. What steps should the DNI take to ensure that all departments,
agencies, and other entities of the United States Government involved in
intelligence activities in general, and covert action in particular, comply
with the reporting requirements in those sections?

b

by

Under what circumstances do you believe notification may and should
be limited to the Chairman and Vice Chairman or Ranking Member of
the congressional intelligence committees? In those circumstances, if
any, what is the obligation of the DNI to notify subsequently the full
membership of the committees as expeditiously as possible?

The basic obligation imposed by section 502 of the National Security Act is
to keep the two intelligence oversight committees “fully and currently informed”
of all U.S. intelligence activities (excepting covert actions that are covered in
section 503), including “significant anticipated intelligence activities” and
“significant intelligence failures.” Although section 502 provides that
congressional notifications must be made “to the extent consistent with due regard
for the protection from unauthorized disclosures of classified information relating
to sensitive sources and methods or other exceptionally sensitive matters,”
believe that this phrase does not limit the obligation to keep the intelligence
committees “fully and currently informed.” Rather, this phrase provides the DNI
with a degree of latitude in deciding how (not whether) to bring extremely
sensitive matters to the committee’s attention. In certain rare circumstances, I-
believe it could be appropriate to brief only the Chairman and Vice Chairman of
the intelligence committee on particular sensitive matters. Limited initial
notifications should be undertaken only in the most exceptional circumstances.

Similar obligations are imposed upon the DNI by section 503 of the National
Security Act where covert actions are concerned. The DNI is charged with

10
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keeping the committees “fully and currently informed” of all covert actions that
may be undertaken by elements of the U.S. Government, including any “significant
failure.”

Most of the obligations imposed by section 503, to include the approval of
covert actions and reporting them to the two intelligence committees, run to the
President rather than the DNI. The DNI, however, should oversee and provide
advice to the President and the NSC with respect to all ongoing covert action
activities.

In addition to imposing obligations upon the DNI, sections 502 and 503
impose the same obligations on the “heads of all departments, agencies, and other
entities of the United States Government to keep the intelligence committees “fully
and currently informed” of both intelligence activities and covert actions they may
be involved in. Thus, the statute imposes the obligation regardless of further
direction or instruction from the DNI. IfI were confirmed as the DNI, I would
have an obligation under the National Security Act to ensure that elements of the
Intelligence Community comply with the Constitution and laws of the United
States, including sections 501, 502, and 503 of the National Security Act. I will
also ensure that Intelligence Community directives related to the disclosure of
information to Congress are vigorously adhered to.

National Security Threats

7. What in your view are the principal threats to national security with which the
IC must contern itself in the coming years?

a. What are the questions that the IC should address in its collection
activities and assessments?

b. In your opinion, how has the IC performed in adjusting its policies,
resource allocations, planning, training, and programs to address these
threats?

c. If not otherwise addressed, discuss your view of the appropriate IC
roles and responsibilities with respect to the issues of climate change
and energy security, and how well the IC has performed in these areas.

11
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I believe the principal threats to national security are those portrayed in the
Intelligence Community’s annual threat assessment. They include:

1. The far-reaching impact of the cyber threat. The U.S. confronts a
dangerous combination of known and unknown vulnerabilities, strong
and rapidly expanding adversary capabilities, and a lack of
comprehensive threat awareness. Malicious cyber activity is occurring
on an unprecedented scale with extraordinary sophistication. Acting
independently, neither the U.S. Government nor the private sector can
fully control or protect the country’s information infrastructure. With
increased national attention and investment in cyber security initiatives,
the US can implement measures to mitigate this negative situation. The
Comprehensive National Cybersecurity Initiative (CNCI) is designed to
help mitigate vulnerabilities being exploited by our cyber adversaries and
provide long-term strategic operational and analytic capabilities to U.S.
Government organizations,

2. The continuing terrorist threat. Al-Qa’ida, al-Qa’ida-associated groups
and al-Qa’ida inspired terrorists remain comnnitted to striking the U.S.
and US interests. We can take it as a sign of progress that while
complex, multiple cell-based attacks could still occur, we are making
them very difficult to execute. It is even more difficult to identify and .
track small numbers of terrorists recently recruited and trained, as well
as, short-term plots, than to find and follow terrorist cells engaged in
plots that have been ongoing for years.

3. The growing proliferation threat, especially from Iran’s and North
Korea’s nuclear programs: Ongoing efforts of nation-states to develop
and/or acquire dangerous weapons constitute a major threat to the safety
of our nation, our deployed troops, and our allies. Technologies, often
dual-use, circulate easily in our globalized economy, as do the personnel
with scientific expertise who design and use them. It is difficult for the
United States and its partners to track efforts to acquire WMD
components and production technologies that are widely available. The
IC continues to focus on discovering and disrupting the efforts of those
who seek to acquire these weapons and those who provide support to
weapons programs elsewhere. The IC also works with other elements of

12
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the government on the safeguarding and security of nuclear weapons and
fissile materials, pathogens, and chemical weapons in select countries.

4. Threats to U.S. troops in Afghanistan and Iraq. Although a generally
positive security trend in Iraq over the past year has meant a drop in
overall violence, the protracted formation of a government in Baghdad is
straining security. The IC has stepped up efforts to support commanders
and forces in the field, as well as to assist and inform policymaker efforts
in enhancing security, improving governance and extending economic
development in Afghanistan and Iraq. In both cases, the IC is
particularly concerned about terrorists using Afghanistan and Iraq as safe
havens from which they can attack the U.S. or U.S. interests.

Besides these aforementioned immediate threats, we confront numerous
concerns and geopolitical challenges equally important for the Intelligence
Community to understand in order to help policymakers promote the U.S.’s long
term interests. Among the many such issues, are the following illustrative
examples:

Notwithstanding some stresses and potentially troublesome long-term effects
inside China, Beijing is becoming a more prominent regional and emerging global
player.

We see some encouraging signs that Russia is prepared to be more
cooperative with the U.S., although Russia also looks at relations with its
neighbors largely in zero-sum terms, vis-a-vis the United States.

The financial crisis was transmitted broadly and rapidly through
international capital and trade channels and has challenged the view that
globalization is the road to prosperity. ’

The daunting array of challenges facing African nations make it likely that
we will see new outbreaks of political instability, economic distress, and
humanitarian crises demanding U.S. government attention and response in coming
years. In the Middle East, we will face additional uncertainty as several states
undergo anticipated changes in leadership following the passing of their heads of
state, many of whom have ruled for decades.
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International organized crime, including drug trafficking, continues to
threaten U.S. interests.

Health policies of governments and non-state organizations can have long-
term detrimental implications for the U.S. The ability to detect and contain foreign
disease outbreaks before they reach this country is partially dependent on U.S.
relationships with host governments, and state willingness to share health data with
non-governmental and international organizations. Working on health matters
with foreign governments and non-state organization also provides opportunities
for reducing biological threats. Overall, the IC works with other U.S. government
agencies to assess foreign preparedness and provide warning of national security
implications of health events, whether naturally occurring or the result of
intentional use.

Global climate change could have wide-ranging implications for US national
security interests over the next 20 years because it would aggravate existing world
problems—such as poverty, social tensions, environmental degradation, ineffectual
leadership and weak political institutions—that threaten state stability. Since the
2008 publication of the National Intelligence Assessment (NIA) on the national
security implications of climate change, the IC has stepped up analysis and
collection to look more in depth at climate change implications in individual
countries and regions important to U.S. long term interests. The CIA has also
created a-center to provide all-source analysis on the impact of climate change on
political, economic, military and social stability. It is also responsible for the
MEDEA program which reviews and declassifies imagery for sharing with the
climate scientific community.

Energy security has also been an important topic for Intelligence
Community analysis and collection. To meet demand growth in next three to 10
years and reduce the risk of future price spikes, international and national oil
companies will need to re-engage on major projects that were shelved when prices
fell in late 2008. Within OPEC, Iraq is a bright spot for oil capacity expansion.
Recent developments in the U.S. gas sector, primarily shale gas, have made the
U.S. essentially gas independent for at least a decade or two, if not longer. The IC
has for some time closely followed energy security developments, warning of
longer term trends and highlighting potential opportunities for mitigating negative
implications for U.S. national security.

14
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8. What lessons do you see for the ODNI, in particular, and the Intelligence
Community as a whole, with respect to the following events and developments in
recent months?

a. The Fort Hood attack and the attempted attacks on Flight 253 and in
Times Square. With respect to the Fort Hood attack and the attempted
attack on Flight 253, please describe what you would do to carry out
recommendations to correct deficiencies identified by the Executive and
Legislative Branch panels that have reviewed these incidents.

b. The Cheonan incident and other provocative activities of North Korea.
¢. The evolution of the role of the United States in Iraq and Afghanistan.

The Fort Hood attack and the attempted attacks on Flight 253 and in.
Times Square: I have reviewed each of the Executive and Legislative Branch
reports on the recent attempted terrorist attacks and take all of the
recommendations very seriously. In my view, the major themes of the intelligence
shortfalls and the resultant recommendations prescribed by the reports are
consistent. If confirmed as DNI, I will aggressively work with the agencies across
the IC and the Congress to carry out the recommended corrective actions
addressing the deficiencies identified by the reviews. Learning from these
incidents is a continuing process. I will build upon the work already completed
and highlighted below.

The independent review panel established by former DNI Blair to review the
intelligence aspects of the S November Fort Hood shootings and the attempted
bombing of Northwest Airlines Flight 253 on Christmas Day arrayed its
recommendations in four broad areas: strengthening our processes for finding
terrorists in the ever-growing amount of intelligence data, enhancing information
technology support across the IC, closing mission seams, and eliminating existing
confusion related to the sharing and handling of U.S. person information.

In parallel with the DNI-directed independent review, NCTC led a
community-wide effort to develop an integrated resource proposal and
implementation plan for a variety of community initiatives. This action plan and
resource recommendation became the basis for the Administration’s proposal for
FY 2010 and 2011 Overseas Contingency Operations funding. The majority of the

15
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request is aimed at technology enhancements to aid in the discovery, correlation,
and fusion of data consistent with the overall strategy for community information
technology under the direction of the IC Chief Information Officer.

In addition to these Executive Branch studies, your Committee Report of the
Attempted Terrorist Attack on Northwest Airlines Flight 253 also found systemic
failures across the community. Your report cited inadequate organization at NCTC
to fulfill its mission, a lack of clarity in responsibility for tracking and identifying
all terrorism threats, as well as the need for technology enhancements to assist
analysts in data searches and the correlation of information.

Among other things, the initial IC response to the above Executive and
Legislative Branch reviews includes:

1. Pursuit Analysis: In mid-January, NCTC established a center-wide
Pursuit Group that incorporates personnel from across the Intelligence
Community to pursue inteiligence leads to detect and disrupt terrorist
activities. The Pursuit Group’s work is informed and driven by all-
source analysis and its teams—organized by terrorist group and region—
focuses on early detection of potential threats to the Homeland and to US
citizens and interests abroad. In addition to conducting analytical pursuit
of intelligence leads, the Pursuit Group prioritizes threat threads across
the IC and coordinates, deconflicts, and synchronizes similar pursuit
activities across the IC.

2. Information Technology/Information Sharing: The Intelligence
Community Chief Information Officer (IC CIO) and NCTC have
developed plans to address near-term technology enhancements and
improved data accessibility, as well as longer-term solutions to
information availability and usability. NCTC has gained greater access
to data since 12/25 and has accelerated efforts to integrate terrorism data,
making solid progress in consolidating information and applying tools to
streamline searches and correlate data. However, an integrated repository
of terrorism data, capable of ingesting terrorism-related information from
outside sources, remains necessary to establish a foundation from which
a variety of sophisticated technology tools can be applied. These
capabilities can help automate the display of links and alerts, as well as
provide a mechanism for visualizing complex relationships.

16
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3. U.S. Persons Rules and FISA handling procedures: The ODNI Office of
General Counsel is also leading an interagency effort to assess, refine,
and clarify U.S. Person rules and procedures for handling information
obtained under FISA to improve IC information sharing, including with
respect to SIGINT. By conducting extensive interviews of IC analysts
-and attorneys, ODNI/OGC has been working to identify each of the
specific issues that need to be resolved. The next step is to prioritize
these issues and assign them to ODNI offices, IC elements, as well as
other U.S. Government entities, to identify and carry out solutions to
these critical problems.

NSA continues to work with the Department of Justice and FBI to fully
leverage all current authorities to accomplish its counterterrorism
mission and effectively share USP information consistent with the law.

4. DHS Partnership with NCTC: DHS has entered into a series of MOUs
with NCTC that provide NCTC with access to appropriate passenger,
travel, and border exit and entry information. These new data flows
greatly enhance the ability of DHS, NCTC, FBI, and the broader law
enforcement and intelligence communities fo identify potential threats
by having additional information that could allow them to tie together
previously disparate pieces of information.

5. Enhanced Watchlisting Procedures: NCTC continues to work with the
interagency to enhance overall watchlisting support procedures
including: review of those individuals from select counties who were
immediately upgraded after 12/25 to a higher watchlisting status as a
precautionary measures; coordination with interagency partners to

‘review watchlisting related standards; and examining end-to-end
business processes associated with enhancing a TIDE record.

6. Visas: NCTC and the Department of State have improved coordination
to ensure that known or suspected terrorist are flagged and visas are
denied or revoked as appropriate. Further, the State Department is
working closely with the Department of Homeland Security :
(DHS)/Customs and Border Protection (CBP) to ensure that airlines are
aware of any travelers with revoked visas prior to boarding.
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The Cheonan incident and other provocative activities of North Korea:
As you know, I served as the J2 of U.S. Forces Korea and as the Deputy C2 of the
Republic of Korea/United States Combined Forces Command from June 1985 to
June 1987. From July 1987 to July 1989, I was the J2 of the United States Pacific
Command. In those years, violent North Korean provocations were more common
than they have been during the past decade. I am particularly reminded of North
Korea’s bombing of Korean Airlines Flight 858 on 29 November 1987, killing all
115 persons on board, when I consider in context the recent North Korean ambush
of the Cheonan in the Republic of Korea’s territorial waters and Pyongyang’s
concurrent, unsuccessful dispatch of an assassination team to South Korea to kill
senior North Korean defector Hwang Jang-yop. :

The most important lesson for all of us in the Intelligence Community from
this year’s provocations by Pyongyang is to realize that we may be entering a
dangerous new period when North Korea will once again attempt to advance its
internal and external political goals through direct attacks on our allies in the
Republic of Korea. Coupled with this is a renewed realization that North Korea’s
military forces still pose a threat that cannot be taken lightly.

For the ODNI, the Cheonan attack reemphasizes the importance of the
DNTI’s responsibility to coordinate the IC’s analytic and collection efforts against
the North Korean threat.

The evolution of the role of the United States in Iraq and Afghanistan:
1t is critical that the Intelligence Community continue to monitor Iraq’s internal
stability as the drawdown of U.S. military forces progresses. Intelligence agencies
are focused on this and are contributing to national-level assessments that directly
inform policy and military decision-makers of potentially worrisome political,
security, and economic trends. The IC also must focus on longer-term trends in
Iraq and the region after U.S. forces depart in 2011. To this end, the
ODNLI/National Intelligence Council this summer will examine international and
regional reactions to future developments in Iraq in a strategic gaming exercise
with regional subject matter experts from government, industry, and academia. In
addition, Intelligence Community assessments for the remainder of this year will
take a longer-term look at political and security dynamics in Iraq and the region in
2012 and beyond.

18
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The ODNI also must plan for the allocation of resources during and after the
U.S. drawdown from Iraq to ensure that the Intelligence Community can continue
to collect on critical trends and threat issues related to U.S. personnel in Iraq. The
Intelligence Community's performance in Iraq has been a mode! of coliaboration,
innovation, and direct support to a wide range of customers. Intelligence agencies
are now demonstrating that same flexibility and teamwork as they respond to the
tremendous changes taking place in Iraq — including the transition to a new
government — while maintaining their ability to meet the needs of U.S. forces in
Iraq. Ihave been deeply impressed by this degree of teamwork, which will be
even more important in the future in addressing the strategic intelligence priorities
of U.S. policymakers and senior military officials.

The role of the Intelligence Community in Afghanistan is to assess threats
and provide timely warning of developments detrithental to the national security
policies of the United States. The IC collects intelligence on threats emanating
from the border region between Afghanistan and Pakistan, evaluates terrorist and
security trends, provides assessments in support of U.S. military and civilian
efforts to stabilize Afghanistan in line with the President’s overarching directive to
disrupt, dismantle, and defeat al-Qa’ida and its allies and prevent them from
reestablishing bases in Afghanistan from which to plan attacks against the
Homeland. IC assessments cover military, terrorist, insurgent, governance,
political, and economic developments in Afghanistan.

The Intelligence Community provided extensive support to US Special
Operations Forces during the ouster of the Afghan Taliban in 2001. For.several
years after the Taliban’s defeat, the U.S. IC focused on counterterrorism (CT)
targets in the region. The IC has continued to allocate additional collection and
analytical resources following the President’s 1 December 2009 West Point speech
announcing an increase in U.S. troop and civilian levels to support ISAF’s
counterinsurgency strategy.

Challenges Facing the Intelligence Community

9. Apart from national security thréats discussed in answer to Questions 7 and 8,
what do you consider to be the highest priority leadership and management
challenges facing the IC at this time? ’
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e If confirmed as DNI, what will you do, specifically, to address these
challenges?

High priority leadership and management challenges include continuing to
improve information sharing with intelligence customers, improving the
integration and coordination of intelligence operations, ensuring that intelligence
resources are prioritized against our most important intelligence needs, investing in
and rewarding innovative use of technology, and ensuring a diverse, quality
workforce. '

If confirmed, I will (1) continue to improve information sharing in and
outside of the IC through promulgation and implementation of policies, processes
and new technologies, and under Attorney General approved guidelines; (2)
improve integration and coordination among members of the IC by enhancing
mission management and integrating the capabilities provided by functional
managers to meet the needs of national, military, homeland security and other
departments and agencies; (3) develop timely, accurate, and insightful intelligence
to policy makers in support of national security actions through flexible, tailored
intelligence products and effective implementation of the roles and responsibilities
of DNI representatives; (4) use a fully integrated planning, programming,
budgeting, and evaluation system to ensure National Intelligence Program
resources are directed toward the IC’s highest priorities and deliver effective and
efficient capabilities; (5) position the IC to take advantage of cutting-edge
innovations by improving how the IC adjusts to the dynamic information
environment and by working to maintain needed levels of research and
development funding in the National Intelligence Program; (6) continue the Joint
Duty program to give IC senior leaders and professionals an understanding of other
IC organizations and cultures, and ensure the IC has senior leaders who have an
enterprise perspective; and (7) promote a high-quality workforce through effective
recruitment, retention, training, and related efforts to make the workforce diverse
in the broadest sense of the word—in background, culture, gender, ethnicity, age,
and experience.

Office of the Director of National Intelligence

10. There has been considerable debate in the Congress concerning the appropriate
size and function of the ODNI. In answering this question, please address the staff
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functions of the ODNI and the specific components of the ODNI, where-
appropriate, such as the National Counterterrorism Center.

a. What is your view of the ODNI’s size and function?

b. Do you believe that the ODNI has sufficient personnel resources to
carry out its statutory responsibilities effectively?

¢. Are there any functions being carried out by the ODNI that should be
assigned to another element of the IC?

For a global enterprise of the size and complexity of the U.S. intelligence
community, the ODNI staff, I believe, is a relatively small "corporate
headquarters”. Some of the functions for which it is responsible are mandated in
law; NCTC is a prime example. By virtue of the ODNI's separation from a host
agency (i.e. the former Community Management Staff, as it was located in, and
supported by, the CIA), it has to provide many support resources as a self-standing
entity.

Here is another case where, if confirmed, it would be one of my first orders
of business to do a detailed survey of the ODNI organization, and numbers of
people-and how they are allocated, to determine if there is bloat, or whether the
ODNI is perhaps only plagued with urban legend. In general, if confirmed, I
would look to see if any functions could be moved to an executive agent
somewhere else in the IC. For example, a DNI could use the staffs of other
Agencies and Departments to discharge specific functions and activities on behalf
of the DNL

11. What in your view has been the role played by mission managers in the IC
since the enactment of IRTPA?

¢ If confirmed, would you make changes in the mission manager system?

The concept of mission managers in the Office of the Director of National
Intelligence (ODNI) originated in the 2005 report of the Commission on the
Intelligence Capabilities of the United States Regarding Weapons of Mass
Destruction (“WMD Commission™). The WMD Commission recommended that
“the DNI bring a mission focus to the management of Community resources for

21

10:51 Feb 14,2011 Jkt 063996 PO 00000 Frm 00104 Fmt6601 Sfmt6601 C:\DOCS\63996.TXT SHAUN PsN: DPROCT

Insert offset folio 49 here 63996.049



VerDate Nov 24 2008

101

high-priority intelligence issues by creating a group of “Mission Managers” on the
DNI staff, responsible for all aspects of the intelligence process related to those
issues.

As the ODNI took on the creation of Mission Managers, there have been
some trials and course corrections along the way, and recognition that different
countries and topics require varying degrees of attention on different aspects of
mission management. Intelligence Community Directive 900 (Mission
Management, December 2006) states that Mission Managers are the “principal IC
officials overseeing all aspects of national intelligence related to their respective
mission areas.” Specific responsibilities include: (1) understanding and conveying
the full range of customer requirements; (2) driving collection and setting analysis
priorities; (3) identifying collection gaps, developing integrated collection '
strategies, and tasking the collection enterprise accordingly with the Deputy
Director of National Intelligence for Collection;(4) identifying analytic gaps and
tasking analysis, as well as evaluating analytic quality accordingly with the Deputy
Director of National Intelligence for Analysis; (5) ensuring that intelligence related
to their targets is shared appropriately; (6) recommending transfer of personnel and
funds to the National Intelligence Mission Management Board; (7) identifying
outstanding requirements for inclusion in research and development plans and
science and technology budgets; and (8) evaluating the effectiveness of the IC’s
efforts against their assigned missions.

As the concept of mission management became operational reality, the
ODNI recognized the importance of the role the National Intelligence Officers play
in mission management and expanded that role in Intelligence Community
Directive 207 (National Intelligence Council, June 2008). Two of the specific
responsibilities outlined in Intelligence Community Directive 207 are (1)where
there is a DNI-designated Mission Manager, work in close collaboration with that
Mission Manager on all analytic issues affecting its mission; and (2) for the issues
and countries where there is no DNI-designated Mission Manager, fulfill mission
management responsibilities to provide substantive leadership, drive collection,
and oversee all aspects of national intelligence relating to its area of responsibility.

The Members are already aware of the DNI-designated Mission Managers
we have in place, the expanded mission management roles that certain NIOs have
been asked to take on, and the appointment of the Associate DNI for Afghanistan
and Pakistan, who fulfills mission management responsibilities in that area. Many
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of you have also been briefed on the outstanding successes that have been enabled
by the mission management approach, both by the DNI-designated Mission
Managers and by the Directorates for Analysis and Collection working together.
In response to your question on what changes I would make, I think it is too early
for me to describe specific changes. I will say that I am aware of some of the great
work that has been accomplished using the concept of mission management. If
confirmed, it will be one of my priorities to review the current construct-and make
whatever changes are necessary to capitalize on the work that has been done and
ensure that it is replicated across as many critical priorities as possible. Ilook ’
forward to remaining engaged with the Committee on this issue.

12. What is your understanding of the responsibilities of the following officers,
and for each of them; how would you ensure that each officer is performing the
mission required by law?

o The General Counsel of the ODNI.

The Inspector General of the IC.
¢ The ODNI Privacy and Civil Liberties Protection Officer.

¢ The individual assigned responsibilities for analytic idtegrity under
Section 1019 of the IRTPA.

¢ The individual assigned responsibilities for safeguarding the
objectivity of intelligence analysis under Section 1020 of IRTPA.

The General Counsel of the ODNI: The fact that Congress required the
General Counsel position to be appointed by the President and confirmed by the
Senate indicates the enormous responsibility that the General Counsel shoulders in
ensuring legal oversight of the IC.

As the ODNTI’s chief legal officer, the General Counsel assists the DNI by
ensuring that all ODNI practices comply fully with the Constitution and laws of the
United States, including all relevant Executive Branch regulations, orders,
guidelines, and policies. This includes vigilantly advising the DNI, who in turn
advises the President, to ensure that the Administration’s statutory reporting
obligation to keep Congress “fully and currently” informed of all intelligence
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activities is strictly followed. To do this the General Counsel should have
visibility into any IC activity that implicates Constitutional, legal, or regulatory
equities.

Moreover, the General Counsel is responsible for working with IC elements’
General Counsels General to ensure that the country’s intelligence operations are
also in full compliance with these legal obligations.

Finally, The General Counsel is also a necessary participant in developing
directives and policies for the IC.

The Inspector General of the IC: The Inspector General for the Office of
the Director of National Intelligence (ODNI) is one of the ODNI’s three key
oversight offices, along with the General Counsel and the Chief Civil Liberties and
Privacy Officer. The Inspector General plans, conducts, supervises, and
coordinates inspections, audits, investigations, and other inquiries relating to the
programs and operations of the ODNI and the authorities and responsibilities of the
Director. The Inspector General is charged with detecting fraud, waste, and abuse;
evaluating performance; and making recommendations to promote economy,
efficiency, and effectiveness in the ODNI and the Intelligence Commumity.

If confirmed, I will support a strong and independent Inspector General and
will ensure that the Inspector General has access to appropriate information and
cooperation from ODNI personnel. I will ensure that reports issued by the
Inspector General are promptly considered, and that a process to track the
implementation of all management-approved OIG recommendations is strongly
supported.

The ODNI Privacy and Civil Liberties Protection Officer: The Civil
Liberties Protection Officer’s responsibilities include ensuring that the policies and
procedures of IC elements incorporate appropriate privacy and civil liberties
protections; overseeing compliance by the ODNI with privacy and civil liberties
requirements (including under the Privacy Act); ensuring that the use of
technology sustains privacy protection for personal information; investigating
complaints; and providing advice and oversight relating to privacy and civil
liberties matters within ODNI’s purview.
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If confirmed, I intend to meet regularly with the Civil Liberties Protection
Officer to assure myself that he has the vision, plans, resources, support, and
access to information necessary to carry out these important responsibilities.

The responsibility of protecting privacy and civil liberties is not that of this
Officer alone. It is a responsibility that is shared by every IC professional. Itisa
mission imperative. We cannot accomplish our mission without the trust.of the
Congress and the American people. To earn and retain that trust, we must
demonstrate that we can use the authorities we have in a manner that exemplifies
America’s values and protects privacy and civil liberties.

At the same time, we owe our professionals clear guidance, ample training,
and the confidence they need to do their jobs knowing that they are in compliance
with applicable requirements. If confirmed, I intend to make sure this Officer is
fully engaged with ODNI’s OGC and other relevant offices around the community
to make sure we are clarifying and simplifying our rules so that we both enhance
our civil liberties protections and optimize our ability to access and share relevant
information. ’

The individual assigned responsibilities for analytic integrity under
Section 1019 of the IRTPA: Analytic integrity is absolutely essential to the
Intelligence Community’s mission and to ensure the highest quality analysis. It is
important to have an official working this issue full time, but the ultimate
responsibility lies with the DNI, and, if confirmed, I will accept this responsibility
fully.

The official that the DNI assigned to be responsible for analytic integrity
under Section 1019 of the IRTPA has overall responsibility for working with all IC
analytic elements to ensure that intelligence products are timely, objective,
independent of political considerations, based on all sources of available
intelligence, and employ the standards of proper analytic tradecraft. These
standards of tradecraft are further identified in Section 1019 of IRTPA and
incorporated into Intelligence Community Directive 203 (4nalytic Standards, June
2007).

This official is responsible for performing on a regular basis detailed reviews
of IC analytic products on a particular topic or subject matter to assess how well
the products concerned met the analytic standards for rigorous, objective, timely
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and thorough analysis. Based on these reviews, the individual may draft lessons
learned, identify best practices, and make recommendations for improvement. A
description, with associated findings, of these reviews is submitted each yearina
report to the congressional intelligence committees, heads of the relevant analytic
elements of the IC, and heads of analytic training departments.

This official works with IC analytic elements to help ensure that analytic
methodologies, tradecraft, and practices meet the highest standards of analytic
integrity, and that finished intelligence products properly describe the quality and
reliability of sources, express uncertainty or confidence in analytic judgments,
distinguish between intelligence and analytic assumptions and judgments, and
incorporate where appropriate, alternative analysis.

If confirmed, I look forward to a comprehensive briefing on how this
process has worked, 'as well as feedback from consumers — including Members of
the Committee — as to whether these practices have yielded more reliable and
useful analysis.

The individual assigned responsibilities for safeguarding the objectivity
of intelligence analysis under Section 1020 of IRTPA: The ODNI Analytic
Ombudsman plays a critical role in guarding against the politicization of
intelligence. This individual is empowered to initiate inquiries into “real or
perceived problems of analytic tradecraft or politicization, biased reporting, or lack
of objectivity in intelligence analysis.” The individual is also available to counsel
analysts, conduct arbitration, and offer recommendations on these issues. If
confirmed, I will vigilantly protect the objectivity and integrity of our intelligence,
and I will maintain appropriate communication with the ODNI Analytic
Ombudsman.

13. What is your understanding of the role and responsibilities of the Principal
Deputy Director of National Intelligence (PDDNI).

a. If confirmed, what relationship would you establish with the PDDNI in
order to carry out the duties and responsibilities of both positions?

The PDDNI’s responsibilities derive from the DNI's—whether assisting,
acting for, or serving alongside the DNI. The PDDNI must be capable of
discharging the full range of the DNI’s responsibilities and authorities.
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The ideal relationship that should exist between the DNI and PDDNI is one
of a complete trusting partnership, symbolized by the maxim: “The PDDNI speaks
for the DNI, even when they haven’t spoken.”

Cyber Security

14. Concern over the security of the nation’s cyber infrastructure has grown over
the last several years. The United States Government now has underway the
Comprehensive National Cybersecurity Initiative (CNCI). General Keith
Alexander has recently been confirmed as the head of the U.S..Cyber Command
and will remain the Director of the National Security Agency.

a. Are there any changes that you would recommend in the CNCI and the
DND’s and IC’s roles within it?

b. Is there any major privacy or civil liberties issue concerning the CNCI
that you would address?

¢. What should be the IC’s role in helping to protect US commercial
computer networks? What cyber threat information (classified or
unclassified) should be shared with managers of the Nation’s critical
infrastructure to enable them to protect their networks from possible
cyber attack?

The cyber threat is dynamic and evolving at “network speeds”, and, in turn,
our national cybersecurity response—including the CNCI—must be accordingly
proactive. The President’s Cyberspace Policy Review released in May 2009
indicated some key areas of emphasis beyond the CNCI, including additional focus
on education and public awareness; closer engagement with the private sector and
our international partners; and a more holistic approach to managing the risks that
come with the benefits of cyberspace and information technology.

The DNI remains responsible for monitoring and coordinating the
implementation of the CNCI on behalf of the President. An interagency task force
led by staff from the Office of the DNI is working closely with the Cybersecurity
Coordinator and other elements of the Executive Office of the President to monitor
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the implementation of the CNCI. The Office of the DNI, as well as other elements
of the IC, also plays an active role in the interagency policy process shaping the
further evolution of our cybersecurity policies and capabilities.

The IC can play a pivotal role in the nation’s cybersecurity, but must
continue to adhere to privacy and civil liberties safeguards stipulated in the
Constitution, applicable laws, and executive orders. As we continue the
deployment and implementation phases of the CNCI, and as the government
contemplates how to provide assistance for protecting critical infrastructure, I will
ensure, if confirmed, that we pay close attention to applying those protections —
and complying with them. For example, the IC’s roles in assisting with attribution,
and providing indications and warning for cybersecurity are vital, and must
continue to take place within the legal and oversight framework established to
protect privacy and civil liberties.

Under the CNCI, ODNI has been working to increase our national
intelligence capabilities to discover critical information about foreign cyber threats
and to use this insight to inform the Department of Homeland Security, which
partners with the public and private sector owners and operators of Critical
Infrastructure and Key Resources to strengthen their resilience against cyber
threats. A key focus of this partnership is public-private sharing of information on
cyber threats and incidents — and consistent with the protection of sources and
methods, the IC needs to get actionable intelligence, such as the digital signatures
associated with specific malicious cyber activities, to those who own and operate
critical infrastructures. The government-wide cyber counterintelligence plan
created under the CNCI will also help coordinate Federal activities to detect, deter,
and mitigate the foreign-sponsored cyber intelligence threat to the private sector as
well as to government networks and information.

15. If confirmed, how would you as the DNI seek to improve the cyber security of
the information technology systems utilized by the IC?

Network defense is crucial to the IC and the critical missions it performs.
Countering the cyber-threat requires a coordinated strategy from the federal
government and one that includes the private sector, which owns and operates the
vast majority of the nation’s critical infrastructure. If confirmed as DNI, I will
continue to build upon and expand the cyber security capabilities currently being
developed and deployed in partnership with the President’s Cybersecurity
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Coordinator and the heads of departments and agencies and other government
entities for both unclassified and classified networks. I would continue to leverage
existing initiatives, such as the Comprehensive National Cyber Initiatives (CNCT)
and work to strengthen the security and defense of government networks.

Financial Intelligence

16. Understanding and disrupting the illicit financial and commercial networks
that support or enable violent actors are central to addressing 21st century threats
ranging from WMD smuggling and nuclear proliferation to terrorism and insurgent

groups.

o Please describe your strategy for improving the Intelligence
Community’s collection and analysis efforts regarding financial
intelligence, including the use of open source and proprietary
commercial information and obtaining the cooperation of other
countries.

If confirmed, it would be my intent to use all available intelligence resources
to support the designation, interdiction, and disruption of all aspects of terrorist
finances and their supporting networks. The Community will work with
departmental and foreign partners to support the acquisition and exchange of
necessary information, and I would intend to be a strong advocate for Treasury's
Terrorist Finance Tracking Program to ensure this continues. We must continue to
improve collection and analysis against the full range of funding sources —
governmental and non-governmental funding mechanisms and networks, location
of assets; identification of key financiers, modes and means for accessing assets;
and illegal and illicit financial activities, such as money laundering and cash
courier activities. It is my understanding that the ODNI, in conjunction with NCTC
and the Department of the Treasury, has already been working on a2 number of
initiatives to improve collection and analysis against terrorist financial managers,
financiers and financial facilitators. These initiatives are driving collection against
specific terror finance targets in order to increase the IC's responsiveness to key
intelligence gaps. I will ensure that the Community will continue to support these
critical initiatives and assess their effectiveness, while highlighting additional areas
needing focused analytical resources or improved collection.
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Science & Technology and Research & Development

17. How do you assess the state of science and technology (S&T) activities within
the IC? "

¢ If confirmed, how would you improve S&T activities in the IC and
improve recruiting and retention of the best available S&T talent?

1 have learned over the course of my career that Science & Technology
activities make crucial, mission-enabling contributions across the entire IC,
through a combination of extraordinary talent within the agencies themselves, as
well as through close partnerships with industry and academia. If confirmed, I will
work with the DDNI/A&T to ensure that the IC S&T community has an
appropriate role in major budget and planning decisions, an appropriate level of
funding and manpower for S&T activities, a proper emphasis on cross-agency
collaboration, and the tools it needs to engage effectively with the most innovative
minds throughout government, industry, and academia.

18. The Committee has been clear in its recommendations for increased IC
research & development (R&D) funding and in its support for the IC’s R&D
organization, the Intelligence Advanced Research Projects Activity (IARPA).

a. What is your philosophy of the role of R&D in the IC?

b. If confirmed, what would be your top priorities with respect to R&D in
the IC?

Itis my conviction that R&D will continue to play a critical role in the
success of the IC. R&D will be a source of innovative solutions for both our
immediate challenges and those in the future.

As someone who is very familiar with DARPA and the positive
contributions it has made to the DOD over the years, I believe that IARPA, an IC
organization modeled after DARPA, fulfills a unique and important role in the IC’s
overall R&D strategy.

If confirmed, I will work closely with the DDNIA&T to ensure that the
R&D organizations across the IC have the appropriate level of funding and support
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to develop innovative capabilities to help address both our near-term and future
challenges. It is my understanding that the DDNI/A&T is currently working with
the R&D community to develop a strategy that will help the community prioritize
its R&D investments. It is clear to me that the challenges that R&D must address
include the timely extraction of actionable intelligence from massive and disparate
sources of information, ensuring the security of our information whether at rest or
in motion, and building collection methods, devices and systems that obtain
reliable, timely, and relevant information.

19. The Commitiee’s Technical Advisory Group (TAG), a volunteer group of
nationally recognized national security S&T leaders, plays a key role in advising
the Committee on high priority S&T issues every year.

o If confirmed, will you fully support Committee TAG studies and allow
the TAG members to have access to the people and information
throughout the IC that is required for their studies upon our request?

Yes, I will fully support all TAG studies and will work with the Committee
to get the TAG members appropriately cleared for access to U.S. Government
information réquired for their studies.

IC Missions and Capabilities

20. What is your assessment of the quality of intelligence analysis currently being
conducted by the IC and the steps that have been taken by the ODNI to improve it?

¢ If confirmed, would you pursue additional steps to improve intelligénce
analysis, and, if so, what benchmarks will you use to judge the success of
future analytic efforts by the ODNI and the elements of the IC?

Intelligence analysis must be held to the highest standards of integrity,
objectivity, independence from political considerations, timeliness, and rigorous
analytic tradecraft.

I believe the Intelligence Community has made significant progress in
improving analytic quality by critically evaluating our work and learning from our
efforts, building tradecraft expertise, and collaborating to ensure diverse
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perspectives and a broad range of substantive knowledge are brought to bear on
intelligence issues. The quality of intelligence analysis benefits from the
tradecraft direction contained in IRTPA, and analysts are provided training and
structured analytic techniques and are encouraged to share ideas, challenge
assumptions, and conduct alternative analysis.

If confirmed, I would aggressively pursue steps to continue to improve
intelligence analysis. I believe the Intelligence Community cannot rest on its
accomplishments, but must strive for continuous learning and improvement. If
confirmed, I will work to leverage technology, training, and education resources to
ensure that our analysts have the depth and breadth of expertise they need to meet
today’s intelligence demands and to be prepared for the challenges of tomorrow. 1
will assess benchmarks and plans currently in place, and refine or expand them if
necessary to measure the effectiveness of our efforts.

21. What is your view of strategic analysis and its place within the IC, including
what constitutes such analysis and what steps should be taken to ensure adequate
strategic coverage of important issues and targets?

Strategic analysis is an essential part of the national intelligence mission.
The Intelligence Community has an important role to play in assisting
policymakers by addressing longer-range developments and their implications for
U.S. national security and foreign policy interests. The Intelligence Community
can identify key drivers likely to shape future developments, explore alternative
outcomes, bound uncertainty, and alert decision makers to emerging threats.
Intelligence Community Directive 203, (4dnalytic Standards, June 2007), provides
guidance that should be applied to strategic as well as other analysis. Particularly
applicable to strategic coverage is tradecraft standard 5, “Demonstrates relevance
to U.S. national security,” which discusses warning, opportunity analysis, and
long-term implications.

Strategic analysis must draw not only on the information and insight
available within the Intelligence Community, but also draw upon expertise from
outside the Intelligence Community—including academia, the private sector, and
federal, state, local, and tribal partners.

If confirmed, I will work to ensure an allocation of resources within the
Intelligence Community so that strategic analysis is appropriately addressed. The
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Deputy Director for National Intelligence for Analysis chairs the National
Intelligence Analysis and Production Board which brings together heads of the
Intelligence Community’s analysis and production elements to work issues. This is
one forum where this issue could be addressed.

22. What are your views concerning the quality of intelligence collection
conducted by the IC and your assessment of the steps that have been taken to date
by the ODNI to improve intelligence collection?

e If confirmed, would you pursue additional steps to improve intelligence
collection and, if so, what benchmarks will you use to judge the success
of future collection efforts by the ODNI?

The Intelligence Community responds to a wide range of pressing
intelligence needs, and the IC is continually looking for ways to not only improve
its ability to collect on these needs, but to do so in as timely manner as possible. If
confirmed, I would make it a priority to review the quality of intelligence
collection across the IC, in coordination with collection managers, mission
managers and Functional Managers. I would welcome the opportunity to consult
with this Committee on this issue, as ODNI works to improve present and future
collection.

During my tenure as USD(]), the National Intelligence Priorities Framework
(NIPF) has reached maturity. As you are aware, the NIPF is the DNI’s strategic
guidance to the IC on what is important to senior policymakers for intelligence
support, and the NIPF plays an important role in informing and driving collection.
The NIPF process recognizes that resources and collection capabilities are not
limitless, and has brought accountability to the collection system. The NIPF
process will continue to be a key part of the IC collection management posture into
the future.

Yes, I would pursue additional steps to improve intelligence collection. The
DNI is charged with determining requirements and priorities for, and managing
and directing the tasking of, collection conducted by the intelligence community.

As the IC continues to support the changing requirements of war fighters,
nation builders, homeland defenders and policy makers, in the face of diminishing
resources, our collection activities must be efficient, agile and effective. The role
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of the DNI will be to ensure the success of the Collection enterprise across the IC.
This can be accomplished in part by identifying opportunities for further
integration of collection capabilities; by pursuing collaborative collection strategies
across the IC; and through greater partnering and integration of national, defense
and domestic intelligence capabilities.

Current reporting metrics are helpful, but there is more work to be done.
The IC needs a system which measures whether the intelligence produced
advances customers’ understanding about important issues confronting the security
of our nation. As part of managing the Collection enterprise, ODNI must promote
IC strategies and enabling technologies which will allow the IC to collate inputs
from collectors, collection managers, analysts and customers in support of efficient
and effective collection collaboration.

Metrics will be essential as we examine the performance of collection
programs and budget for future programs. In the past few years, the ODNI has
conducted several assessments of collection programs: in some areas, these
reviews resulted in restructuring and eliminating under-performing programs and
providing additional resources to high-performing programs and programs that
showed promise in closing intelligence gaps. We will continue to evaluate
collection programs to ensure the requirements and products are commensurate
with the cost. ’

23. Do you bélieve that IC funding is properly allocated among the various IC
functions of analysis, collection, counterintelligence, and covert action? If not,
what changes would you consider making?

Yes, I believe IC funding is properly allocated. But, if confirmed, I will
carefully review the composition of the National Intelligence Program (NIP), with
special attention paid to the appropriate balance of funding across IC capabilities
and missions to execute the National Intelligence Strategy. With respect to
counter-intelligence, I consider this area under-resourced, and, if confirmed, will
do what I can to bolster allocation of resources to this crucial area.
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Authorities of the DNI: Personnel

24. The Administration has requested legislation to enhance the authority of the
DNI for flexible personnel management within the IC. (See, e.g., Section 303 of S.
1494, the Intelligence Authorization Act for Fiscal Year 2010). In addition to your
answer to Question 5, do you believe there is any additional legislation that would
be beneficial for the DNI’s authority over the personnel of the elements of the IC?

At this time, based on my experience, I cannot with confidence recommend
additional legislative authorities pertaining to IC personnel.

25. What is your assessment of the efforts of the ODNI to date to establish a Joint
Duty Program for the IC? If confirmed, what priority would you give this effort?

From my vantage point, the program has made great stridés. I believe there
is widespread support for joint duty across the IC. The program has become an
integral part of career development. The number of IC personnel on joint
assignments continues to climb—more than 13,000 have already earned joint duty .
credit—and as of 1 October of this year, joint duty will be a requirement for
promotion to the senior ranks. Iam a product of “jointness”, and I have seen
firsthand the power of an integrated force taking unified action in support of
mission. If confirmed, I will use the recent 2009 ODNI IG Joint Duty Assignment
Program Evaluation to help guide my decisions about how to improve and take the
JDP to the next level. I will make joint duty assignments and training one of my
highest priorities. Our mission demands it.

26. What is your view of the principles that should guide the use of contractors,
rather than full-time government employees, to fulfill intelligence-related
functions?

Based on my experience as a contractor for the IC, and as a supervisor of
large numbers of contractors (as Director of NGA); 1 believe the crucial operating
principle here is how well the government directs, supervises and oversees
contractors. This requires that the government maintain sufficient qualified cadre
of personnel to ensure contractors meet their contractual obligations, and do so in
an ethical manner. If confirmed, I will be especially vigilant to insure that
contractors do not perform "inherently governmental" functions.
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27. What is your assessment of the strengths and weaknesses of the personnel
accountability system that has been in place at the IC, both by the DNI and within
IC elements, and what actions, if any, should be taken both to strengthen
accountability and ensure fair process in the IC?

Since the creation of the DNI, the IC has improved its internal oversight
structure. The existence and attention of the DNI, PDDNI, and ODNI provides the
IC with additional levels of oversight. Moreover, IC-wide coordination bodies,
e.g., EXCOM and DEXCOM, facilitate sharing of information and concerns across
agencies. Such management oversight is supplemented by Inspectors General;
Offices of General Counsel, Civil Liberties Protection Officers, and other =
organizations within the IC elements. For.example, the ODNI IG leads IGs across
the community in identifying systemic issues, reducing redundancy, sharing best
practices, and conducting cross-cutting IC examinations that result in
recommendations to agency heads and the DNL

Specific personnel accountability measures include (1) response to the views
and perceptions of employees through the annual IC Employee Climate Survey; (2)
commitments of IC leaders through Personal Performance Agreements signed by
the DNI and IC agency heads, and (3) establishment of a common system of
performance management through the National Intelligence Civilian Compensation
Program.

My commitment is to ensure that leadership carries out its responsibilities to
mission and the workforce and the above tools assist in that effort.

28. What is your assessment of the sufficiency of the DNI’s authorities to be
involved in the selection of'senior intelligence officers (below the level of the head
of the component) outside the ODNI?

While the DNI does not have explicit authority to extend his/her reach below
the component head, implicitly, the DNI can have great influence, depending on
his familiarity with the people in each such component. The revision to EO 12333
strengthened the role of the DNI in the selection and removal of component heads,
in coordination/consultation with the Cabinet Department head.
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Authorities of the DNI: Information Access

29. Explain the DNI's authority to formulate, implement, and enforce IC-wide
information access policies, including those policies related to the development of
an information sharing environment.

a. What is your view of the efforts taken to date to establish a framework
to enable the IC to operate like a true “information enterprise” where
information is accessible by all IC elements?

b. What in your view are the appropriate steps that should be taken to
increase access to sensitive intelligence information across agency
borders?

The DNI has broad authorities under the IRPTA and EO 12333 relating to
IC-wide information access policies.

Intelligence Community Directive 501 (ICD-501) “Discovery and
Dissemination or Retrieval of Information within the Intelligence Community,”
established the policy framework for discovery, retrieval, and the adjudication of
disputes that arise regarding access to sensitive intelligence information within the
IC. Ibelieve this ICD laid the proper foundation for continued information
sharing.

To operate like a true “information enterprise™ IC elements have to accept
some level of risk and strike a responsible balance between information access and
protection of sources and methods. Enbanced security and counterintelligence
measures will play an important role in helping to limit the risk inherent in an
information sharing environment.

The foundation of the “information enterprise” consists of technology,
common services, standards, governance, and policies that permit people-to-
people, people-to-information, and information-to-information interactions across
agency boundaries to improve decision-making capabilities. The backbone of the
effort relies on people willing to accept a new vision of greater information
sharing. From what I’ve seen, the main obstacle to information sharing is cultural
resistance. If confirmed as the DNI, I will use my leadership position to reinforce
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an IC-wide sense of community and culture in an effort to achieve an integrated
intelligence enterprise.

30. Section 103G of the National Security Act establishes the authorities of the
Chief Information Officer of the Intelligence Community (IC CIO), including
procurement approval authority over all information technology items related to
the enterprise architectures of all intelligence community components.

a. What is your view of the authority of the IC CIO to create an integrated
national intelligence and military intelligence information sharing
enterprise?

b. If confirmed, how do you intend to achieve true integration of national
intelligence and military intelligence information sharing enterprises?

I believe the IC CIO, using the DNI’s and IC CIO’s existing authorities in
IRTPA and EOQ12333 and with the DNI's strong support, has adequate authority to
create an integrated national intelligence and military intelligence information
enterprise.

If confirmed, I will focus intensely on the goal of implementing and
operationalizing an assured information sharing infrastructure across the IC in
close harmony with DHS, the FBI and the Department of Defense. This requires
relentless application of incentives and accountability, and the continual
assessment of progress. Building on the efforts identified in Question 29, I believe
this will require disciplined application of incentives — both rewards and
consequences, accountability; proper classification to ensure interagency sharing
carly on; information systems that can work across multiple agencies; and
continual assessment of the progress being made.

31. During consideration of your nomination to be USD(I), you stated in answer to
the Senate Armed Services questionnaire that “We must improve collaboration and
information sharing both internally within the IC and externally with partners and
customers.”

¢ How would you assess your success as USD(I) in improving
collaboration and information sharing over the last three years and
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what additional progress is needed within the DOD and the IC as a
whole?

I have made information sharing and collaboration an important part of my
role as the USD(I). We have made progress and continue to make progress in
improving our ability to share information, across the coliection disciplines,
internally to the Department, and externally with partners and customers.

If confirmed as DNI, I will assess the current state of information sharing
within the IC, between the IC and its partners and customers, and how we exercise
governance of information sharing needs. Effective information sharing enables
better collection, better analysis, and better support to users of intelligence;
accordingly, information sharing in all its aspects would be one of my highest
priorities. Ultimate success means growing information sharing beyond being an
enabling function to being a core and fundamental responsibility of all members of
the IC.

Authorities of the DNI: Financial Management, Infrastructure and
Classification of Information

32. What in your view are the most significant acquisition management issues
facing the IC in the near and long term?

If confirmed, I would have my staff consider the following guidelines for
Major Systems Acquisition Programs: (1) don’t start programs that are NOT
affordable; (2) fund programs to the Independent Cost Estimates (ICEs) or
endorsed Agency Cost Positions (ACPs); (3) drive for stable requirements and
funding; (4) use mature technologies or rigorously manage technology risk
reduction early; (5) demand domain expertise and experience in government and
contractor teams; (6) insist on transparency throughout the program’s lifecycle;
and (7) conduct regular independent reviews.

Agencies also need to actively manage their acquisition workforce. The
focus should be on education, training and experience. The Defense Acquisition
Workforce Improvement Act (DAWIA) has worked well in DoD and should be
considered a best practice. Applicability to the IC and equivalency of certifications
should be worked aggressively. Tenure agreements in critical acquisition positions
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is something I feel strongly about but I am also sensitive to the fact that career
management is the responsibility of the home agencies (e.g., NRO rotation of
Military and CIA officers every two years or so). Continuity of expertise on some
of these Major System Acquisitions over the lifecycle are very important, so there
is a need to strike a balance. Another issue is that 40% of existing Acquisition
professionals are eligible for retirement in the next 5 years. It is critical to
maintain continuity of expertise. If confirmed as DNI, I would closely monitor
attrition rates in key occupations (CO, PM, SE).

Finally, it is critical that new development activities leverage new
technologies while limiting risk exposure to “miracle happens here.” To limit the
risk functional Managers and oversight should be actively involved in Pre-Phase A
(Materiel Solution Analysis & Technology Maturity) and Phase A (Concept
Refinement, Tech. Maturity Demonstration) before a Milestone B where
development is initiated. Additionally, we need to prove the technology will work
prior to a Preliminary Design Review (PDR) or have a solid risk reduction plan to
get there by then.

33. The Congress has sought to ensure that IC elements will be able to produce
auditable financial statements. The majority of the IC elements still lack the
internal controls necessary to receive even a qualified audit opinion.

o If confirmed as DNI, what will you do to ensure longstanding
commitments to improve the IC’s financial and accounting practices are
carried out in an effective and timely manner, and that IC reporting on
the status of these efforts is factual and accurate?

If confirmed, I will first need to review the current financial management
situation and the commitments that have been made to Congress on producing
auditable financial statements. I am committed to ensuring that taxpayers’ dollars
are expended for the purposes for which they were authorized and appropriated,
and that there is no waste or fraud within the Intelligence Community.

IC elements need both stable systems and processes to improve IC financial
and accounting practices, while achieving mission goals. If confirmed, I will:
consult with Congress on achieving the right balance between these two important
goals, while not compromising the IC’s ability to meet its ongoing operational
requirements.
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34. Explain your understanding of the DNI’s authority to direct advances or
changes in infrastructure within the IC, particularly with respect to computer
compatibility across the IC and access to Sensitive Compartmented Information
Facilities.

a. What is your assessment of the current state of the infrastructure needs
of the IC?

b. What, if any, legislation and administrative actions de you believe are
necessary to assist the IC in meeting its infrastructure needs?

I understand that the IC faces some significant facilities infrastructure
challenges in the areas of power, space, critical maintenance, and compliance with
force protection standards. Regarding computer compatibility across the IC, there
are policies, standards and directives in place to integrate the intelligence
enterprise. Finally, regarding access to Sensitive Compartmented Information
Facilities (SCIFs), a recent IC directive mandates compliance with uniform
physical and technical security requirements; this will ensure both protection of
Sensitive Compartmented Information and foster efficient, consistent, and
reciprocal use of SCIFs in the IC.

I'am not aware of any additional legislation or administrative actions
required in this area, but if confirmed, I will review this important issue closely.

35. Explain your understanding of Section 102A (i) of the National Security Act
of 1947, which directs the DNI to establish and implement guidelines for the -
classification of information, and for other purposes.

a. If confirmed, how would you go about implementing this section of the
law?

b. What other issues would you seek to address, and what would be your
objectives and proposed methods, regarding the classification of
information? Please include in this answer your views, and any
proposals you may have, concerning the over-classification of
information.
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¢. What approach would you take to the systematic review and .
declassification of information in 2 manner consistent with national
security, including the annual disclosure of aggregate intelligence
appropriations?

This section has been implemented most prominently in the IC through
Intelligence Community Directive 710, “Classification and Control Markings
System”. This policy directs the IC to implement classification in a judicious
manner to protect our nation’s secrets while ensuring information is available to
those who need it without delay or unnecessary restriction.

In addition to ICD 710, the ODNI also has established metadata standards
that are being implemented within intelligence dissemination systems throughout
the IC. Together, this policy and the standards increase our ability to maximize
information sharing by broadening our ability to discover and retrieve information
and by efficiently managing the application of restrictive dissemination controls.

I believe the annual release of the aggregate intelligence appropriations
should continue subject to the deterrination by the President, in consultation with
the DNI, that the disclosure does not cause harm to national security or otherwise
harm/disclose intelligence source and methods.

Regarding other classified information held by the intelligence community, I
support the existing policy calling for systematic review of all information deemed
to constitute “permanently valuable records of the government” as it reaches 25
years of age. While much intelligence information remains sensitive even at 25
years, that which can be released to the public should be. Intelligence — especially
the intelligence that informed key policy decisions — can and should ultimately
become part of the country’s historical records. The ODNI and members of the IC
currently advise the National Declassification Center on balancing the advantages
and risks of declassification of such historical information.

ODNI Relationship with the DoD

36. Explain your understanding of the need to balance the requirements of national
and military consumers, specifically between establishing a unified national
intelligence effort that includes intelligence elements housed within the DoD with
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the continuing requirement that combat support agencies be able to respond to the
needs of military commanders.

~ a. What is your assessment of how this balance has been handled since the
creation of the ODNI and what steps would you take, if confirmed, to -
.achieve a proper balance?

b. What is your assessment of the national intelligence effort to satisfy the
needs of military commanders for human intelligence collection and
what steps would you take to prevent or redress any deficiencies?

¢. What is your assessment of the military intelligence effort and what role
do you see for the DNI in the challenges faced by programs funded by
the Military Intelligence Program?

In the world of today, the distinction between "national” and "military"
consumers is increasingly blurred — certainly much more so than during the Cold
War. The interests of both policy-makers and military decision-makers
increasingly coincide. And, it is true that whenever this nation has put military
members in harm’s way, the IC does its best to support them. Having served as
Director of two of the national agencies which are also designated as Combat
Support Agencies, this is a balance that is sought almost daily. I think Agency
Directors have a crucial responsibility to achieve this balance, given the demands
placed on them by their entire customer audience, and, in my view, normally
execute this very successfully. V

I don't think the ODNI can, or should, try to "manage” this balance on a
daily, detailed basis. I think this would be virtually impossible to do, and would, in
any event, be inappropriate. The DNI can and must however, engage with senior
Cabinet officials and the National Security Council to ensure that the Intelligence
Community is responding to their priorities and requirements; this is facilitated by
the Joint Intelligence Coordinating Council (JICC) process established by the
IRTPA.

I think huge strides have been made in the last ten years in expanding the
HUMINT capabilities of the IC. Both the CIA and the DOD have emphasized this
area. Even so, military commanders continue to have voracious needs for.
HUMINT; one challenge is the "burn-out” factor occasioned by repeated
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deployments. Language proficiency levels — at the numbers required for some
very difficult to learn languages — continue to be a challenge. One initiative I have
championed in DOD is a Civilian Foreign Area Officer program, modeled after the
successful program the Army conducts for selected commissioned officers. This,
too, will help address the continuing need for area experts, with attendant language
capabilities.

I believe the DNI has a responsibility to support and advocate the Military
Intelligence Program, as well as the National Intelligence Program. The MIP, like
the NIP, is under extreme pressure to reduce its dependence on Overseas
Contingency Operations (OCO, formerly Supplemental) funding, and migrate
resources into the base program. I have been a proponent for synchronizing NIP
and MIP resources to insure coordination and avoidance of duplication. In general,
the military draws great leverage from the National Intelligence Programs. If
confirmed, I would continue to push for more such leveraging, and mutual benefit.

37. What is your understanding of the different roles that the DNI and the
Secretary of Defense should play with respect to intelligence elements within
DOD?

a. What is the relationship between the DNI and the heads of the
individual intelligence agencies residing within Department of Defense?

b. Does the DNI now have visibility over the full range of intelligence
activities in the Department of Defense?

¢. Does the DNI have sufficient statutory authorities to enable the DNI to
manage the full range of intelligence activities within the Department of
Defense?

d. Are there additional authorities that the DNI should have?

¢. Are there authorities that the DNI currently has, but should not have?

f. Is the USD(I) subject to the authority of the DNI?
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g. If you are confirmed, what procedures would you expect DOD officials
to follow if they have concerns that legislative proposals made by the
President grant authorities to the DNI that might conflict with
authorities of the Secretary of Defense over DOD intelligence
components?

In broad, general terms, the Directors of the intelligence agencies in DOD,
are operationally responsive to the DNI in the conduct of their respective missions.
The Secretary of Defense, through the JCS and the USD(]), oversees the execution
of the Combat Support Agency missions by three of the four DOD intelligence
agencies. The Secretary and DNI share the authority for "hiring and firing," an
arrangement strengthened in the revision to EO 12333. The position of the “DDI”
— a dual-hat for the USD(I) - on the staff of the DNI, was specifically intended to
provide a "bridge” between the DNI and the Secretary of Defense.

Yes, the DNI has visibility over the full range of intelligence activities in the
DoD.

With respect to whether the DNI has sufficient statutory authorities to enable
the DNI to manage the full-range of intelligence activities within the DoD — I am
not aware of any situation where the DNI was not able to influence intelligence
activities in the Department, and thus, at this juncture, would not recommend any
legislative remedy.

With respect to additional authorities, as I stated in the response to Question
#5, I believe the area of greatest ambiguity in the authorities of the DNI lies in the
relationship with the CIA. Examples include the extent of authority the DNI has
over covert action, governance of foreign relationships, and broadened sharing of
CIA-produced intelligence. In the face of this ambiguity, if confirmed, I would
work closely with the Director of CIA to reach mutually agreeable arrangements as
to respective roles and responsibilities.

T'am not aware at this time of any authorities that the DNI currently has, that
should be eliminated.

The USD(]) is the principal staff assistant to the Secretary of Defense for
DoD intelligence matters and is not a f